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 About This Guide 
 This guide describes the features and administra�on of the Nomadic 911 feature.  It is 
 wri�en for administrators tasked with configuring and maintaining dynamically upda�ng 
 emergency service loca�ons with 8x8 X Series services in the USA and Canada. 



 Document Conven�ons 
 Table 1: Document Conven�ons 

 Conven�on  Descrip�on 

 System-generated 
 messages 

 System-generated messages, terms, and field names display in the 
 Courier Std font. 

 User Entry  Informa�on that must be typed exactly as it appears displays in the 
 Courier Std bold font. 

 Bu�ons, screen tabs, 
 and screen panels 

 Bu�ons, tabs across the top of the screen that are used to access 
 addi�onal screens, and names of screen panels are iden�fied by bold 
 text. 

 Windows and Screen 
 Names 

 Windows and screen names are iden�fied by italics. 

 Web  Links  All web-based hyperlinks are iden�fied by bold blue underlined text. 

 Internal cross 
 references 

 Cross references made to other sec�ons in the same guide are 
 iden�fied by blue font. Note that these cross references are also links 
 to the sec�on. 



 Glossary 

 Table 2: Glossary 

 Term  Usage Notes 

 911  The three-digit telephone number reserved for use for repor�ng an 
 emergency throughout North America. The call is answered at a 
 common answering loca�on (typically referred to as a PSAP), which 
 will determine the nature of the emergency and dispatch the proper 
 Public Safety response teams. 

 Address Valida�on  When an emergency address is added to the ERS portal, the system 
 validates the accuracy of the civic address data that was entered 
 against an MSAG list of all known valid address loca�ons within a 
 specific 911 service area. If the address informa�on that was entered 
 matches an MSAG record, then the address of the record is “valid.” If 
 the system can not find a matching MSAG address, or if there is a 
 problem with a specific part of the valida�on, such as geo-coding of 
 the loca�on, then the record may be automa�cally corrected. 

 CDR  Call Detail Records. As the name implies, these records include 
 informa�on related to all emergency calls made from your account. In 
 addi�on to account, loca�on, and subscriber informa�on, CDRs also 
 provide call �mes, dura�on, call type, call status, rou�ng informa�on, 
 and call status informa�on. ERS also provides Call Detail Record 
 Reports. 



 Table 2: Glossary (Con�nued) 

 Term  Usage Notes 

 CSV  Comma Separated Values. This is a text file type that is commonly 
 used to import and export data from one system to another. ERS can 
 import and export Account, Subscriber, and Loca�on informa�on 
 using text files with this file type. Text files using this format are 
 designated with a CSV file name extension. 

 ECRC  Emergency Call Relay Center. The ECRC is staffed by APCO-cer�fied 
 dispatchers. The dispatchers confirm the caller’s loca�on and transfer 
 the call to the appropriate first responders. It is staffed 24 hours a day, 
 seven days a week, 365 days a year for emergency and 
 non-emergency customer call handling. 

 ERS  Emergency Rou�ng Service 

 ERL  Emergency Response Loca�on. An ERL is a virtual representa�on of a 
 physical address that includes civic address informa�on, GPS 
 coordinates, and addi�onal loca�on data that are used to determine 
 the call flow and des�na�on of a 911 call. 

 HELD  HELD refers to HTTPS Enabled Loca�on Delivery.  This is the protocol 
 used by devices for retrieving loca�on informa�on from the ERS 
 system. 

 IVR  Interac�ve  Voice  Recording  that  is  used  during  a  test  call  that  informs 
 you  of  the  status  of  your  account,  the  status  of  your  address,  and  the 
 loca�on coverage. It is also used for tes�ng two-way audio quality. 

 MSAG  Master Street Address Guide. A lis�ng of all streets in a 911 service 
 area and the house number ranges for each ESN. The primary 
 func�ons of the MSAG database are to validate subscriber addresses 
 and assign an ESN (for selec�ve rou�ng) to each customer telephone 
 number record. 



 Table 2: Glossary (Con�nued) 

 Term  Usage Notes 

 Network Element  Network Element such as Subnet, Wireless Access Point, Switch or 
 Port that is provisioned in the ERS account. 

 PSAP  Public Safety Answering Point. A facility equipped and staffed to receive 
 911 calls. A Primary PSAP receives the calls directly. If the call is relayed 
 or transferred, the next receiving PSAP is designated a Secondary, or 
 backup, PSAP. 

 PSAP Direct Call  PSAP Direct is an emergency call delivery method in ERS. When a 
 caller dials 911, the call is routed directly to a PSAP operator. The PSAP 
 Direct call delivery method is one of three call delivery methods used 
 in the ERS service. The other call delivery methods are Three-way and 
 Security Desk. 

 PSTN  Public Switched Telephone Network. The network of equipment, lines, 
 and controls assembled to establish communica�on paths between 
 calling and called par�es. It is also used generically to refer to the 
 phone system, including the whole network. 

 Security Desk Call  Security Desk is an emergency call delivery method in ERS. 
 Specifically, Security Desk delivers emergency calls to an 
 organiza�on’s internal Security Desk personnel, rather than to a local 
 PSAP. A short code—such as 5-1-1, for example—is assigned as the 
 Security Desk emergency dialing code to reach the internal Security 
 Desk for an enterprise or organiza�on. 



 Table 2: Glossary (Con�nued) 

 Term  Usage Notes 

 Subscriber  In the ERS portal, a subscriber refers to the primary phone number of 
 an X Series User. 

 Test Call  A type of call that is routed to the IVR to test emergency call rou�ng by 
 dialing 933 instead of 911. 

 Three-Way Call  Three-Way is an emergency call delivery method in ERS. When a 
 Three-Way emergency call is placed, ERS establishes a three-way 
 connec�on between the emergency caller, the PSAP, and an 
 organiza�on’s Security Desk. Depending on selected se�ngs, 
 Security Desk personnel can either monitor or par�cipate in the 
 emergency call. 

 User Permission Roles  Refers to the following four types of users that are created in the ERS 
 to manage user access to specific func�ons: Super Admin, Admin, 
 Provisioning, and Read-Only. 

 Each user permission role has varying restric�ons with regards to the 
 func�onali�es they can perform through the ERS portal. 
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 What is Nomadic 911? 

 Nomadic 911 is a feature within the X Series Unified Communica�ons product suite which 
 ensures that your organiza�on’s 911 emergency calls are routed to the appropriate Public 
 Safety Answering Point based on the caller’s loca�on.  The 911 call taker is automa�cally 
 presented with a caller’s address and enhanced loca�on details such as what floor they are 
 on. 

 How Does It Work? 

 Nomadic 911 works slightly differently depending on whether the endpoint in use is a 
 physical desk phone or the 8x8 Work Desktop applica�on. 

 In all cases, the loca�on of an endpoint is determined by detec�ng changes to local network 
 connec�on and looking up the details of that connec�on against a preconfigured map of your 
 corporate network infrastructure. 

 Physical desk phones that support the Nomadic 911 feature learn their loca�on by making a 
 lookup request (known as a HELD request) each �me they are rebooted or change their LAN 
 connec�on.  When an emergency call is made, they include their loca�on in the emergency 
 call and this overrides any sta�cally assigned loca�on for that user 

 8x8 Work Desktop is used in conjunc�on with the Loca�on Manager companion applica�on. 
 Loca�on Manager uses a similar mechanism for looking up loca�on based on changes of local 
 network connec�on.  In this case however, the user’s sta�cally assigned emergency loca�on 
 is updated such that when an emergency call is made, the address sent to the PSAP is 
 up-to-date. 

 The feature has three principal interfaces: 

 ●  8x8 Admin Console from where X Series users are enabled for Nomadic 911 by 
 toggling on the “Emergency Rou�ng Service” op�on in the user details page. 
 Enabling ERS for a user does two things: 

 ○  Adds their primary phone number to the ERS portal where it is known as 
 a “subscriber” 

 ○  Configures the user’s physical desk phone to look up its loca�on against 
 the pre-configured network map in ERS 

 ●  The Emergency Rou�ng Services (ERS) portal is used by an administrator to: 
 ○  Manage emergency loca�on details for your organiza�on 
 ○  Manage network infrastructure details for your organiza�on and relate 

 them to emergency loca�ons.  This is referred to as the network map 
 throughout this document. 

 ○  View desk phone lookup history 
 ○  View the loca�ons set by Loca�on Manager 
 ○  View emergency call logs 

 ●  The Loca�on Manager companion applica�on, which must be installed alongside 
 Work Desktop. It is used by end-users to see the loca�on that has been 
 automa�cally detected and to manually enter their loca�on if they are in a new 



 loca�on outside the corporate network infrastructure 

 Planning Your Deployment 

 The Nomadic 911 feature entails significant administra�ve investment to set up and maintain 
 the necessary configura�on.  Careful considera�on should be given to the deployment 
 approach to ensure it is appropriate for your organiza�on.  Each deployment is different and 
 while 8x8 Professional Services and/or Support are on-hand to offer guidance, you are 
 responsible for ensuring that your networking environment is appropriately configured and for 
 entering the correct informa�on about your network infrastructure into the ERS portal. 

 A planning guide is available  here  to assist with prepara�on and gathering the informa�on you 
 will need to get Nomadic 911 up and running. 

https://files.mtstatic.com/site_12249/25034/1?Expires=1702288038&Signature=S1Xpqpe0OBJ0hUF5OwYHlkixoRQx71ycRyNDtfniaNn~x9lM8dEOYwJB-Di5AbGrkevkQaNPJh2Pf-a235W7qsgnH0SV16nG8If515rU0Dlf-WFlj6az5K6GBHt12omDzw-Y~-bKmqjLRp0kQmTGoA~HdPrVZuyws0KwhF3WdVw_&Key-Pair-Id=APKAJ5Y6AV4GI7A555NA


 Signing In to the ERS Portal 

 The  primary  admin  user  for  the  ERS  portal  is  created  by  8x8  as  part  of  se�ng  up  your  account 
 for  Nomadic  911.  A�er  this  you  can  create  and  maintain  your  own  admin  users  within  the 
 portal. 

 1  Open  your  browser  and  enter  h�ps://admin.e911.8x8.com  in  the  browser’s  web 
 address field or access it from the Admin Console home page. 

 2  A  Sign  In  popup  screen  appears,  as  shown  in  Figure  1  below,  promp�ng  you  for  your 
 sign  in  name  or  email  address  and  your  password.  Enter  your  sign  in  name  or  email 
 address and password and click  Sign In  . 

 Figure 1: Enter Your User Name or Email and Your Password and Click Log In. 

 If you do not remember your password, click the  Forgot  your password?  link. You 
 will be prompted for your email address. Enter your email address and click the 
 Send Email  bu�on. You will receive an email with  a link to reset your password. 
 Once you reset your password, retry logging in. 

 3  On successful sign in, your ERS  Account Dashboard  screen displays, as shown in Figure 2 
 below. 



 Figure 2: ERS Account Dashboard Screen—Level 1 Account—Super Admin User Example Shown 

 ERS is permissions-based. Therefore, your  Account  Dashboard  screen may look 
 different depending on a variety of factors including the permissions granted by 
 your system administrator. 



 Sign In Problems? 

 If  a  user  name  or  password  is  not  recognized  by  the  system  due  to  user  or  system  error,  an 
 Authen�ca�on  Failed  message  displays.  If  this  occurs,  re-check  that  cookies  are  enabled  in 
 your  browser  and  try  logging  in  again.  If  you  con�nue  having  trouble  logging  on  to  the  ERS 
 Portal, please contact 8x8 support: 

 h�ps://support.8x8.com/support-services/support/contact-8x8-technical-support 

https://support.8x8.com/support-services/support/contact-8x8-technical-support
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 Screen Components 

 When you successfully log on to the ERS Portal, the  Account Dashboard  home screen 
 displays. The ERS screen components are: 

    Header 
    Main menu 
    Work panel 
    Footer 

 Figure 3: Common Screen Components 

 Header 

 As shown in Figure 4, below, the header iden�fies the applica�on and displays your user 
 name and permissions role. The ERS header also includes: 



    Logo  and the  Product Name  —Click on either of these  hyperlinks to go to the ERS 
 Account Dashboard  home screen. 

   

   
 Figure 4: ERS Header—Logo, Product Name, User Name, and User Permissions 

    Clicking the  drop-down icon  to the right of your user  role provides  My Profile  and 
 Sign Out  op�ons, as shown in  Figure 5  . 
 My Profile  —Click on the  drop down icon  and select  My Profile  to display and edit your user 
 profile. 
 Sign Out  —Click on the  drop down icon  and choose  Sign  Out  to sign out of the ERS Portal. 

 Figure 5: ERS Header—My Profile and Sign Out Drop -Down Menu 

    Help  —As shown in Figure 6, clicking the  ? icon  displays  a window of help op�ons: 
    Admin Guide  —Click this hyperlink to access the latest  version of this guide. 



    Email Support  —Click the email hyperlink to auto-open  your email client and send 
 an email to 8x8 Support. 

 Figure 6: ERS Header—Click the Help Icon to Download the User Guide and Release Notes 

    File Manager  —As shown in Figure 7, reports and files  that are available for download 
 are displayed here. 
 Click on  File manager  and select the name of a report  or file from the list to download it 
 to your computer. 



 Figure 7: ERS Header—Click the File Manager Icon to Download Reports and Files 

 Menu 

 The Main menu appears on every page so that you can conveniently access the most 
 important ERS tasks. 

    Dashboard  —Access the  Account Dashboard  home screen  for at-a-glance no�fica�on of 
 provisioning, 911 call sta�s�cs, and deployment account informa�on. 

    Provisioning  —Provision Emergency Rou�ng Loca�ons  (ERLs), subscriber informa�on, 
 subnets and Wireless Access Points for your account. 

    Monitoring  —Monitor call detail records, provisioning  logs, and user sign in history. 
    Administra�on  —Manage ERS Portal authorized users  and Loca�on Manager op�ons. 



 Work Panel 

 The look and feel of the ERS work panel changes depending on the work task you are 
 performing, and also on your user role. 

 Through the work panel you can view, add, edit, or delete ERS informa�on. For instance, if 
 you are monitoring call detail records, then the  Call  Detail  screen is displayed. Similarly, if 
 you are adding a new ERS user, then the work panel changes to display the  User List  screen 
 with the fields and selec�ons necessary for adding a new user. 

 Account Dashboard Home Screen 

 Account At-a-Glance Informa�on 
 An ERS  Account Dashboard  home screen has three at-a-glance  sec�ons—General 
 Informa�on, Provisioning Sta�s�cs, and 911 Call Sta�s�cs. 

    General Informa�on  —displays your ERS account details  including your account name, 
 account ID, account level, as well as contact and no�fica�on informa�on for your 
 account. Click the pencil icon to edit the general informa�on for your account. For 
 addi�onal details, see Chapter 3: “Manage Accounts”. 

    Provisioning Sta�s�cs  —shows the total provisioned  data in your accounts. 
 Depending on your account level and type, the sta�s�cs includes loca�ons and 
 subscribers. Click the  View Provisioning Details  bu�on  to view and manage your 
 account’s provisioning data. 

    911 Calls Sta�s�cs  —displays the total number of  911 calls made from this account for 
 the current and previous month. 

 Figure 8: Account Dashboard 
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 Manage Account No�fica�on Contacts 

 ERS sends no�fica�ons to inform system administrators of specific events. 

 Emergency Calls  : This no�fica�on is sent whenever  an emergency call is placed. 

    You can configure recipients for this no�fica�on in the following ways: 
    You can add recipients per ERL when adding an ERL. In this case, when a subscriber 

 associated to this ERL places a 9-1-1 call, these recipients will receive an email.  See 
 “Adding ERLs”  . 

    If recipients are added into the account as well as the ERL, no�fica�ons will be sent 
 to both recipients listed. 

 Test Calls  : This no�fica�on is sent whenever a test  call is placed. Test calls are typically made 
 to ensure connec�vity to ERS and to verify audio quality. 

 Edit No�fica�on Contact Info 

 To edit an exis�ng contact email: 

 1  Navigate to the  Edit General Informa�on  screen as  described earlier. 

 2  In the no�fica�ons email list, click the contact’s email address that you want to edit. 

 3  Either click inside the email text box and edit the exis�ng email address, or click the 
 Delete  bu�on inside the email box to delete the exis�ng  email address and then enter 
 the new email address. 

 4  When finished edi�ng, click the  Checkmark  bu�on  to accept the edits, or the  X  bu�on 
 to cancel the edit, as shown in Figure 16. 

 Figure 16: Level 1 Edit General Informa�on Screen—Click the Email Address You Want to Change and Make 
 Edits 



 5  To edit the no�fica�on types for the contact, select or de-select the desired no�fica�on 
 types. 

 6  Click the  Save  bu�on to save the edits for this contact. 

 Delete a No�fica�on Contact 

 To delete an individual so that they no longer receive any ERS no�fica�ons: 

 1  Navigate to the  Edit General Informa�on  screen as  described above. 

 2  In the no�fica�ons email list, click the  Trashcan  bu�on next to the person that you 
 want to delete from the no�fica�ons list, as shown in Figure 16  .  They are deleted 
 from the no�fica�ons list. 
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 Overview 

 When Nomadic 911 is first ac�vated for your account, one Super Admin user is created for 
 you by 8x8.  Going forward, you can create addi�onal admin users so that your ERS 
 configura�on can be administered by someone in your organiza�on. There are four available 
 user permissions roles. Table 5 lists the tasks that can be performed by each ERS user. 

 Table 5: Available Tasks Per User Role 

 User Role  Descrip�on 

 Super Admin  User role with most permissions 
 ■  Manage users and passwords 
 ■  Edit account general informa�on 
 ■  Configure 911 Loca�on Manager 
 ■  Provision loca�ons 
 ■  Provision network elements 
 ■  View provisioned data and logs 
 ■  View call detail records 

 Admin  ■  Manage passwords 
 ■  Edit account general informa�on 
 ■  Configure 911 Loca�on Manager 
 ■  Provision loca�ons 
 ■  Provision network elements 
 ■  View provisioned data and logs 
 ■  View call detail records 

 Provisioning  ■  Provision network elements 
 ■  View provisioned data and logs 
 ■  View call detail records 

 Read-Only  ■  View provisioned data and logs 
 ■  View call detail records 



 ERS Portal User Profile Management 

 Depending on your user permissions role, you can view and edit your own user profile or 
 another ERS user’s profile 

 View or Edit Your Own User Name, Email, or Password 

 To view or edit your profile: 

 1  From any screen, click on the  drop-down icon  next  to your name and user permissions 
 role in the ERS Portal header, and select  My Profile  ,  as shown in Figure 20, below. The 
 My Profile  screen displays. 

 Figure 20: Select My Profile 



 2  On the  My Profile  screen, click in the appropriate  field to edit your display name, email, 
 or password, as shown in Figure 21. Click  Save  to  save your changes. 

 Figure 21: My Profile Screen—Edit Your Display Name, Email, Phone, or Password 

 If you have changed your password, you will be logged out of the applica�on, 
 and prompted to log back in using the new password. 



 Add a New ERS Portal User 

 Only Super Admins and Admins can add a new ERS Portal user. 

 Adding a new ERS Portal user involves three primary steps: 

 1  Step One  —Determine the specific work you want the  new user to perform on the 
 portal. Based on those work requirements, choose the User Permissions Role that best 
 meets the work criteria. Table 5 provides a detailed list of available work tasks by user 
 permission role to help you determine which permissions role is best suited to the new 
 user. 

 2  Step Two  —Add the new user to the ERS Portal, as described  in the instruc�ons that 
 follow. 

 To add a new ERS Portal user: 

 1  Navigate to the account dashboard of the account to which you want to add a new 
 user. 

 2  In the menu bar, click the  Administra�on drop-down  icon and select  Users  . The  User 
 List  screen displays as shown in Figure 22. 

 Figure 22: Click Administra�on and Select Users—The  User List  Screen Displays 

 3  Click the  Add New User  bu�on, as shown in the figure  above. The  Add New User  screen 
 displays, as shown in Figure 23. 

 4  Enter a display name, email address, and phone number for the new user. 

 5  Click the  Role drop-down  icon and Assign a user permissions  role for the new user. 

 Display name, email, and a m,kuser permissions role are required proper�es. 



 Figure 23: Enter New User Details and Assign a User Permissions Role—Add New User Screen 

 6  Click the  Save  bu�on. The user is added to ERS, their  name now appears in the user list. 
 An email is sent to the new user with a link to set their password and access the portal. 

 For  addi�onal  user  permissions  role  informa�on,  refer  to  “Add  a  New  ERS  Portal 
 User”  , and review Table 5 for a list of work tasks  and user permissions roles. 

 Copy and Provide Portal Access Link 

 Alterna�vely, if the user was unable to receive the reset password link by email, you can 
 share it manually by copying and providing it to them. This link is available un�l the user 
 has reset their password. The instruc�ons below describe how you can copy this link. 

 1  From the  Users  screen, click the  Manage User icon  ,  as shown in Figure 24. The  Manage 
 User  screen displays. 



 Figure 24: Click Manage User Icon in the Users Screen 

 2  From  the  Manage  User  s  creen,  click  the  Reset  Copy  URL  bu�on,  as  shown  in  Figure  25. 
 This  way  you  can  paste  this  URL  into  an  email  or  another  similar  means  to  provide  it  to 
 your new user. 

 Figure 25: Click Copy URL bu�on to Copy the Reset Password URL 



 Change Another ERS Portal User’s Password 

 Only Super Admins and Admins can change another ERS Portal user’s password. 

 To change another ERS Portal user's password: 

 1  Navigate to the account dashboard of the user. 

 2  In the menu bar, click the  Administra�on drop-down  icon and select  Users  . The 
 Users  screen displays as shown in Figure 22. 

 3  In the user list, click the  Manage User  icon for the  user, as shown in Figure 24. 

 4  In the  Manage User  screen, click the  Reset Password  bu�on. The user is sent an email 
 with a link to reset their password. Alterna�vely, you can also copy and provide the 
 reset password link to your user, as outlined in  “Copy  and Provide Portal Access Link”  . 



 Delete an ERS Portal User 

 Only Super Admins can delete an ERS Portal user. 

 To delete a user: 

 1  Navigate to the account dashboard from which you want to delete the user. 

 2  In the menu bar, click the  Administra�on drop-down  icon and select  Users  . The 
 Users  screen displays as shown in  Figure 26  , below. 

 3  In the user list, click the  Trash  icon for the user  you want to delete. 

 . 

 Figure 26: Click the Trash Icon for the User You Want to Delete—User List Screen Shown 

 4  A confirma�on window is displayed, asking if you want to delete the user. Click  Delete 
 to delete the user. 



 User Login History 

 Only Super Admins and Admins can view login history. 

 To view the login history: 

 1  Navigate to the account dashboard for which you want to view the login history. 

 2  Go to Monitoring --> Login History. The  Login History  screen displays as shown in 
 Figure 27. 

 The login history shows the user’s email address, their IP address, the login and logout date 
 and �me—and if they were not able to log in, the reason why their login a�empt failed 

 Figure 27: Login History Screen 
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 Overview 

 The ERS portal serves as a provisioning and valida�on hub to store emergency loca�ons, 
 network infrastructure details and how they map to one another.  Each user that has been 
 enabled with ERS in Admin Console appears as a subscriber in the ERS portal.  Those 
 subscribers have an ini�al emergency loca�on which is then con�nuously updated by the 
 Loca�on Manager app. 

 You can provision emergency loca�ons and network infrastructure elements individually or 
 via batch provisioning from the CSV file. 



 Provisioning Considera�ons 

 Table 6, below, lists the caller-related data that can be provisioned in the ERS. 

 Table 6: Caller Related Data 

 Provisioning Data  Data fields in the ERS  Descrip�on 

 Subscribers  Subscribers represent 
 users from Admin Console 
 in the form of their 10 
 digit primary phone 
 number 

 Users from Admin Console using a 
 physical desk phone, 8x8 Work 
 Desktop or both 

 Loca�ons  ERLs 
 (Emergency Rou�ng 
 Loca�ons) 

 Represented by their ERL 
 ID (custom iden�fier or 
 auto-generated GUID) 

 Loca�on of the caller that is 
 dispatched to the emergency 
 responder. 

 Subnets  Subnets 

 Represented by their 
 Subnet ID (IP address and 
 subnet mask) 

 Subnets within which the 
 organiza�on’s users are connected. 

 Access Points  Wireless Access Point 

 Represented by their 
 BSSID. 

 Access Points that enable wireless 
 devices such as laptops to connect to 
 an enterprise WiFi network. 

 Switches  Switch and related port 
 informa�on. 
 Represented by the 
 switch’s iden�fier and the 
 port’s MAC address. 

 Switch and port informa�on that 
 iden�fy HELD-compliant hard phones 
 on the enterprise network. 

 Network Map  Network map is a 
 combina�on of the 
 following: 
 ■  Subnet- ERL associa�on 
 ■  Wireless Access Point- 

 ERL associa�on 
 ■  Switch-ERL associa�on 
 ■  Port-ERL associa�on 

 Depending on the Provisioning 
 scenario, subnets, wireless access 
 points, switches and ports are 
 associated to ERLs in ERS. 



 Unprovisioned Emergency Calls 

 If someone in your organiza�on dials 911 but they have not yet been provisioned in the 
 ERS, these calls are considered “unprovisioned” and are routed to the ECRC. The caller 
 provides their loca�on to the ECRC operator. 

 For proper PSAP rou�ng, it is very important that each individual in your organiza�on 
 is provisioned in the ERS. 



 Provisioning Scenarios 

 This sec�on describes the different provisioning scenarios supported in the ERS as well as 
 the type of data and overview of the workflow required for each. The level of mobility of 
 your callers combined with the nature of your network infrastructure and communica�on 
 technology determine your provisioning scenarios. 

 The following sec�ons describe each provisioning scenario currently supported by the ERS 
 and provide clear examples for each to help you iden�fy them be�er. 

 Iden�fying your provisioning scenario(s) is a pre-requisite to provisioning the ERS. Once 
 you have selected the provisioning scenario(s) that fit your needs, you will be ready to 
 provision the necessary data in the ERS, by following their respec�ve workflow. 

 Scenario A: Fixed Subscribers 

 This scenario is beneficial for organiza�ons that meet one of the following criteria: 

 ●  Individuals do not move frequently and remain within the organiza�on’s network 
 boundaries. 

 ●  Network infrastructure is defined with mul�ple subnets for one single loca�on. 

 In ERS terms, the users are considered  fixed subscribers  with  sta�c ERLs  . When these fixed 
 subscribers place a 911 call, ERS routes the call using the caller ID and the associated ERL 
 informa�on that you provision into the account. 

 Example: A two-story office building where each employee has a physical desk phone. 
 Employees are assigned a cubicle from where they rarely move. 

 In this scenario the standard (i.e non-Nomadic) E911 feature should be used.  Users should not be 
 enabled for ERS in Admin Console.  No configura�on in the ERS portal is required. 

 Scenario B: Subscribers Mobile Within an Organiza�on 

 This scenario benefits organiza�ons that meet the following criteria: 

 ●  You have employees that move frequently within the enterprise’s network boundaries. 
 ●  Your on-site employees use 8x8 Work Desktop. 

 For an enterprise’s with 8x8 Work Desktop users,  911  Loca�on Manager  is required. 911 
 Loca�on Manager is an add-on applica�on of the ERS. It detects the subscriber’s IP address 
 (for a wired connec�on) or BSSID (for a wireless connec�on) and searches for a loca�on 
 using the provisioned network map. If the subscriber does not work remotely, they will not 
 be prompted by 911 Loca�on Manager to enter their address; it automa�cally assigns a 
 loca�on for the subscriber and cannot be modified. 

 For example: You have one subnet per floor of the office building and access points for each 
 of the four conference rooms. Employees use 911 Loca�on Manager and connect to the 
 Wireless Access Point when they are in one of the conference rooms. 911 Loca�on Manager 
 detects the IP address or the BSSID of the subscriber’s device and finds the loca�on based 
 on the network map. 

 In this case, provisioning is done in the following steps: 



 1  Add ERLs (  refer to  “Adding ERLs”  ) 
 For example: Five ‘floor’ ERLs (one per story) and one addi�onal ‘main’ ERL (no floor 
 associated). 

 2  Add Network Maps 

 A  Add Subnets  . See  “Adding Subnets” 
 Associate subnets to ERLs. For example: Each subnet is associated to the ERL 
 represen�ng one of the floors of a three-story building. 

 B  Add Wireless Access Points  . See  “Adding Wireless Access  Points”  Associate 
 Wireless Access Points to ERLs. For example, each access point providing a WiFi 
 connec�on is associated to an ERL. 

 1  Install the 911 Loca�on manager on user’s device.  (refer to  “911 Loca�on Manager”  ) 

 3  Enable Users 

 Enable ERS for those users in Admin Console 

 Scenario C: Remote Nomadic Subscribers 

 This scenario benefits organiza�ons that have a combina�on of on-site and off-site 
 employees. 

 These employees are supported using ERS’ s add-on applica�on,  911 Loca�on Manager  . 
 ERS and 911 Loca�on Manager work together to gather the subscriber’s address and route 
 the call. 

 For off-site subscribers, 911 Loca�on Manager prompts the user to self-provision their 
 address. ERS captures this data and routes the call to the PSAP based on the subscriber- 
 provided address. 

 For on-site subscribers, the enterprise’s ERS administrator must provision the enterprise’s 
 network map containing subnets and/or Wireless access points. 911 Loca�on Manager does 
 not  prompt the subscriber for the address. It gathers  their IP address (wired connec�on) or 
 BSSID (for users connec�ng to WiFi), and matches this informa�on with the pre-provisioned 
 network map. ERS then routes the call to the appropriate PSAP. 

 Example 1:  Sales personnel that travel frequently  for trade shows or to customer sites. 
 These employees switch back and forth between traveling and staying on-site, as required. 
 When off-site, 911 Loca�on Manager will prompt them for an address. When on-site, it will 
 stay silent since their address is determined using network maps. 

 Example 2  : A three-story building housing both on-site  and off-site employees. These on- 
 site employees use a wired as well as a WiFi network connec�on. 911 Loca�on Manager 
 stays silent for on-site employees even when they disconnect from their wired connec�on 
 and connect to a WiFi connec�on, for example, from a conference room. 



 In this scenario, provisioning is done by following the steps below: 

 2  Add ERLs:  refer to  “Adding ERLs”  ) 
 For example: One ERL for each floor of the building. 

 3  Configure  the  network  map.  This  is  op�onal  and  is  only  required  if  you  will  have  a 
 combina�on  of  on-site  and  off-site  users.  If  you  will  have  only  off-site  or  remote  users, 
 you can skip this step and go to Step 3. 

 B  Add Subnets  . See  “Adding Subnets” 
 Associate  subnets  to  ERLs.  For  example:  each  subnet  is  associated  to  the  ERL 
 represen�ng one of the floors of a three-story building. 

 C  Add Wireless Access Points  . See  “Adding Wireless  Access Points”  Associate 
 Wireless Access Points to ERLs. For example, each Access Point providing a WiFi 
 connec�on is associated to an ERL. 

 4  Configure the 911 Loca�on Manager  (refer to  “911  Loca�on Manager”  ) 

 This involves se�ng the number of licenses for 911 Loca�on Manager. Several 
 configurable op�ons are also available. 

 5  Install the 911 Loca�on manager on user’s device.  (refer to  “911 Loca�on Manager”  ) 

 6  Enable Users 

 Enable ERS for those users in Admin Console 

 Immediately following installa�on, subscribers are prompted to provide their phone number 
 and should enter their primary phone number . This step is mandatory in order to use 911 
 Loca�on Manager. 

 Scenario D: Organiza�ons with HELD-Compliant 
 Desk Phones 

 Only specific models of physical desk phone are supported for Nomadic 911. 

 Supported desk phones send their network informa�on such as BSSID, IP address, Switch ID 
 and Port ID to the ERS in a HELD request. The ERS processes this informa�on to determine 
 the loca�on based on the pre-provisioned network map. The loca�on informa�on is returned 
 to the hardphone, which is saved and sent at call �me. ERS routes the call according to the 
 informa�on it receives at call �me. 

 Provisioning for this scenario has the following steps: 

 1  Add ERLs:  refer to  “Adding ERLs”  ) 
 For example: One ERL for each floor of the building. 

 2  Configure the network map 
 A  Add Subnets  : See  “Adding Subnets” 

 Gather the Subnet informa�on of your network and associate these 
 Subnets to ERLs in the ERS account. 
 Example  : Associate a Subnet called  Floor 1  with Subnet  and mask 
 192.168.55.0/24  to  ERL A  . ERS receives a HELD request  with the phone’s IP 



 address provided as  192.168.55.50  . This IP address falls within the Subnet 
 and mask that is associated to  ERL A  . Hence, the loca�on  informa�on 
 associated to ERL A is sent in the HELD response to the phone. 

 B  Add Wireless Access Points  : See  “Adding Wireless Access  Points”  Gather the 
 Access Point informa�on of your network and associate it to ERLs in the ERS 
 account. 

 Example  : Associate Access Point called  Floor 1 — Conference  Room  with 
 BSSID  94:b4:0f:38:1f:80  to  ERL B.  ERS receives a HELD  request with the 
 phone’s BSSID provided as  94:b4:0f:38:1f:80.  Since  this BSSID matches the 
 one associated with  ERL B  , this is determined as the  phone’s loca�on and 
 returned to the phone in the HELD response. 

 C  Add Switches and Ports  : See  “Adding Switches and Ports” 
 Note that in order for loca�on detec�on on the basis of switch and port to 
 work, the switch must have Link Local Discovery Protocol (LLDP) enabled. 
 Gather the switch informa�on of your network. Add this informa�on and 
 associate it to proper ERLs in the ERS. 
 The HELD request from a desk phone typically includes the Chassis ID and 
 the Port ID. ERS matches the incoming switch and/or port  informa�on to the 
 pre-provisioned informa�on in the network map and determines the ERL. 

 ERS priori�zes the Port ID over the Switch ID. That is, when the HELD 
 request contains the Chassis ID (Switch ID) and the Port ID, the Port ID is 
 first considered by the ERS to obtain a match with the pre-previsioned 
 network map and determine the ERL. When a match is not determined 
 for the Port ID, the Chassis ID is considered. 

 Example  : Consider the following network setup for  a three-story office building: 

 ●  Switch A  is added for the whole building and associated  to  ERL A 
 ●  Port 1  is added for Floor No. 1 and is associated  to  ERL B 
 ●  Port 2  is added for Floor No. 2 and is associated  to  ERL C 

 The phone sends a HELD request to ERS with Floor No.1’s Port ID and the building’s 
 switch Chassis ID. Since Port ID overrides the switch’s Chassis ID, ERS determines  ERL 
 B  as the phone’s loca�on and sends this loca�on  in the HELD response. 

 D  Enable Users 

 Enable ERS for those users in Admin Console.  As well as crea�ng a subscriber entry for the user in 
 the ERS portal, this will also configure the user’s physical desk phone to make HELD requests to the 
 ERS each �me it reboots or detects a change of connec�vity. 



 Provisioning Screen Components 

 The  Provisioning  screen is accessed by  clicking the  Provisioning  bu�on in the main menu 
 or by clicking the  View Provisioning Details  bu�on,  as shown in Figure 28, below. The 
 Provisioning  screen displays, as shown in Figure 29. 

 Figure 28: Click Either Bu�on to Access the Provisioning Screen from ERS Home screen 

 The  Provisioning  screen displays the ERLs present  in your account, with the most recently 
 added ERL on top. 

 Figure 29: Provisioning Screen —Deployment Account Showing ERLs, Subscribers, Subnets and Wireless Access 
 Points Shown 

 Please note that star�ng with this release  VPN  tab  is not used and should 
 NOT  be configured with anything.  It is there in prepara�on  for a future 
 release. 



 In the  Provisioning  screen, the following items are  of special interest, as shown in Figure 30 

 1  +ADD ERL  : Click this bu�on to add ERLs. 

 2  ERL Row  : Click on each ERL row to view the associa�ons  that were provisioned for it. 
 The associa�ons are displayed on the right hand side of the screen. 

 3  ERL ID  : The ERL ID displayed in the  ERL Information  column is a hyperlink. Clicking 
 the ERL ID hyperlink will take you to the  Edit ERL  screen where you can make any 
 necessary changes. 

 4  Edit  : Click  Edit  (pencil icon) to edit the ERL. 

 5  Account Name  : Click the  Account Name  hyperlink to  view details about the current 
 account. 

 6  ERL Associa�ons  : View and learn more about the various  elements that are associated 
 to the chosen ERL. See  “ERL Associa�ons”  for detailed  informa�on on how the elements 
 are displayed here. 

 7  Relocate  : In the  ERL Associations  window, you can  relocate a Subscriber to a 
 different ERL by clicking the  Relocate  icon. 

 8  Delete  : In the  ERL Associations  window, you can delete  associa�ons by clicking 
 the  Delete  icon 

 Figure 30: Provisioning Screen 

 The  Subscribers  ,  Subnets  ,  Wireless Access Points  and  Switches  tab display the 
 Subscribers, Subnets, Wireless Access Points and Switches associated with the ERLs in the 
 selected account. If  Include Sub Accounts  is checked  in the Filter sec�on, the list reflects 
 this change. Filters are described in  “Filter and Search”  . 



 ERL Associa�ons 

 Using  ERL  Associa�ons  ,  you  can  view,  relocate  and  delete  the  associa�ons  that  belong  to  a 
 specific ERL. It displays to the right of the ERL row that is selected, as shown in Figure 30. 

 ERL Associations  enables you to perform the following: 

 ●  View a list of all associa�ons that are a�ached to the selected ERL by clicking on each 
 element’s name:  SUBSCRIBERS  ,  SUBNETS  ,  ACCESS POINTS  ,  SWITCHES  . The 
 number of associa�ons is also displayed under the element. See Figure 31. 

 Figure 31: ERL Associa�ons 

 ●  Relocate the associa�on to a different ERL by clicking the  Relocate  icon and choosing 
 another ERL. 
 In the example shown in Figure 32, Subscriber  (514)333-3345  has been relocated 
 from ERL  101, Main Street  to ERL  100, Main Street  .  The same procedure can 
 be used to relocate Subnets, Access Points and Switches. 



 Figure 32: Relocate Subscriber 

 ●  Delete the associa�on by clicking the  Delete  icon. 

 Switches and Ports 
 When  Switches  are selected under  ERL Associations  ,  only the switches and ports 
 that are associated to the selected ERL are displayed. 
 In some cases, a switch’s port may be associated to another ERL. This port is  not  displayed 
 when the switch’s ERL is chosen. This port is displayed only when the ERL to which it belongs 
 is selected.  ERL Associations  does not display the  ports that are added to the switch. 
 In the example shown in Figure 33, switch  Floor 2  is displayed with a red exclama�on 
 mark next to it. This is due to the fact that the chosen ERL has one port a�ached to it. The 
 ERL Associations  displays the switch  Floor 2  to signify  the fact that this port 
 belongs to it. 



 Figure 33: Switch Not Associated to Same Port as ERL 

 Filter and Search 

 You can delimit the list of records through filter and search op�ons. Filter the list by clicking 
 the  Filter Arrow  to expand the filter selec�ons,  as shown in Figure 34. Select from the 
 available drop-down selec�ons. Only the ERLs matching the filter criteria are displayed. Click 
 the  Filter  bu�on to filter the list. To save your  filter selec�ons, click the  Save As...  bu�on. To 
 cancel the selected filters, click  Reset Filter  . 

 Detailed filter and search instruc�ons are provided in  “Searching and Filtering ERLs and 
 Associated Records  . 



 . 

 Figure 34: Provisioning Screen—Filter Sec�on Expanded and Include Sub Accounts Checked 

 Search for specific  ERLs  ,  Subscribers, Subnets  ,  Access  Points  and  Switches  by selec�ng the 
 appropriate tab and then entering text in the  Search  field. 



 Step-by-Step Provisioning Instruc�ons 

 All the scenarios described earlier require you to provision data into your account. 
 Irrespec�ve of the scenario that you want to provision for, the following prerequisites 
 apply: 

 ●  Ensure your user role permissions allow you to provision data. If you feel you are 
 missing permissions, contact your ERS system administrator. 

 ●  Gather a list of all civic addresses or geo-coordinate loca�on informa�on (la�tude and 
 longitude) that you want to provision as ERLs. 

 ●  Gather the Subnet and Access Point informa�on you want to associate with the ERLs. 
 ●  Ensure your network setup has been modified if required to allow devices to uniquely 

 iden�fy their loca�on on the basis of their network infrastructure details. 

 Adding ERLs 

 Adding an ERL is required for all provisioning scenarios except when adding a Dynamic 
 Subscriber. In ERS, there are two ways to define an ERL: 

 ●  By using a standard civic address —such as, 123 Main St., Longmont, CO 80503—for 
 the loca�on. This is the standard method of provisioning a 911 loca�on. 

 ●  By using geo-coordinates—that is, by assigning a la�tude and longitude to specify a 
 geographic loca�on. This method is most appropriate for loca�ons that do not have 
 standardized civic street addresses—for instance, a remote work loca�on in a na�onal 
 forest or on an oil rig. 

 A civic address entered in ERS will be validated against an Master Street Address Guide 
 (MSAG) list of all known valid address loca�on within a specific 911 service region. If the 
 civic address entered matches an MSAG record, then ERS “validates” the address. Valida�on 
 also provides the level of service and responder type for the loca�on. If the address entered 
 does not match a known MSAG record, then ERS flags the address as unvalidated. For 



 addi�onal informa�on on address valida�on, refer to  Appendix C: “ERS Civic Address 
 Valida�on”  . 

 In contrast, ERLs that are entered using la�tude and longitude geo-coordinates are not 
 “validated” by the ERS system against a list of known loca�ons. Instead, ERS performs a check 
 to ensure that the geo-coordinates are properly forma�ed and in the ERS service area. The 
 responder type is also returned. Since the coordinates are not validated, it is recommended 
 that when you provision using la�tude and longitude that you also provide addi�onal 
 loca�on details such as mile marker informa�on or a descrip�ve iden�fier such as: Gulf Coast 
 Oil Rig #1 or Green Mountain Fire Lookout Ranger Sta�on 5. 

 For instruc�ons on adding an ERL using a civic address, please refer to the  "Adding an ERL 
 Using a Civic Address"  sec�on that follows. For instruc�ons  for adding an ERL using geo- 
 coordinates, please see  “Adding an ERL Using Geo-Coordinates”  .  For descrip�ons of the 
 various ERL fields, see  Appendix A: “Field Descrip�ons”  . 

 Adding an ERL Using a Civic Address 
 To add an ERL using an address: 

 1  Click the  Add ERLs  bu�on from the  Provisioning  screen.  The  Add ERL  screen appears, 
 guiding you through the steps to add an ERL. 

 ERS Guides You Through Three Poten�al Steps to Add an ERL 

 Figure 35: Add ERL Screen—Showing the Three Steps to Add an ERL Using a Civic Address 

 2  In the  STEP 1 — VALIDATE ADDRESS  sec�on, check the  Civic Address  radio bu�on. 

 3  Enter a name in the  ERL Name  field. 

 4  Enter the civic address informa�on for your ERL in the required address fields. 



 ERL Name  and the civic address fields are required  fields. Required fields are 
 marked with an asterisk. 

 5  In the  Location  field, add any op�onal loca�on informa�on  that would be helpful for 
 emergency call takers. 

 6  Click the  Add Label  icon to add an op�onal descrip�ve  label for the loca�on. 

 7  Click the  Validate Address  bu�on, as shown in Figure  36, below. The ERS performs 
 address valida�on to verify the accuracy of your address and provides feedback as 
 shown in Figure 37. 

 When you click on  Validate Address  , ERS processes  this address to ensure its 
 accuracy. If any of the fields entered for your address is invalid, ERS fails the 
 valida�on process and you cannot proceed to the next step. For more 
 informa�on on the criteria that ERS uses to validate addresses and how to 
 correct any errors see  Appendix C: “ERS Civic Address  Valida�on”  . ERS also 
 provides the reason for failing the valida�on. 

 Figure 36: Add ERL Screen—Enter the ERL Name, the Civic Address, and Click Validate Address 



 Figure 37: Address Valida�on Message 

 In the example below, District of Columbia was mistakenly selected as “State.” ERS returns a 
 geocode error, as shown in Figure 38. 

 Figure 38: Invalid Address Entered with Wrong State—Geocode Error Returned 



 Adding an ERL Using Geo-Coordinates 

 Adding an ERL using geo-coordinates is par�cularly useful if you know that a loca�on is not 
 MSAG-Valid. For example, the address may not be yet available in the MSAG authority 
 because the loca�on is a new development or it is an area that does not have an address, 
 such as a coastal oil rig. 
 As men�oned earlier, geo-coordinates are not MSAG-validated against a master database of 
 known loca�ons. Given this, when geo-coordinates are used to provision a loca�on, it is 
 op�onal to provide an associated full or par�al civic address. If you do provide a civic address 
 using the geo-coordinates op�on, the civic address is not validated by ERS as it is would be if 
 civic address provisioning were selected. However, if you do provide a complete or par�al 
 civic address, that informa�on will be displayed at the PSAP, along with any informa�on 
 entered into the loca�on details field. 
 To add an ERL using geo-coordinates: 
 1  In the  Add ERL  screen,  STEP 1 — VALIDATE ADDRESS  sec�on,  select  Find or enter 

 Lat/Long  . The  Add ERL  screen changes to display Google  Maps, as shown in  Figure 3  9. 

 ERS leverages the web mapping and geo-posi�oning capabili�es of the Google 
 Maps API to enable you to choose la�tude and longitude values for an ERL. 

 2  From the Validate Address step, you can provide geo-coordinates for the loca�on in 
 three ways. You can: 

 A  Move the Google Map marker to the ERL loca�on. The la�tude and longitude 
 coordinates are displayed for the loca�on, as in Figure 39: 



 Figure 39: Move the Google Map Marker to the ERL Loca�on 



 B  Alterna�vely, begin entering an ERL civic address in the search bar and choose 
 from the address sugges�ons that are provided, as shown in Figure 40. 

 Figure 40: Start Entering a Civic Address and Choose a Suggested Address 

 C  Alterna�vely, enter the exact la�tude and longitude values of the loca�on in the 
 Google Maps Search bar and click  Enter  . Google Maps  displays the loca�on 
 represented by the geo-coordinates that you entered, as shown in Figure 41. 



 Figure 41: Enter La�tude and Longitude Values in the Google Maps Search Bar and Click Enter 

 3  In the  Name  field, enter a unique name for the ERL. 

 ERL Name  is a mandatory field. 

 4  In the  Civic Address  sec�on, provide a par�al or  complete civic address. 

 Providing a par�al or complete civic address is op�onal. If you choose to provide 
 a civic address in addi�on to la�tude and longitude coordinates, ERS will not 
 validate the address. ERS routes the call based solely on the provided lat/long, 
 not the civic address. 

 5  In the  Location  field, enter any informa�on that  would be helpful to iden�fy the 
 loca�on for Emergency Responders, such as Gulf BP Oil Rig No 2. Click the  Next  bu�on. 
 See Figure 42. You can also click the  Add Label  icon  and add any other informa�on to 
 iden�fy the loca�on. 



 Figure 42: Providing the Civic Address - Op�onal 

 The  Location  and  Label  fields are op�onal. 

 Although ERS does not validate the loca�on, ERS does check the lat/long coordinates to 
 ensure that the loca�on is within the ERS coverage area, as shown in Figure 43. If a 911 call is 
 made from a subscriber associated with this ERL, the call is routed to the PSAP and includes 
 the geo-coordinates, and any user-provided loca�on details and civic address informa�on. 

 Figure 43: The Add ERL Screen Displays the User-Provided Geo-Coordinates for the Newly-Added ERL 



 Configure Rou�ng 
 1  Following a successful valida�on, proceed to the  STEP 2 — CONFIGURE ROUTING 

 sec�on as shown in Figure 44, below. Please note that Canadian Loca�on provisioning 
 has been ac�vated in this account. 

 Figure 44: Step 2 Configure Rou�ng Screen—PSAP Rou�ng Selected 

 Some accounts are configured in a manner where you cannot configure rou�ng 
 op�ons. For example, Residen�al SIP Accounts. In these cases, the screen 
 prompts you to finish adding the ERL. 

 2  In the  Select Rou�ng Op�ons  sec�on, configure the  following: 

 A  Choose the language,  English  or  French  . The op�on  to choose the language only 
 appears when the ERL Country was chosen as Canada. 

 B  Choose  the  des�na�on  for  the  call  origina�ng  from  this  ERL.  Select  either  PSAP, 
 Security  Desk,  or  Three  Way.  See  “Call  Delivery  Op�ons  Per  ERL”  for  more 
 informa�on on how calls are routed based on the choices you make here. 

 C  Enter the custom callback number. 

 3  Enter a valid email address in the  Email Notifications  field and click the  +  icon. 
 The recipient will be no�fied when an emergency call is made from this ERL. 

 A  no�fica�on  is  sent  to  the  email  recipient  only  when  an  emergency  call  is  made 
 from  a  subscriber  associated  to  this  ERL.  When  a  test  call  originates  from  this  ERL, 
 the email recipient is  NOT  no�fied. 



 4  Click the  Add ERLs  bu�on. The ERL is created as shown  in Figure 45, below. 

 Figure 45: ERL Added —PSAP Direct Rou�ng Op�on Shown 

 A�er adding the ERL, some scenarios require you to add subscribers whereas 
 some require you to add Subnets, Access Points or Switches, based on your 
 account configura�on. 



 Adding Subscribers: Enabling ERS for Users in Admin Console 

 Subscribers are not added directly in the ERS portal. They are automa�cally added and removed 
 when a user is enabled or disabled for ERS in the Admin Console portal. 

 From the Admin Portal Users page you can see which users are already enabled in ERS by the icon 
 next to their name 

 To Enable ERS for a user 
 1.  Edit the user by clicking on the edit end-of-row icon 
 2.  In the services sec�on, toggle on the Enable Emergency Rou�ng Service switch 
 3.  Save 



 Note that when a user is Enabled for ERS in Admin Console, their emergency address can no 
 longer be modified from within Admin Console and the user can no longer modify their own 
 emergency address is the user profile page accessed from the Work Desktop se�ngs. 

 If the user has an ac�vated desk phone but that model does not support Nomadic 911, a warning 
 icon will be shown. 

 It is not recommended to use 8x8 Work Desktop with Loca�on Manager 
 alongside a desk phone that is not supported for Nomadic 911.  In this 
 situa�on any emergency call made from the desk phone will have whatever 
 loca�on informa�on was last provided by Loca�on Manager, which may be 
 somewhere different to the desk phone. 



 Adding Subnets 

 Associa�ng Subnets to an ERL is required for the following cases: 

 1  You have users that are nomadic within the enterprise network. 

 2  Your deployment includes HELD-compliant desk phones that will send their IP address 
 to the ERS service. 

 There are two ways to associate a Subnet to an ERL. 

 Method 1  —  Add ERL Screen 
 1  In the  Add ERL  screen, under  STEP 3 — ADD ASSOCIATIONS  ,  enter the  Subnet Name 

 and the  Subnet Mask  and click on the  +  icon, as shown  in Figure 54 below: 

 Figure 54: Enter Subnets and Click the + Icon 

 Method 2  —  Add Subnet(s) Screen 
 1  In the  Provisioning  screen, click on the  SUBNETS  tab  and then click the  + ADD SUBNET 

 bu�on. See Figure 55. 



 Figure 55: Click +ADD SUBNET Bu�on 

 2  The  Add Subnet  screen displays. Here, you can add  a new subnet using a three-step 
 process, as shown in Figure 56. 

 Three-Step Process to Add a New Subnet 

 Figure 56: Three-Step Process for Adding a New Subnet 

 3  To add a new subnet: 

 A  Under  Name  , provide a name for the new subnet in the  Name  text box and click 
 NEXT  . 

 B  Under  Subnet Mask  , provide a subnet mask value in  the  Subnet Mask  text box 
 and click  NEXT  . 

 C  Under  ERL  , you can associate this subnet to an ERL  either by searching for ERL in 
 the  Search  text box or by choosing the appropriate  ERL from the list of ERLs 
 provided. Then, click  ADD SUBNET  to finish adding  the new subnet. 

 See Figure 57 for an example. 



 Figure 57: Adding a New Subnet and Associa�ng to an ERL 

 Adding Wireless Access Points 

 Associa�ng a Wireless Access Point to an ERL is required in the following cases: 

 1  You have subscribers that are nomadic within the enterprise network. 
 In this case, 911 Loca�on Manager users connect to the enterprise’s Access Point when 
 they are on-site. 

 2  Your deployment includes HELD-compliant desk phones that will send the BSSID of 
 their Access Point to the ERS service. 

 For Access Points, you can have mul�ple access points with the same name but 
 they must have different BSSIDs. 

 For example, adding the following 2 access points is supported: 
 Access Point Name = Floor 1 
 BSSID = 11:22:33:44:55:66 

 Access Point Name = Floor 1 
 BSSID = 11:33:44:55:66:77 

 To add Access Points: 

 1  From the  Provisioning  screen, click the  WIRELESS ACCESS  POINTS  tab  . 

 2  Click the  +ADD WIRELESS ACCESS POINT  bu�on. See Figure  58. 



 Figure 58: Adding a Wireless Access Point 

 3  In the  Add Wireless Access Point  screen, provide a  name for the new Wireless 
 Access Point and click  Next  . See Figure 59. 

 Figure 59: Adding Wireless Access Points  —  Providing  a Name 

 4  Provide one or more BSSID(s) for the Wireless Access Point. Click the  +  icon and then 
 Next  . You can also add mul�ple BSSIDs to the same  Access Point by providing the 
 BSSID, clicking the  +  icon and repea�ng the process.  See Figure 60. 



 Figure 60: Adding Wireless Access Points  —  Providing  BSSID(s) 

 5  Associate the Wireless Access Point to an ERL by choosing the ERL and clicking the  ADD 
 WIRELESS POINT  bu�on. See Figure 61. 



 Choose the relevant ERL 

 Click ADD ACCESS POINT 

 Figure 61: Adding a Wireless Access Point- Choosing an ERL 

 You can also add Access Points as the third step while adding an ERL. This procedure is 
 similar to adding Subnets through the  Add ERL  screen,  as described in  “Adding Subnets”  . 

 Adding Switches and Ports 

 ERS determines the hardphone’s loca�on based on the Switch-ERL or Port-ERL associa�on 
 in the pre-provisioned network map and sends the loca�on to the phone in response to a 
 HELD request. 

 Through the  Add Switch  screen, you can add: 

 ●  Switches and/or 
 ●  Switches and related Port Informa�on 



 For  example,  you  can  provision  one  switch  per  floor  of  your  mul�-story  office  building  and 
 associate  it  to  an  ERL.  For  addi�onal  granularity,  you  can  provision  each  port  on  the  switch 
 for a conference room or a specific office area. See Figure 62 for an example. 

 Figure 62: Network Setup of Switches and Ports 

 Adding Switches and Ports is a two-step process. It involves: 

 ●  Step 1— Adding a new switch and selec�ng an ERL for the switch 
 ●  Step 2— Adding one or more ports to this switch and select ERLs for the ports. 

 Step 1  —  Add a New Switch and Associate to an ERL 

 To add a new switch: 

 1  From the  Provisioning  screen, click the  SWITCHES  tab  and click the  +ADD SWITCH 
 bu�on. See Figure 63. The  Add Switch  screen appears. 



 Figure 63: Adding a New Switch 

 2  Under  SWITCH  , provide the following informa�on: 

 A  Name  : Enter an easily iden�fiable name for your switch. 
 Example: Floor 1 

 B  Chassis  ID  :  Enter  the  iden�fying  informa�on  for  the  switch;  it  can  be  a  Host  Name, 
 MAC  Address  or  IP  Address.  See  “  Wireless  Access  Points,  Subnets  and  Switches  ”  for 
 accepted formats. 
 Example: 11:22:33:44:55:66. 

 C  Click  the  SELECT  ERL  ADDRESS  bu�on  to  proceed  to  the  next  step.  See  Figure  64 
 for an example. 



 Figure 64: Adding a New Switch 

 3  In the  Select an ERL Address  pop-up screen, choose  the appropriate ERL row 
 and click  Save  . See Figure 65. 

 Figure 65: A�aching Switch to an ERL 



 The switch is added and ERS displays a confirma�on message, as shown in Figure 66. 

 Figure 66: ERS Displays Confirma�on Message- Switch Added Successfully 

 The switch and the ERL selected are displayed, as shown in Figure 67. 

 Figure 67: Switch and ERL 

 Step 2  —  Adding Ports to Switch 

 Adding ports are op�onal and it depends on your enterprise’s network infrastructure. 

 You can add one or more ports to a switch. 

 1  To add a port, under  Step 2  —  PORTS,  provide: 
 A  Name  : An easily-iden�fiable name for the 
 port. Example: Conference Room 1 
 B  Port ID  : Informa�on that iden�fies the port. This  can be the IP address, Port Name 

 or MAC address associated to the port. 
 Example:  11:22:33:44:55:65, Gi01/9/8 

 See Figure 68 as example. 



 Figure 68: Adding a Port 

 2  Click  Select  ERL  Address  bu�on.  The  Select  ERL  pop-up  screen  displays,  enabling 
 you to select an ERL for the port. Click  Save  to finish  adding the port. See Figure 69. 



 Figure 69: Selec�ng ERL for Port 

 The port that was just added displays, as shown in Figure 70. 

 Figure 70: Port Saved 



 Searching and Filtering ERLs and Associated 
 Records 

 Given the possibility of a large number of ERL and associated records, you can apply filters 
 and perform searches to shorten the list of records displayed. 

 To shorten the list of records ERS displays: 

 1  Apply filters to narrow down the list of ERL by criteria. 

 2  Perform a search by providing specific text in the Search bar. 

 3  Export (op�onal) to download the results as a CSV file. This enables you to view, 
 analyze, and search through your records in Microso� excel. 

 A�er retrieving a specific ERL, you can: 

 ●  Add associa�ons to it such as subscribers and other network elements. 
 ●  Edit the address fields or rou�ng op�ons. 
 ●  Delete it from the ERS records. Steps on how to delete and specific repercussions are 

 described in  “Modifying the ERL Address”  . 
 ●  Download it into a CSV file using  Export  . See  “Downloading  a Sample Batch File”  for 

 more informa�on. 

 All of the above are op�onal and can be used independently of each other. The filtering 
 op�ons are available in all the  Provisioning  screen  tabs. A list of account ERLs is displayed 
 under the  ERLs  tab in the  Provisioning  screen. By  default, filters are not chosen and the 
 Include Sub Accounts  box is unchecked. 

 The most-recently added ERLs are at the top of the list. 

 1  To refine the ERL records, click the  Filter arrow  at the top of the  Provisioning  screen, as 
 shown in Figure 71 to display the filter op�ons. 

 Figure 71: Click the Filter Arrow to Display the Filter Op�ons 



 2  Next, apply a filter by selec�ng from the drop-down menu. 

 Example 1  —For example, if you want to retrieve ERLs  with an Enhanced rou�ng status, 
 choose  Enhanced  from the  Rou�ng Status  filter, and  then click the  Filter  bu�on, as 
 shown in Figure 72. The ERLs list is updated to display only ERLs with a rou�ng status of 
 “Enhanced”. 

 Figure 72: Select Enhanced Rou�ng to Display Only ERLs with a Rou�ng Status of Enhanced 

 Example 2: To retrieve ERLs whose calls will be routed to the ECRC, choose  Response 
 Center  from the  Responder Type  filter, and then click  the  Filter  bu�on. 

 The ERLs list is updated to display only ERLs routed to the ECRC. 

 The filter op�ons you choose are retained un�l you log out of the portal. 

 3  Searching—To  further  delimit  records,  you  can  enter  a  text  in  the  Search  bar  and  press 
 Enter  ,  as  shown  in  Figure  73.  In  the  example,  we  entered  141  and  pressed  Enter  .  All 
 records matching this term are retrieved and displayed. 

 A minimum of three characters must be entered in the Search bar. 

 The search and filter func�onality is available in all the  Provisioning  screen tabs: 
 ERLs, Subscribers, Subnets, Wireless Access Points  and  Switches. 

 You can search by civic address, but  not  by geo-coordinates. 



 Figure 73: ERLs with the Term “Creekside” in the Address are Retrieved and Displayed 

 4  A�er retrieving an ERL, you can select an ERL row and then add the appropriate 
 associa�on by expanding and clicking the  +  icon. 



 Edi�ng and Dele�ng ERLs 

 From the  ERLs  tab, you can edit ERL informa�on to: 

 ●  Resolve any address discrepancies 
 ●  Make changes to the emergency des�na�on rou�ng op�ons and no�fica�ons 
 ●  Add, delete, or relocate associa�ons 

 Edi�ng ERLs 

 To edit an ERL: 

 1  Select the  ERL  tab. 

 2  Find the ERL you want to edit and click the  pencil  icon, as shown in Figure 74 below. 
 The  Edit ERL  screen is displayed as shown in Figure  75. 

 Figure 74: Provisioning Screen—Click the Pencil Icon to Edit an ERL 



 Figure 75: Edi�ng an ERL Through the Edit ERL Screen 

 From the  Edit ERL  screen, you can: 

 ●  Edit an ERL’s address informa�on: 
 A  Click on the  pencil  icon in the address box. 
 B  Edit address fields as required and click the  Validate  Address  bu�on. 

 When you edit an ERL and click on the  Validate Address  bu�on, ERS performs the 
 same civic address or geo-coordinate valida�on checks that it ini�ally performs 
 when an ERL is first added. In addi�on, any relevant error messages are displayed 
 for correc�on un�l the record passes the appropriate data and valida�on 
 requirements. Changes to the ERL are not saved un�l they are validated or 
 checked by the ERS, depending on the type of loca�on informa�on provided. 

 ●  Edit an ERL’s rou�ng op�ons  : 
 A  Click the  pencil  icon in the rou�ng op�ons box. 
 B  Edit the rou�ng op�ons as desired and click the  Save Changes  bu�on. 

 ●  Provision addi�onal associa�ons: 
 A  Enter any addi�onal associa�ons by clicking the  +  icon in the Enter Associa�ons 

 sec�on. 



 Edi�ng Network Elements 

 You can edit an ERL’s network elements by accessing the tab and edi�ng its informa�on, as 
 required. 

 Edi�ng Subnets 

 To edit a Subnet: 

 1  Choose the  Subnets  tab and click the pencil icon on  the subnet row you want to edit. 
 See Figure 76. The  Edit Subnet  screen displays. 

 Figure 76: Edi�ng the Subnet 

 2  The  Edit Subnet  screen displays where you can make  the necessary edit to the subnet 
 informa�on. You can edit the following informa�on for a subnet: 

 A  Subnet Name 
 B  Subnet Mask 
 C  Change the ERL that the Subnet is a�ached to. See Figure 77 for an example. 



 Edi�ng Subnet Name, Subnet Mask and ERL 

 Figure 77: Edi�ng Subnet Informa�on 

 3  Click  Save  bu�on to save the changes. 

 Edi�ng Wireless Access Points 

 To edit a Wireless Access Point: 

 1  Choose the  Wireless Access Points  tab and click the  pencil icon on the Access Point 
 row you want to edit. The  Edit Wireless Access Point  screen displays. 

 2  In the  Edit Wireless Access Point  screen, you can  edit the following informa�on for an 
 access point, as shown in Figure 79: 

 A  Wireless Access Point Name 
 B  BSSID 
 C  Change the ERL informa�on of the Wireless Access Point 



 Figure 78: Edi�ng Wireless Access Point 

 3  Click  Save  . 



 Edi�ng Switches and Ports 

 1  Choose the  Switches  tab and click the pencil icon  on the Switch row you want to edit. 
 The  Edit Switch  screen displays. 

 2  To edit only the switch: 

 A  Click the pencil icon, as shown in Figure 79. 

 Figure 79: Edi�ng a Switch or Port 

 B  Click in the relevant text box to edit the Name and Chassis ID. 
 C  Click the pencil icon under  ERL Information  to edit  the ERL informa�on of the 

 switch. 
 D  Click  Save  to save the edits made to the switch. See  Figure 80. 

 Figure 80: Edi�ng Switch Informa�on 



 3  To edit the port: 

 A  Edit the port name by clicking under  Port Name  , make  the edits and click the �ck 
 mark icon, as shown in Figure 81. 

 B  Edit the Port ID in the same manner as above. 
 C  Edit the ERL by clicking the ERL hyperlink under  ERL  Information  and a�ach 

 the port to another ERL. 

 Figure 81: Edi�ng Port Informa�on 



 Reloca�ng Associa�ons - Subscribers and 
 Network Elements 

 You can move an ERL’s associa�on(s) such as subscribers and other network elements from 
 one ERL to another by using the  Relocate  feature. 

 You can either relocate an element from the  ERL Associations  window as described in 
 “ERL Associa�ons”  or by accessing the element’s tab  from the  Provisioning  screen. 

 The following procedure describes reloca�ng a subscriber from the  Subscribers  tab: 

 To relocate a subscriber: 

 1  Select the  Subscribers  tab and choose the subscriber  you want to move. 

 2  Click  the  Relocate  icon,  as  shown  in  Figure  82  below.  The  Relocate  Subscriber  screen 
 appears  lis�ng  all  the  ERLs  that  are  available  to  move  this  subscriber  to,  as  shown  in 
 Figure 83. 

 Figure 82: Click the Relocate Icon to Relocate the Subscriber to Another ERL 



 Figure 83: Relocate Subscriber Screen—List of Available ERLs for Reloca�on of the Subscriber 

 3  Find the ERL you want to associate the subscriber to and click  Select  . The  Provisioning 
 screen displays a message confirming that the subscriber has been successfully 
 relocated to the new ERL. 

 To relocate a network element, you must go to the element’s  Edit  screen and 
 change the ERL. See  “Edi�ng Network Elements”  for  more informa�on. 



 Dele�ng ERLs 

 ERLs  that  have  network  elements  such  as  Subnets,  Wireless  Access  Points, 
 Switches  or  Ports  associated  to  them  cannot  be  deleted.  You  must  delete 
 or relocate the associa�ons and then delete the ERL. 

 However,  an  ERL  that  has  subscribers  associated  to  it  can  be  deleted.  The 
 ERS Portal displays a warning to the user. 

 The Delete ERL procedure described here is essen�ally the same procedure used 
 to delete Subscribers or network element associa�ons. To delete a Subscriber, 
 Subnet, Wireless Access Point, Switch or Port, first click the appropriate tab to 
 find the specific element from the list and then follow the dele�on instruc�ons 
 outlined below. 

 1  From the  Provisioning  screen  ERLs  tab, click the  Delete  icon for the ERL that you want 
 to delete, as shown in Figure 84, below. A  Delete  ERL  screen appears asking you to 
 confirm the dele�on of the ERL. 

 Figure 84: Provisioning Screen—Click the Delete Icon to Remove Data from an Account (ERL Example Shown) 

 2  To delete the ERL, click  Delete  . 



 Batch Provisioning 

 Batch Provisioning enables you to manage mul�ple ERLs, network elements and 
 associa�ons using a single batch file. ERS performs system checks to ensure the validity of 
 informa�on in the file. The system checks vary, based on the type of loca�on data provided, 
 as described in these instruc�ons. ERS records are then updated. 

 The following opera�ons can be performed through batch: 

 ●  Adding and dele�ng ERLs 
 ●  Adding and dele�ng network infrastructure elements (Subnets, Wireless Access Points, 

 Switches and Ports) 
 ●  Moving Subscribers and other associa�ons from one ERL to another. 

 Overview 

 Step One  —Download a sample batch file from the appropriate  account. 

 Step Two  —Populate the batch file with ERLs, Subscribers,  Subnet, Wireless Access Point 
 and Switch informa�on, as desired. 

 Step Three  —Upload the batch file to the ERS portal. 

 Downloading a Sample Batch File 

 A sample batch file is downloaded from the  Provisioning  screen. If your account already 
 contains data, the informa�on displayed is also downloaded into the batch file. This batch 
 file is in CSV format. 

 To download a sample batch file: 

 1  From ERS  Provisioning  screen, click on  Export  bu�on  as shown in Figure 85. The  Export Results 
 screen displays, as shown in Figure 85. 

 Figure 85: Click Export to Choose Batch File Fields 



 2  On the  Export Results  screen: 

 A  Enter a file name. 

 B  Choose the selec�on of record items to export (for example, ERL, Subscribers, 
 Subnets, Wireless Access Points, Switches). By default, all items are selected. At 
 least one item is required. 

 C  (Op�onal) Select any addi�onal record fields to export. By default, the fields 
 required for batch provisioning are automa�cally selected. 

 Do not uncheck fields marked with an asterisk. Un-checking required fields can 
 result in an error when you upload this file into the ERS. 

 Please note that ERS limits the number of records that can be exported to 
 500,000. 

 Figure 86: Enter a File Name and Choose the Desired Batch File Fields 

 3  Click  Export  . The file is ready for download in the  file manager, as shown in Figure 87. 



 4  Click the file to download it to your system. 

 Figure 87: File Ready for Download in File Manager 

 Batch File Structure 
 If your account does not contain any provisioned data, the sample batch file you download 
 is empty. It contains some preliminary informa�on such as the column names. However, if 
 you download this file from an account already containing provisioned data, then this data 
 is also ported over into the file. 

 The first row of the batch file always contains the Account Name, Account ID and the date 
 and �me that it was generated. The second row of the batch file contains the following 
 column �tles: 

 ●  Opera�on (OP) 
 ●  Result (RES) 
 ●  Message (MSG) 
 ●  Item Type 
 ●  Account ID 
 ●  Account Name 
 ●  Sub Account ID 
 ●  Sub Account Name 
 ●  Subscriber ID 
 ●  Subnet ID 
 ●  Subnet Name 
 ●  BSSID 
 ●  Access Point Name 



 ●  Access Point ID 
 ●  Switch Name 
 ●  Chassis ID 
 ●  Port Name 
 ●  Port ID 
 ●  ERL ID 
 ●  Civic Address or Geo-coordinate Informa�on 

 Batch File Structure Considera�ons 

 ●  Account ID, Account Name  are always populated 
 ●  OP  ,  RES,  and  MSG  columns are empty when you download  the sample batch file. 
 ●  Item Type  column helps discern if the row belongs  to an ERL, Subscriber, Subnet, 

 Access Point, Switch or Account. 

 For batch opera�ons, all other informa�on is provided by the user. This includes the  OP 
 (opera�on)—as well as provisioning data. 



 Popula�ng the Batch File 

 To populate the batch file: 

 1  Open the CSV batch file. 

 2  Enter the operator values in the  OP  column and provide  all necessary informa�on. The 
 operator and the informa�on you provide varies based on the batch ac�on you want to 
 perform. See  “Batch Operator Values”  for more informa�on.  For instance, “A” operator 
 is used for adding, whereas the “D” operator is used for dele�ng. 

 3  Provide all necessary informa�on based on the batch opera�on you want to perform. All 
 the batch opera�ons supported by ERS, along with examples are provided in  “Batch 
 Ac�ons”  . 

 Batch Operator Values 
 These opera�ons are entered in the  OP  column of the  CSV file, based on the ac�on you 
 want to perform. 

 Table 7: Batch Operator Values Table 

 Operator  Descrip�on 

 A  Add or Update 
 D  Delete 
 M  Move a subscriber, Subnet, Wireless Access Point or 

 Switch from one ERL to another 

 X  Delete an ERL and its subscribers 

 Batch Ac�ons 
 Batch file opera�ons supported by the ERS are described in this sec�on. 

 Do not modify the first two rows of the batch file. These are mandatory rows 
 that the ERS auto-generates and are required for proper provisioning. 

 ERLs 

 For ERLs, you can perform the following opera�ons via batch: 

 ●  Add an ERL by providing the Civic Address. See  “Adding  an ERL Using a Civic Address” 
 ●  Add an ERL by providing the Geo-Coordinates. See  “Adding  an ERL Using Geo- 

 Coordinates” 
 ●  Delete ERLs and its Subscribers. See  “Dele�ng ERLs  and Subscribers” 

 Adding an ERL Using a Civic Address 

 1  In the  OP  column, enter  A  . 



 2  In the  Item Type  column, enter  ERL  . 

 3  In the  ERL ID  column, enter a value for the  ERL ID  as detailed in  Appendix A: “Field 
 Descrip�ons”  . If this field is le� empty, the ERS  will auto-generate an ERL ID. 

 4  Ensure the  Account ID  ,  Account Name  ,  Sub Account ID  or  Sub Account Name  columns are 
 populated as per the exported template 

 5  Enter the civic address informa�on. 

 All other batch file fields are op�onal. 

 A sample file with a row added for a new ERL is shown below: 

 Figure 92: Sample Batch File Showing an ERL Added Using a Civic Address 

 Adding an ERL Using Geo-Coordinates 

 1  In the  OP  column, enter  A. 

 2  In the  Item Type  column, enter ERL. 

 3  In the  ERL ID  column, enter a value for the  ERL ID  as detailed in  Appendix A: “Field 
 Descrip�ons”  . If this field is le� empty, the ERS  will auto-generate an ERL ID. 

 4  In the  ERL Name  column, enter a name for the ERL. 

 5  Ensure the  Account ID  ,  Account Name  ,  Sub Account ID  or  Sub Account Name  columns are 
 populated as per the exported template 

 6  Enter  Yes  in the  User-Provided Lat/Long  column. 

 7  In the  La�tude  column, provide the la�tude coordinate  value for the specific loca�on. 



 8  In the  Longitude  column, provide the longitude value  for the specific loca�on. 

 All other batch file fields are op�onal. 

 A sample file for adding an ERL using geo-coordinates is shown below. 

 Figure 93: Sample Batch File Showing an ERL Added Using Geo-Coordinate 

 Modifying the ERL Address 

 1  In the column  OP  , enter the le�er  A  . 

 2  In the column  Item  , enter  ERL  . 

 3  Enter a valid  ERL ID  in the column  ERL ID  . 

 4  Enter a valid  Subscriber ID  in the column  Subscriber  ID  (this is op�onal). 

 5  Ensure the  Account ID  ,  Account Name  ,  Sub Account ID  or  Sub Account Name  columns are 
 populated as per the exported template 

 6  From the following fields, provide the fields that you want to modify:  House Number, 
 Street Name, City, State, ZIP, Country, Location, ERL Label, 
 Language, Crisis Email, Call Delivery, Security Desk DID, SD 
 Mute, Notification Display, Customer Callback DID 

 If the ERL is located under a sub account (Level 3), the sub account name must be provided in 
 the column Sub Account Name. 

 Dele�ng ERLs and Subscribers 

 This example shows how to delete ERLs and Subscribers with  D  or  X  batch operator values. 

 Figure 94: Sample Batch File—Dele�ng ERLs and Associa�ons 

 The  D  batch opera�on value deletes the ERL, provided  that no subscribers are a�ached to 
 it. 



 The  X  batch opera�on value must be used to delete  an ERL that has subscribers a�ached to 
 it. The X opera�on cannot be used for dele�ng network elements. 

 Take extra precau�on when using the X opera�on. When using X for 
 dele�ng ERLs and subscribers, please ensure that you have saved a 
 backup copy of the ERL and Subscriber records in your account. 

 Subscribers 

 Subscribers are added and deleted automa�cally when users are 
 enabled/disabled for ERS in 8x8 Admin Console 

 Subnets 

 For subnets, the following batch opera�ons are available: 

 ●  Add a subnet and a new ERL in a single step. See  “Adding  a Subnet to a New ERL”  . 
 ●  Add a subnet to an exis�ng ERL. See  “Adding a Subnet  to an Exis�ng ERL”  . 
 ●  Move a Subnet from one ERL to another. See  “Moving  a Subnet from One ERL to 

 Another”  . 
 ●  Delete a Subnet. See  “Dele�ng a Subnet”  . 

 Adding a Subnet to a New ERL 

 To add a Subnet and an ERL in one step: 

 1  In the  OP  column, enter  A  . 

 2  In the  Item Type  column, enter  SUBNET  . 

 3  In the  Subnet ID  column, enter a valid Subnet ID. 

 4  Ensure the  Account ID  ,  Account Name  ,  Sub Account ID  or  Sub Account Name  columns are 
 populated as per the exported template. 

 5  Enter the following civic address informa�on: ERL Name, House Number, Street Name, 
 City, State, ZIP, Country. 

 The following columns are stored if provided: Loca�on, ERL Label, Language, 
 Crisis Email, Call Delivery, Security Desk DID, SD Mute, No�fica�on Display, 
 Customer Callback DID. 

 . 



 Figure 101: Sample Batch File Showing the Addi�on of an ERL and an Associated Subnet 

 Adding a Subnet to an Exis�ng ERL 

 This batch procedure shows how to add a new Subnet to an exis�ng ERL. 

 1  In the  OP  column, enter  A  . 

 2  In the  Item Type  column, enter  SUBNET  . 

 3  In the  Subnet ID  column, enter the  Subnet ID  . 

 4  In the  ERL ID  column, enter a valid and exis�ng ERL  ID. 

 6  Ensure the  Account ID  ,  Account Name  ,  Sub Account ID  or  Sub Account Name  columns are 
 populated as per the exported template 

 Figure 102: Sample Batch File—Adding a Subnet to an Exis�ng ERL 

 Dele�ng a Subnet 

 1  In the  OP  column, enter  D  . 

 2  In the  Item Type  column, enter  SUBNET  . 

 3  In the  Subnet ID  column, enter the Subnet ID. 

 4  Ensure the  Account ID  ,  Account Name  ,  Sub Account ID  or  Sub Account Name  columns 
 are populated as per the exported template. 

 Figure 103: Sample Batch File—Dele�ng a Subnet 

 Moving a Subnet from One ERL to Another 

 1  In the  OP  column, enter  M  . 

 2  In the  Item Type  column, enter SUBNET. 

 3  In the  Subnet ID  column, enter the subnet ID of the  subnet you want to move. 

 4  In the  ERL ID  column, enter the ERL ID of the des�na�on  ERL where you want to move 
 the subnet. 

 5  IEnsure the  Account ID  ,  Account Name  ,  Sub Account  ID  or  Sub Account Name  columns 



 are populated as per the exported template. 

 An example is shown in Figure 104. 

 Figure 104: Sample Batch File- Moving a Subnet to ERL with ERL ID Room # 5 

 Moving a subnet between ERLs is possible only if the ERLs belong to the same account. 

 Wireless Access Points 

 You can perform the following batch opera�ons for Wireless Access Points: 

 ■  Add an Access Point to a new ERL. See  “Adding Wireless  Access Point to a New ERL” 
 ■  Add an Access Point to an exis�ng ERL. See  “Adding  a Access Point to an Exis�ng 

 ERL” 
 ■  Add a BSSID to an exis�ng Access Point. See  “Adding  a BSSID to an Exis�ng Access 

 Point” 
 ■  Delete a BSSID from an Access Point. See  “Dele�ng  a BSSID from an Access Point” 
 ■  Delete an Access Point and its associated BSSID(s). See  “Dele�ng an Access Point 

 and BSSIDs” 
 ■  Move Access Point from one ERL to another. See  “Moving  an Access Point Between 

 ERLs” 

 Adding Wireless Access Point to a New ERL 

 To add an access point and an ERL in a single step: 

 1  In the  OP  column, enter  A  . 

 2  In the  Item Type  column, enter  ACCESS_POINT  . 

 3  In the  BSSID ID  column, enter a valid BSSID value  for the access point. 

 4  In the  Access Point Name  column, enter a valid name  for the new access point. 

 5  In the  Access Point ID  column, provide a valid Access  Point ID. This is op�onal. 

 6  Ensure the  Account ID  ,  Account Name  ,  Sub Account ID  or  Sub Account Name  columns are 
 populated as per the exported template 



 Providing the Access Point ID is op�onal. If you do provide a value in this field, 
 you can create a new Access Point and then add mul�ple new BSSIDs to that 
 same Access Point within a single batch file. 

 7  Enter the civic address informa�on for the new ERL. Include valid informa�on in the 
 following fields:  House Number, Street Name, City,  State, ZIP, 
 Country, ERL Name  . Do not provide the ERL ID value  in the column  ERL ID. 

 See Figure 105 for an example. 

 Figure 105:    Adding an ERL and Wireless Access Point 

 Adding a Access Point to an Exis�ng ERL 

 1  In the  OP  column, enter  A  . 

 2  In the  Item Type  column, enter  ACCESS_POINT  . 

 3  In the  BSSID ID  column, enter a valid BSSID value  for the access point. 

 4  In the  Access Point Name  column, enter a valid name  for the new access point. 

 5  In the  Access Point ID  column, provide a valid Access  Point ID. This is op�onal. 

 6  Ensure the  Account ID  ,  Account Name  ,  Sub Account ID  or  Sub Account Name  columns are 
 populated as per the exported template. 

 Providing  the  Access  Point  ID  is  op�onal.  By  providing  the  Access  Point  ID,  you 
 can  create  a  new  Access  Point  and  then  add  mul�ple  new  BSSIDs  to  that  same 
 Access Point within a single batch file. 

 7  In the  ERL ID  column, enter a valid and exis�ng ERL  ID. 

 Figure 106: Adding a New Wireless Access Point to an Exis�ng ERL 



 Adding a BSSID to an Exis�ng Access Point 

 1  In the  OP  column, enter  A  . 

 2  In the  Item Type  column, enter  ACCESS_POINT  . 

 3  In the  BSSID  column, enter a valid BSSID value for  the access point. 

 4  In the  Access Point ID  column, enter a valid access  point ID. 

 5  Ensure the  Account ID  ,  Account Name  ,  Sub Account ID  or  Sub Account Name  columns are 
 populated as per the exported template 

 6  In the  ERL ID  column, provide ERL ID of the Access 

 Point. An example is shown in Figure 107. 

 Figure 107: Adding BSSID to an Exis�ng Access Point 

 Moving an Access Point Between ERLs 

 1  In the  OP  column, enter  M  . 

 2  In the column I  tem Type  , enter  ACCESS_POINT  . 

 3  In the  Access Point Name  column, provide a valid access  point name. 

 4  In the  Access Point ID  column, enter the access point  ID. 

 5  Ensure the  Account ID  ,  Account Name  ,  Sub Account ID  or  Sub Account Name  columns are 
 populated as per the exported template 

 6  In the  ERL ID  column, enter the ERL ID of the des�na�on  ERL. 

 In the example shown in Figure 108, the access point is moved to another ERL. 

 Figure 108: Moving Access Point to Another ERL 



 Dele�ng a BSSID from an Access Point 

 1  In the  OP  column, enter  D  . 

 2  In the  Item Type  column, enter  ACCESS_POINT  . 

 3  Ensure the  Account ID  ,  Account Name  ,  Sub Account ID  or  Sub Account Name  columns are 
 populated as per the exported template 

 4  In the  Access Point ID  column, enter the access point  ID. 

 5  In the  BSSID  column, enter the BSSID that you want  to remove from the Access Point. 

 In the example shown in Figure 109, the highlighted BSSID is removed from the Access 
 Point whose ID is  51041B3C-EB9C-4781-AC53-D101EFA3867C  . 

 Figure 109: Dele�ng a BSSID From an Access Point 

 Dele�ng an Access Point and BSSIDs 

 1  In the column  OP  , enter the le�er  D  . 

 2  In the column  Item Type  , enter  ACCESS_POINT  . 

 3  Include a valid Access Point ID in the column  Access  Point ID  . 

 To delete an Access Point and all its related BSSID(s), do not provide the 
 BSSIDs in the batch file. 

 4  Ensure  the  Account  ID  ,  Account  Name  ,  Sub  Account  ID  or  Sub  Account  Name  columns 
 are populated as per the exported template. 

 In the example shown in Figure 110, the Access Point is deleted. 



 Figure 110: Dele�ng an Access Point and BSSID 

 Switches and Ports 

 The following batch opera�ons are supported for switches and ports: 

 ●  Adding a switch to an exis�ng ERL. See  “Adding a  New Switch to an Exis�ng ERL”  . 
 ●  Adding a port to an exis�ng ERL. See  “Adding a Port  to an ERL”  . 
 ●  Adding a switch and an ERL in a single step. See  “Adding  an ERL and Switch in a Single 

 Step”  . 
 ●  Adding a port and an ERL in single step. See  “Adding  an ERL and Port in a Single Step”  . 
 ●  Upda�ng the name of an exis�ng switch. See  “Upda�ng  a Switch’s Name”  . 
 ●  Update the name of an exis�ng port. See  “Upda�ng  a Port’s Name”  . 
 ●  Move the switch from one ERL to another. See  “Move  a Switch From One ERL to 

 Another”  . 
 ●  Moving the port from one ERL to another ERL. See  “Move  a Port From One ERL to 

 Another”  . 
 ●  Delete switches. See  “Delete Switches”  . 
 ●  Dele�ng ports. See  “Delete Ports”  . 

 Adding a New Switch to an Exis�ng ERL 

 1  Enter the le�er  A  in the column  OP  .. 

 2  Enter  SWITCH  in the  Item Type  column. 

 3  Ensure the  Account ID  ,  Account Name  ,  Sub Account ID  or  Sub Account Name  columns are 
 populated as per the exported template 

 4  In the  Switch Name  column, enter an appropriate name  for the new switch. 

 5  In the  Chassis ID  column, enter an appropriate Chassis  ID to iden�fy the new switch. 
 See  “Switches and Ports”  for valid formats and examples. 

 6  In the  ERL ID  column, provide a valid and exis�ng  ERL ID. Please note that since you are 
 associa�ng a new switch to an exis�ng ERL, this ERL must already have been added in 
 the account. 

 All other fields are ignored (including the civic address and loca�on fields). 



 See Figure 111 for an example batch file. In this example, two new switches are added to an 
 already-exis�ng ERL with ERL ID  48C04037-6606-4F07-BDC4-4C009159BFF0  . 

 Figure 111: Adding Two New Switches to an ERL 

 Adding an ERL and Switch in a Single Step 

 1  Enter the le�er  A  in the column  OP  . 

 2  Enter  SWITCH  in the  Item Type  column. 

 3  Ensure the  Account ID  ,  Account Name  ,  Sub Account ID  and  Sub Account Name  columns are 
 populated as per the exported template. 

 4  In the  Switch Name  column, enter an appropriate name  for the new switch. 

 5  In  the  Chassis  ID  column,  enter  an  appropriate  Chassis  ID  to  iden�fy  the  new  switch. 
 See  “Switches and Ports”  for valid formats and examples. 

 6  Include  valid  informa�on  in  the  following  fields:  House  Number,  Street  Name, 
 City,  State,  ZIP,  Country,  ERL  Name.  Do  not  provide  the  ERL  ID  value  in 
 the column  ERL ID. 

 Please note that the  Location, ERL Label, Language,  Crisis 
 Email, Call Delivery, Security Desk DID, SD Mute, 
 Notification Display, Customer Callback and DID  columns  are 
 stored if provided. 

 See  Figure 112  for an example. In this batch example,  two ERLs and switches are added in a 
 single step. 

 Figure 112: Adding ERLs and Switches in a Single Step 



 Adding a Port to an ERL 

 To be able to associate a new port to an ERL, a switch must already have been 
 added into the appropriate account. 

 To add a new port to an exis�ng ERL: 

 1  Enter the le�er  A  in the column  OP  . 

 2  Enter  Port  in the  Item Type  column. 

 3  Ensure the  Account ID  ,  Account Name  ,  Sub Account ID  and  Sub Account Name  columns are 
 populated as per the exported template 

 4  In the  Chassis ID  column, provide the Chassis ID of  the switch you want to add this new 
 port to. 

 5  In the column  Port Name  , include the name of the port 

 6  In the  Port ID  column, provide an ID for the port.  For accepted formats and examples, 
 see  “Switches and Ports”  . 

 7  In the  ERL ID  column, provide a valid and exis�ng  ERL ID. 

 Please  note  that  since  you  are  associa�ng  a  new  switch  to  an  exis�ng  ERL,  this 
 ERL  must  already  have  been  added  in  the  account.  All  other  fields  are  ignored 
 (including the civic address and loca�on fields) 

 Even though the user may provide the ERL address fields (Civic address and the 
 loca�on field) in addi�on to the ERL ID, ERS does not perform any address 
 valida�on when processing the batch file. Only the ERL ID is used; all other 
 loca�on-related fields are ignored. 

 In the example batch file shown in  Figure 113  , two  ports are added to switch with Chassis 
 ID floor1.enterprise.org and with ERL ID 5D763AFF-87F9-4E44-96DA-C93D63E25D2B. 

 Figure 113: Adding Ports to a Switch 



 Adding an ERL and Port in a Single Step 

 To be able to associate a new port to an ERL, a switch must already have been 
 added into the appropriate account. 

 1  Enter the le�er  A  in the column  OP  . 

 2  Enter  PORT  in the  Item Type  column. 

 3  Ensure the  Account ID  ,  Account Name  ,  Sub Account ID  and  Sub Account Name  columns are 
 populated as per the exported template. 

 4  In the  Chassis ID  column, provide the Chassis ID of  the switch you want to add this new 
 port to. 

 5  In the column  Port Name  , include the name of the port 

 6  In the  Port ID  column, provide an ID for the port.  For accepted formats and examples, 
 see  “Switches and Ports”  . 

 7  Include valid informa�on in the following fields:  House Number  ,  Street Name  ,  City  , 
 State  ,  ZIP  ,  Country  . Do not provide the ERL ID value  in the column  ERL ID. 

 Please note that the  Location, ERL Label, Language,  Crisis 
 Email, Call Delivery, Security Desk DID, SD Mute, 
 Notification Display, Customer Callback  and  DID  columns  are 
 stored if provided. 

 In the example shown in Figure 114, a new port with Port ID  11:33:55:66:88:77  is 
 added along with a new ERL. 

 Figure 114: Adding an ERL and Port in a Single Step 

 Upda�ng a Switch’s Name 

 1  Enter the le�er  A  in the column  OP  . 

 2  Enter  SWITCH  in the  Item Type  column. 

 3  Ensure the  Account ID  ,  Account Name  ,  Sub Account ID  and  Sub Account Name  columns are 
 populated as per the exported template. 

 4  Enter a name for the switch in the  Switch Name  column. 

 5  In the  Chassis ID  column, provide the Chassis ID of  the switch. This should be the 
 Chassis ID of the switch whose name you want to update. 

 6  In the  ERL ID  column, provide a valid and exis�ng  ERL ID. This should be the ERL ID of 



 the Switch whose name you want to update. 

 In the batch file example shown in Figure 115, the switch name is updated. 

 Figure 115: Upda�ng a Switch’s Name 

 Upda�ng a Port’s Name 

 1  Enter the le�er  A  in the column  OP  . 

 2  Enter  PORT  in the  Item Type  column. 

 3  Ensure the  Account ID  ,  Account Name  ,  Sub Account ID  and  Sub Account Name  columns are 
 populated as per the exported template. 

 4  Enter a name for the port in the  Port Name  column. 

 5  In the  Port ID  column, provide the Port ID of the  port. 

 6  In the  Chassis ID  column, provide the Chassis ID of  the switch. 

 7  In  the  ERL  ID  column,  provide  a  valid  and  exis�ng  ERL  ID.  This  should  be  the  ERL  ID  of 
 the port whose name you want to update. 

 In the example shown in Figure 116, the port’s name has been updated. 

 Figure 116: Upda�ng Port’s Name 

 Move a Switch From One ERL to Another 

 This opera�on enables the user to move a switch between ERLs in the same sub account. 

 This opera�on does not relocate ports. See  “Move  a Port From One ERL to 
 Another”  on how to relocate a port from one ERL to  another. 

 To relocate a switch from one ERL to another: 

 1  Enter the le�er  M  in the column  OP  . 

 2  Enter  SWITCH  in the  Item Type  column. 

 3  Ensure the  Account ID  ,  Account Name  ,  Sub Account ID  and  Sub Account Name  columns are 
 populated as per the exported template. 

 4  In the  Chassis ID  column, provide the Chassis ID of  the switch. This should be the 
 Chassis ID of the switch that you want to move. 

 5  In the  ERL ID  column, provide a valid and exis�ng  ERL ID that exists within the same  sub 
 account. This should be the ERL ID of the switch to where you want to relocate the 
 switch. 



 In the example shown in Figure 117, the switch is moved to a new ERL. 

 Figure 117: Reloca�ng a Switch 

 Move a Port From One ERL to Another 

 This opera�on enables the user to relocate a port from one ERL to another. The ERLs must 
 belong to the same account. 

 To relocate ports: 

 1  Enter the le�er  M  in the column  OP  . 

 2  Enter  PORT  in the  Item Type  column. 

 3  Ensure the  Account ID  ,  Account Name  ,  Sub Account ID  and  Sub Account Name  columns are 
 populated as per the exported template 

 4  In the  Chassis ID  column, provide the Chassis ID of  the switch that the port is a�ached 
 to. 

 5  In the  Port ID  column, enter the port’s ID. 

 6  In the  ERL ID  column, provide a valid and exis�ng  ERL ID that exists within the same  sub 
 account. This should be the ERL ID of the port where you want to relocate the port to. 

 In the example shown in Figure 118, the port is moved to another ERL. 

 Figure 118: Moving Ports Between ERLs 

 Delete Switches 

 When  a  switch  is  deleted  through  batch,  all  the  ports  a�ached  to  it  are  also  deleted. 

 To delete a switch: 

 1  Enter the le�er  D  in the column  OP  . 

 2  Enter  SWITCH  in the  Item Type  column. 

 3  Ensure the  Account ID  ,  Account Name  ,  Sub Account ID  and  Sub Account Name  columns are 
 populated as per the exported template 

 4  In  the  Chassis  ID  column,  provide  the  Chassis  ID  of  the  switch.  This  should  be  the 
 Chassis ID of the switch whose name you want to update. 



 See Figure 119 for example. 

 Figure 119: Dele�ng a Switch via Batch 

 Delete Ports 

 To  delete ports: 

 1  Enter the le�er  D  in the column  OP  . 

 2  Enter  PORT  in the  Item Type  column. 

 3  Ensure the  Account ID  ,  Account Name  ,  Sub Account ID  and  Sub Account Name  columns are 
 populated as per the exported template 

 4  In the  Chassis ID  column, provide the Chassis ID of  the switch that the port belongs to. 

 5  In the  Port ID  column, enter the port’s ID. See Figure  120 for an example. 

 Figure 120: Dele�ng a Port via Batch 

 Uploading a Batch File 

 A�er making the desired changes and addi�ons to the batch CSV file: 

 1  Save the changes you made. 

 Please ensure that you have saved the batch file in CSV format. Microso� Excel 
 asks to save the file twice. 

 2  Go to the ERS  Provisioning  screen and click the  Batch  Provisioning  bu�on. The  Batch 
 Provisioning  screen displays, as shown in Figure 121. 



 Figure 121: Batch Provisioning Screen—Click the Provision File Bu�on to Upload the Batch File 

 3  Click the  Provision File  bu�on. 

 4  Navigate to the desired batch file and click it to upload it. 

 5  Click  Confirm  . 

 If  the  batch  file  includes  civic  addresses,  then  ERS  validates  them.  The  system  also  performs 
 other  system  checks  to  ensure  that  the  informa�on  in  the  batch  file  is  valid.  The  results  are 
 displayed  in  real-�me  under  the  Status  column.  An  example  is  shown  in  Figure  122.  When 
 the  Remaining  column displays 0, the ERS has finished  processing the file. 

 Address valida�on is only performed on Civic Address records. For batch files 
 that include geo-coordinate loca�ons, ERS does  not  validate the geo-coordinate 
 loca�on, but does perform system checks to ensure that the batch file is properly 
 forma�ed. The system status message is displayed for both loca�on types. 

 Figure 122: Batch Provisioning Status Message 

 6  Click the  Return to Provisioning  bu�on to return  to the  Provisioning  screen, to view 
 your newly provisioned data. 



 Reviewing Batch Provisioning Results 
 When you upload a batch file and click the  Provision  File  bu�on, ERS processes the CSV file 
 row-by-row. Informa�on in the rows that are valid are added to ERS records. Records in rows 
 that failed Civic Address valida�on or system checks are rejected. The batch file opera�onal 
 successes and errors are recorded by the ERS. These can be viewed in the Batch Provisioning 
 History sec�on of the  Batch Provisioning  screen. 

 Figure 123: Batch Provisioning Screen—Batch File Provisioning History Details 

 A�er comple�ng batch provisioning it can take a few minutes before the 
 updated details are visible in the provisioning page. 



 Batch Log Files 
 ERS generates a log file in CSV format of the batch opera�on. The uploaded batch file is 
 returned with the  RES  (result) and  MSG  (message) column  populated. For instance, in the 
 example log file shown in Figure 124 below, the  RES  column in the log file displays  OK  and 
 the  MSG  column displays  Location successfully added  to advise the user that the 
 ERL row was valid and added to ERS records. 

 Figure 124: Sample Batch Log File 

 The log file is generated even if there were no errors in the batch file. If the uploaded 
 batch file did contain errors, then you can correct those errors and re- upload. 

 Error Log File 
 If any rows in the batch file failed Civic Address valida�on or other system checks, ERS 
 generates an Error File.This file displays only the rows that generated an error. The  RES 
 (result) and  MSG  (message) columns display the result  of the Civic Address valida�on or 
 system check and the reason for the error. An example error log file is shown in Figure 125, 
 below. 

 Figure 125: Sample Error Log File 
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 Call Delivery Op�ons Per ERL 

 The op�on to choose the delivery method for an ERL provides you with the flexibility to 
 route calls to more than one des�na�on based on its ERL informa�on. For instance, in a 
 large organiza�on with mul�ple campuses, you can configure the ERS to route emergency 
 calls origina�ng from a specific loca�on (ERL ID: X) to a Security Desk, while rou�ng 
 emergency calls origina�ng from a different loca�on (ERL ID: Y) directly to a PSAP. 

 ERS can be configured for ERL-based call rou�ng so that calls end up at one of the following 
 des�na�ons: 

 ●  PSAP  : Choosing this op�on routes the call to the  PSAP. A two-way communica�on is 
 established between the caller and the PSAP operator. (Refer to  “PSAP”  ) 

 ●  Security Desk:  Choosing this op�on routes the call  to the Security Desk. A two-way 
 communica�on is established between the caller and the internal Security Desk 
 personnel. (Refer to  “Security Desk”  ) 

 ●  Three-Way:  Choosing this op�on routes the call to  the Security Desk as well as the 
 PSAP. A three-way communica�on is established between the caller, PSAP operator, 
 and the Security Desk personnel. (Refer to  “Three-Way”  ) 

 You  can  setup  ERL-based  call  rou�ng  des�na�ons  when  you  are  adding  an  ERL  or  by 
 edi�ng  an  ERL.  Both  workflows  require  you  to  enter  the  same  informa�on  in  rou�ng 
 op�ons. The procedure to setup rou�ng op�ons by edi�ng an ERL is provided below: 

 1  Go to the Deployment account  Provisioning  screen. 

 2  Retrieve the ERL you want to setup rou�ng op�ons for. 

 3  Click  on  the  pencil  icon  on  the  associated  ERL  row.  The  Edit  ERL  screen  displays,  as 
 shown in Figure 126. 

 Figure 126: Edit ERL Screen Displaying Rou�ng Op�ons 

 4  Click on the  pencil icon  in  Routing Options  . The  Select  Routing Options 
 panel expands showing the various op�ons available, as shown in Figure 127. 



 . 

 Figure 127: Selec�ng Rou�ng Op�ons 

 5  Choose from the following delivery methods, as required, and enter all relevant 
 informa�on: 

 ■  PSAP 
 ■  Security Desk 
 ■  Three Way 

 6  Click  Save  to finish the selec�ng rou�ng op�ons. 

 Selec�ng Call Delivery Methods in ERL 

 PSAP 
 When  PSAP  is chosen as the delivery method, an emergency  call made from this ERL 
 reaches the PSAP directly. 
 In the example below,  PSAP  is chosen as the delivery  method and all relevant informa�on 
 such as the custom callback number and the email address for no�fica�ons are provided. 

 Security Desk 
 Certain organiza�ons that have internal Security Desk personnel can perform addi�onal 
 configura�on to route calls to the Security Desk instead of the PSAP. This is a two-way call 
 that takes place between the caller and the Security Desk personnel; no PSAP is involved. 

 To support this requirement, Security Desk DIDs are added at the ERL level through the ERS 
 portal. 

 To setup call rou�ng to an internal Security Desk DID: 



 ●  Configure a Security Desk through ERL Proper�es through the  Add ERL  or  Edit ERL  screens. 
 See  “Configuring a Security Desk through ERL Proper�es”  for more informa�on. 

 Configuring a Security Desk through ERL Proper�es 

 When an ERL’s delivery method under  Routing Options  is set to  Security Desk  , 
 emergency calls origina�ng from this ERL are directed to the associated Security Desk DID, rather 
 than the one configured at the account level, provided that  Override ERL Security Desk 
 DID  op�on has been disabled on your account dial  plan. This allows you to pick and choose the 
 des�na�on of the calls based on the loca�on (ERL) of the subscriber. The following condi�ons 
 apply: 

 ●  All accounts using methodologies other than SIP to connect to the ERS must configure a 
 Security Desk per ERL, if you want to direct calls to your internal Security Desk. 

 In the example below,  Security Desk  is chosen as the  delivery method and all relevant 
 informa�on such as the Security Desk DID, no�fica�on display se�ng, label, and email 
 address for no�fica�on are provided. 

 Three-Way 
 When  Three-Way  is chosen as the delivery method, calls  origina�ng from this ERL are 
 directed to the PSAP as well as the Security Desk. There is an op�onal se�ng to mute the 
 Security Desk personnel so that they can listen in on the call but cannot speak to the PSAP 
 operator or the caller. 

 When choosing  Three Way  , you have to enter the Security  Desk DID and choose between 
 Unmute  /  Mute  for the Security Desk Mute se�ng: 

 ●  Security Desk Unmute  : When a Security Desk is unmuted  (default se�ng) and a 
 Security Desk answers the emergency call before the PSAP, then a message is played 
 warning the Security Desk personnel that they are joining the call, followed by beep 
 tones un�l a PSAP answers the call. The Security Desk is only able to interact with the 
 caller when a PSAP answers the call. 
 The exact message played to the Security Desk is:  Joining the emergency call 
 in progress  . 

 ●  Security Desk Mute  : When a Security Desk is muted  and a Security Desk answers the 
 emergency call before the PSAP, then a message is played warning the Security Desk 
 personnel that they are monitoring the call, followed by beep tones un�l a PSAP 
 answers the call. The Security Desk and the caller cannot interact in this call and the 
 Security Desk personnel cannot unmute themselves while the call is in progress. 
 The exact message played to the Security Desk is:  Monitoring an emergency 
 call in progress. 

 In the example below,  Three-Way  is chosen as the delivery  method and all relevant 
 informa�on such as the Security Desk DID, no�fica�on display, Security Desk mute se�ngs, 
 label, and email address for no�fica�on are provided 
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 Overview 

 Loca�on Manager allows organiza�ons to track a user’s loca�on regardless of whether they are 
 on-site or off-site. This applica�on is installed on the user’s device and detects changes in network 
 condi�ons. 

 Loca�ons for on-site users are automa�cally assigned based on the informa�on that the 
 enterprise’s administrator has provided. It does not ma�er whether the user connects to the 
 enterprise network via a wired or wireless connec�on; Loca�on Manager uses network maps and 
 auto-assigns a loca�on without any input from the user. In cases where the on- site loca�on 
 cannot be assigned, addi�onal configura�on can be performed to display a list of buildings the 
 user may be located in. 

 On the other hand, off-site users are asked to provide their loca�on, ensuring that any emergency 
 call placed is routed with the most current user loca�on. 

 Loca�on Manager is designed to: 

 ●  Determine whether the user is on-site or off-site and whether or not to prompt the user 
 ●  Automa�cally assign the enterprise’s address for an on-site user 
 ●  Prompt the off-site user at an unknown loca�on. 
 ●  Remember familiar loca�ons so that users are not repeatedly asked to provide addresses when 

 they revisit these loca�ons. 
 ●  Star�ng with this release of Loca�on Manager 2.x, it is now possible to run Loca�on Manager 

 on a VMWare Horizon Virtual Desktop (RDP) via a thin client. 
 ●  Prompt the on-site user to choose the building they are located in. 

 This chapter describes Loca�on Manager 2.x and guides you through the requirements, 
 installa�on and configura�on. 

 The current recommended major release of Loca�on Manager is 2.0 or later which has some 
 important differences from the earlier 1.x versions 



 How is loca�on tracked in 911 Loca�on Manager 2.x? 

 To determine the user’s loca�on,  Loca�on Manager  2.x associates an Emergency 
 Response Loca�on (ERL) to a user, and stores it in ERS. 

 Emergency Response Loca�on (ERL) refers to the current physical 
 loca�on where the user can be found by first responders in case of an 
 emergency. 

 Loca�on Manager automa�cally detects whether the user is on-site or off-site and applies different 
 mechanisms to determine the ERL. The supported mechanisms are: 

 ●  Off-site Manual Mode:  Loca�on Manager prompts the  user to enter their loca�on. 
 ●  Network Maps:  Loca�on Manager does not prompt the  user for their loca�on. The user’s 

 loca�on is automa�cally detected based on network maps in the ERS Portal. 
 ●  On-Site Manual Mode:  Loca�on Manager prompts the  user to save their current 

 on-site loca�on, by selec�ng from a list of on-site buildings, provisioned by the administrator in 
 the ERS Portal. 

 The Loca�on Manager’s promp�ng behavior will vary based on the used mechanism(s). The 
 mechanism to determine the loca�on and the promp�ng behavior can be configured by the 
 ERS administrator in the ERS Portal. However, if nothing is configured, the following default 
 behavior is applied: 

 Off-Site or On-Site?  Mechanism  Promp�ng Behavior 

 Off-Site  Off-site manual mode  Prompt user to enter their 
 remote loca�on 

 On-Site  Network Maps  No promp�ng 

 On-Site  On-site manual mode  Prompt end-user to select 
 from a list of on-site buildings 



 Migra�on From Loca�on Manager 1.x to 2.x 

 The  configura�on  pages  for  Loca�on  Manager  in  the  ERS  portal  differ  between  Loca�on  Manager 
 1.x  and  Loca�on  Manager  2.x.  To  facilitate  gradual  migra�on  of  users  to  Loca�on  Manager  2.x, 
 both se�ngs can be accessed from the Administra�on menu as shown below: 

 Figure 128: Loca�on Manager 1.x and 2.x Ac�ve on Same Account 

 Please  note  that  any  changes  made  in  either  of  the  Loca�on  Manager  menus  will  NOT  be  copied 
 across  to  the  other  and  will  need  to  be  made  in  both  places  manually.  The  Loca�on  Manager  1.x 
 menu item will be removed in a future release once all migra�ons are complete. 
 Please  see  the  upgrade  sec�on  Upgrade  Loca�on  Manager  for  details  on  upgrading  the  installed 
 applica�on. 

 Migra�on mode is now available in the ERS Portal.  The following se�ngs were copied as a 
 one-�me event from the Loca�on Manager 1.x configura�on page to the 2.x: 

 ●  So�phone behavior and related configura�on that was added in  CONFIGURATION  tab 
 ●  So�phone executables that were added in the  CONFIGURATION  tab 
 ●  FQDN that was provided in the  NETWORK  tab 
 ●  Network and promp�ng se�ngs configured in the  CONFIGURATION  tab 
 ●  Custom messages that were configured in the  MESSAGES  tab 

 While migra�on mode is ac�ve, the se�ngs have to be managed 
 separately for both versions. This means that when any changes are 
 made for Loca�on Manager 1.x, they do not get automa�cally 
 updated for Loca�on Manager 2.x. 



 Applying Configura�on Changes 

 The configura�on of the Loca�on Manager can be changed at any �me by accessing the ERS 
 portal. Every �me a Loca�on Manager change is applied and saved, the resul�ng configura�on is 
 stored in the ERS database. However, the changes are not applied to the applica�on 
 instantaneously. 

 Modifica�ons propagated to Loca�on Manager vary depending on the version of the applica�on 
 installed on the user’s worksta�on. 

 Registra�on 

 Through the Registra�on screen, you can: 
 ●  View User Sta�s�cs:  the percentage of users on each  version of Loca�on Manager 
 ●  View Registered Users:  Informa�on on the user that  is using Loca�on Manager; 
 their Subscriber ID, their Loca�on Manager version, date they upgraded the applica�on, 
 Loca�on Manager ID 
 ●  Export Registered Users List:  Generate a CSV file  with the list of registered 
 subscribers, the Loca�on Manager version they are registered to and last updated date. 
 ●  Unlink Subscriber:  A par�cular subscriber can be  unlinked from their Loca�on 
 Manager license. See  Loca�on Manager ERLs  for more  informa�on on this topic. 



 Figure 129: Registra�on Screen 

 Expor�ng Registered Users List 
 To export a list of registered subscribers: 

 1  Under  REGISTRATIONS  , click the Export bu�on, as shown  in Figure Click Export Bu�on - 
 Registered Users. 



 Figure 130: Click Export Button - Registered Users 

 In Loca�on Manager 2.X, the  REGISTRATIONS  sec�on  has the following columns, instead of 
 the columns displayed in Figure 130: 
 ●  SUBSCRIBER ID 
 ●  LM VERSION 
 ●  REGISTRATION DATE 
 ●  UNLINK SUBSCRIBER 

 See Figure 131 for an example. 

 Figure 131 



 2  The  Export Results  pop-up window appears, as shown in Figure 170. Provide 
 a name for the file under  File Name  and click the  EXPORT  bu�on. 

 Figure 132: Exporting Results 

 3  The CSV file is generated and appears under File Manager as shown in Figure 133. 
 Click on the file name under File Manager and download it. 

 Figure 133: Exported CSV File 



 Install 911 Loca�on Manager 2.x 

 Requirements 

 Prior to installing 911 Loca�on Manager 2.x, ensure that worksta�ons meet the following 
 opera�ng system requirements: 

 ●  Windows 8, 10 and 11 
 ●  macOS Catalina, Big Sur, Monterey and Ventura and higher (64-bit systems only) 

 911 Loca�on Manager applica�on is not compa�ble with Windows 
 systems where “Use random hardware addresses” feature has been 
 turned on. 
 To disable random hardware addresses: 
 1  In your Windows system, go to  Start  >  Network and  Internet  > 

 WiFi  . 

 2  Under  Random Hardware Addresses  , ensure the se�ng  is 
 turned off. 

 Installa�on Steps 

 To install 911 Loca�on Manager: 

 1  Download the installa�on file from the following 8x8 Support ar�cle: 
 h�ps://support.8x8.com/cloud-phone-service/voice/admin-console/setup/Nomadic_911/Do 
 wnload_Loca�on_Manager 

 2  Double click on the file and accept the End User License agreement to complete the 
 installa�on. 

 A�er the 911 Loca�on Manager is installed, it appears in the system tray menu of the user’s 
 worksta�on. The 911 Loca�on Manager icon is shown below, as it appears to the user (Windows): 

 Figure 134 

https://support.8x8.com/cloud-phone-service/voice/admin-console/setup/Nomadic_911/Download_Location_Manager
https://support.8x8.com/cloud-phone-service/voice/admin-console/setup/Nomadic_911/Download_Location_Manager


 911 Loca�on Manager needs to have access to the Account ID and Token from the ERS portal in 
 order to connect.  In Manual installa�on you have to enter these as part of the installa�on. 
 However if you want to perform a remote deployment of the applica�on to your user base using 
 an enterprise management tool, then you can pre-configure the package to include the account 
 ID and token so that the user does not have to enter these during first use.   See the  silent 
 installa�on  sec�on for more informa�on. 

 Retrieving Account ID and Token 

 Pre-requisite  : You must have access to the ERS Portal  and possess relevant user account 
 privileges. If your Sub Account administrator will be installing the applica�on for their users, then 
 they must be provided with the relevant privileges. 

 To retrieve the Account ID and Token: 

 1  Login to the ERS portal using your administrator user access. 

 If  you  are  the  admin,  you  can  login  to  your  account  and  access  your 
 customer’s sub account to retrieve the Sub account’s ID and token. 

 2  Click the  Administra�on  drop down menu and choose  Authen�ca�on Tokens  . 
 See Figure 135 for more informa�on the  Loca�on Manager  screen displays. 

 Figure 135: Choose Authentication Tokens From Administration Drop Down Menu- ERS Portal 

 3  In the  Authen�ca�on Tokens screen  , copy the Account  ID and token as shown in 
 Figure  136.  Paste  this  informa�on  into  a  notepad  or  any  other  easily  accessible 
 loca�on. You will need this informa�on when installing Loca�on Manager. 



 Figure 136: Retrieving Account ID and Token from ERS Portal 

 Manual Installa�on 

 To install Loca�on Manager: 

 1  Download the installa�on zip file for Windows or Mac as appropriate, then unzip 
 it.  Inside you will find an installer executable and another zip file which should be 
 le� zipped.  See Figure 137 for an example. 

 Figure 137: Loca�on Manager Installa�on Files 

 2  Double click on the executable file called “911Loca�onManagerSetup”. Accept the 
 End User License agreement to proceed with the installa�on. The Loca�on 
 Manager installa�on wizard will prompt for the  Account  ID  and  Authen�ca�on 
 Token  as shown below. The informa�on retrieved as  described in “Retrieving 
 Account ID and Token”  must be entered in this screen. 



 Figure 138: Providing Account ID and Authentication Token 

 3  Click  Next  and complete the installa�on process. 

 Once the installa�on process is complete, Loca�on Manager automa�cally starts and 
 the user is prompted to register their phone number. 

 Silent Installa�on 

 Windows 
 To setup silent install: 

 1  Open  command  prompt  by  typing  cmd  in  the  search  box.  Access  the  folder  where 
 you  have  stored  the  two  Loca�on  Manager  installa�on  files  (.zip  and  .exe  files).  See 
 Figure  139  for  an  example.  In  the  example  below,  the  installa�on  files  were  kept  in 
 a folder �tled “Loca�on Manager” in the Downloads folder. 



 Figure 139: Accessing Location Manager Install Files 

 2  Type  911Loca�onManagerSetup.exe /S  and provide the  Account ID and the token, 
 as shown in Figure 140 and click  Enter  to begin the  install. 

 Enter the Account ID and Authen�ca�on Token here 

 Figure 140: Command for Silent Install 

 The command men�oned in Step 3 is case-sensi�ve. The  /S 
 parameter must be capitalized. 

 3  Windows prompts the user asking for permission to install, as shown in Figure 
 141. Click  Yes  to agree and install Loca�on Manager. 



 Fig  ure 141: User Account Control 

 The system must be rebooted to automa�cally start Loca�on Manager a�er 
 installing through this procedure. 

 macOS 
 Prerequisite: Before mass installing Loca�on Manager on macOS, the .env file in the 
 911Loca�onManager.zip package must be modified, as follows: 

 1  Locate the .env file, as shown in Figure 142. 

 Figure 142: Loca�ng .env file 

 2  Extract the .env file and open it in a text editor. See Figure 143. 



 Figure 143: Edi�ng the .env file 

 3  Enter the following two lines a�er  SERVICE_PROVIDER_MODE=true  . 

 L3_ACCOUNT=<your-accoun 
 t-id 
 L3_TOKEN=<your-token 

 Figure 144: Edi�ng the .env file 

 4  Save the .env file. Copy and paste the .env file back into the 
 911Loca�onManager.zip package (thereby replacing the old .env. file). See Figure 
 145. 



 Figure 145: Click Copy and Replace to replace the .env file 

 For macOS, silent installa�on is performed by accessing the installer -pkg command 
 from a terminal, as follows: 

 1  Open the terminal from the Mac system by accessing  U�li�es  and then choosing 
 Terminal  . 

 2  Enter the commands, as shown in Figure 146. When prompted for the 
 password as shown in line 5, provide the administrator password. 

 Figure 146: Entering Commands into Mac Terminal 



 S  tar�ng with Loca�on Manager 2.x release, you can  use the following 
 command and provide the Account ID and token: 

 ./.installer 911Loca�onManagerSetup.pkg --account-id 
 <value> --token <value> 

 When the installa�on completes, the terminal displays a confirma�on as shown in 
 Figure 147. 

 Figure 147: Confirma�on that Loca�on Manager Successfully Installed 



 Upgrade Loca�on Manager 

 The procedure for upgrading Loca�on Manager is iden�cal in all accounts. It does not 
 ma�er whether your account uses cer�ficate-based or token-based authen�ca�on. 

 You do not need to uninstall Loca�on Manager prior to an upgrade. 
 However, if you do uninstall and perform a fresh install of Loca�on 
 Manager, the user is prompted to register their phone number again. 

 To upgrade, click the executable from the package. See Figure 148. 

 Figure 148: Upgrading Loca�on Manager 

 Uninstall Loca�on Manager 

 Windows 

 To manually uninstall Loca�on Manager, go to Control Panel > Uninstall a program. To uninstall 

 Loca�on Manager silently, open command prompt and enter the following: 

 C:\Program Files\Intrado\911 Location Manager>"Uninstall 911 
 Location Manager.exe" /S 

 A  �er silent un-install, you must manually remove  the Loca�on 
 Manager se�ngs file. 
 ●  Go  to:  C:\Users\username\AppData\Roaming\ 
 ●  Locate the file called  911-location-manager  and delete  it. 

 macOS 

 To uninstall Loca�on Manager, open the terminal and perform the following steps: 

 1  Enter  % ls /Applications | grep 911.  This lists the  applica�on as  911 
 Location Manager.app 

 2  Enter  % sudo rm -rf /Applications/'911 Location Manager.app'  and 
 provide the password. 

 3  Enter  % sudo rm -rf '/Users/username/Library/Application 



 Support/911-location-manager'  and provide the password. 

 4  Enter  % sudo pkgutil --forget com.connexon.locationManager 
 and provide the password  .  S  ystem responds with  Forgot  package 
 'com.connexon.locationManager' on '/'. 

 Install the Loca�on Manager 2.x. on a virtual machine 

 To install Loca�on Manager on the virtual machine: 

 1  Install  and  Launch  the  Loca�on  Manager  applica�on  by  clicking 
 911Loca�onManagerSetup.exe 

 2  For silent installa�on for accounts with Loca�on Manager, using VDI, run the following 
 command from the folder where 911Loca�onManager.zip and 911Loca�onManagerSetup.exe is 
 located:  911LocationManagerSetup.exe / S -accountid=<Account  ID> 
 -token=<AuthenticationToken> 

 L  og Files 

 Client logs 
 On the VDI Virtual Machine, client logs are located at 

 C:\Users\<Username>\AppData\Roaming\911-location-manager  and  contains 
 911LocationManager.log 

 LM-Bridge logs 
 On the VDI Virtual Machine, the Loca�on Manager bridge logs are located at: 

 C:\Users\<Username>\AppData\Roaming\911-location-manager  and  contains 
 lm-bridge.log 



 Configure and Manage Loca�on Manager 2.x 

 Loca�on Manager is configured and managed through the ERS Portal. Administrators can 
 perform the following func�ons: 

 ●  View informa�on required for authen�ca�ng Loca�on Manager 
 ●  Add, manage and unlink licenses 
 ●  Configure enterprise FQDNs and subnets 
 ●  Configure required add-on op�ons 
 ●  Configure Loca�on Manager pop-up behavior 

 Registra�on 

 Through the Registra�on screen, you can: 
 ●  View User Sta�s�cs  : the percentage of users on each  version of Loca�on Manager 
 ●  View Registered Users  : Informa�on on the user that  is using Loca�on Manager; 
 their Subscriber ID, their Loca�on Manager version, date they upgraded the applica�on, 
 Loca�on Manager ID 
 ●  Export Registered Users List:  Generate a CSV file  with the list of registered 
 subscribers, the Loca�on Manager version they are registered to and last updated date. 

 ●  Unlink Subscriber  : A par�cular subscriber can be  unlinked from their Loca�on 
 Manager license. See  Loca�on Manager ERLs  for more  informa�on on this topic. 

 Figure 149: Registra�on Screen 



 Network Configura�on 

 When migra�on mode was ac�vated, the FQDN, network and promp�ng se�ngs were 
 propagated from the Loca�on Manager 1.x to the 2.x page.  The table below shows how the 
 Network and promp�ng behavior were mapped at that �me. 

 Loca�on Manager 1.x  Loca�on Manager 2.x 

 On-site/Off-site  Off-site: Prompt user to enter a loca�on 
 On-site: Do not prompt. User loca�on 
 determined by matching ERS Network maps. 

 On-site/Off-site  Off-site: Prompt user to enter a loca�on 
 On-site: User loca�on determined by matching 
 ERS Network Maps. 
 On failure, prompt user with a list of building 
 loca�ons. 

 On-site/Off-site  Off-site: Prompt user to enter a loca�on 
 On-site: Prompt user with list of building 
 loca�ons. 

 On-site/Off-site  Off-site: Prompt user to enter a loca�on 
 On-site: Prompt user to enter a loca�on 

 Off-site Only  Off-site: Prompt user to enter a loca�on. 
 On-site: Do not prompt. User loca�on 
 determined by a third-party system. 

 To edit or setup network or promp�ng behavior: 

 1.  In the  Loca�on Manager 2.x  screen, go to the  Network  tab. See Figure Loca�on Manager 
 2.2 Network Configura�on Screen. 



 Figure 150: Configure Subnets Figure Loca�on Manager 2.2 Network Configura�on Screen. 

 2.  Under  Promp�ng Behavior  , choose from one of the following  on-site and off-site 
 combina�ons and provide the required informa�on: 

 ●  Combo 1—Off-site: Prompt user to enter a loca�on and On-site: Do not prompt. User 
 loca�on determined by matching ERS network maps. 

 ○  Under  FULLY QUALIFIED DOMAIN NAME (FQDN)  , enter your  organiza�on’s FQDN 
 informa�on. Click  Save  . 

 ○  Once the FQDN is saved, go to the Provisioning screen where you can add 
 network elements and associate them to loca�ons. To associate network 
 elements such as subnets or access points to ERLs, see the ERS User Guide. 

 ○  See Figure Loca�on Manager Combo 1 Network and Promp�ng Se�ngs for an 
 example on how to configure Loca�on Manager for this configura�on. 



 Figure 151: Loca�on Manager Combo 1 Network and Promp�ng Se�ngs 

 ●  Combo 2—Off-site: Prompt user to enter a loca�on and On-site: User loca�on 
 determined by matching ERS Network Maps. On failure, prompt the user with a list of 
 building loca�ons. 

 ○  Under  FULLY QUALIFIED DOMAIN NAME (FQDN)  , enter your  organiza�on’s FQDN 
 informa�on. Click  Save  . 

 ○  Once the FQDN is saved, go to the Provisioning screen where you can add 
 network elements and associate them to loca�ons. 

 ○  If 911 Loca�on Manager cannot determine the loca�on using Network Maps, the 
 user will be prompted with the list of buildings that are provisioned into the 
 account. See “  Provisioning Buildings  ” for instruc�ons. 

 ○  See Figure Loca�on Manager Combo 2 Network and Promp�ng Se�ngs for an 
 example on how to configure Loca�on Manager for this configura�on. 



 Figure 152: Loca�on Manager Combo 2 Network and Promp�ng Se�ngs 

 ●  Combo 3—Off-site: Prompt user to enter a loca�on and On-site: Do not prompt. User 
 loca�on determined by a third party system. 

 The op�on to determine the user loca�on by a third party is shown on 
 the menu but it is not supported and should not be used. 

 ○  Under  FULLY QUALIFIED DOMAIN NAME (FQDN)  , enter your  organiza�on’s FQDN 
 informa�on. There is no requirement to provision network maps for this 
 configura�on since the loca�on is determined by the organiza�on’s third party 
 system. 



 Figure 153: Loca�on Manager Combo 3 Promp�ng and Network Se�ngs 

 ●  Combo 4—Off-site: Prompt user to enter a loca�on and On-site: Prompt user with a list 
 of building loca�ons 

 ○  Under  FULLY QUALIFIED DOMAIN NAME (FQDN)  , enter your  organiza�on’s FQDN 
 informa�on. Click  Save  . 

 ○  Once the FQDN is saved, go to the Provisioning screen where you can add a list of 
 buildings. This list will be presented on the Loca�on Manager screen to the user. 
 See “  Provisioning Buildings  ” for instruc�ons. 

 ○  See Figure Loca�on Manager Combo 4 Promp�ng and Network Se�ngs for an 
 example on how to configure Loca�on Manager for this configura�on. 



 Figure 154: Loca�on Manager Combo 4 Promp�ng and Network Se�ngs 

 ●  Combo 5—Off-site: Prompt user to enter a loca�on and On-site: Prompt user to enter a 
 loca�on 

 ○  There is no need to provision anything for this configura�on. The user is 
 promoted for their loca�on when they are on-site and when they are off-site. See 
 Figure Loca�on Manager Combo 5 Promp�ng and Network Se�ngs for setup. 



 Figure 155: Figure Loca�on Manager Combo 5 Promp�ng and Network Se�ngs for setup 



 On-Site Manual Mode and Buildings 

 The administrator provides on-site ERLs and buildings in the ERS and then associates each 
 building to a list of ERLs that share the same address. When the user is detected on-site, 911 
 Loca�on Manager prompts to manually select a building from the ERS list. Once the building 
 and loca�on details are saved, the ERS updates the loca�on associated with the user’s 
 subscriber ID with the created ERL ID. 
 This method is used for on-site users when 911 Loca�on Manager cannot determine their 
 loca�on through Network Maps or simply when Network Maps are not configured and 
 cannot be used to find an on-site user’s loca�on.  The list of configura�ons are available in 
 Network Configura�on  .  In the la�er case, Loca�on  Manager directly prompts the end-user to 
 select from a list of on-site buildings without a�emp�ng to determine their loca�on using 
 Network Maps. 

 On-site manual mode and the ability for the user to choose the building they are 
 located in is supported with Loca�on Manager 2.x versions and above. 
 In addi�on, the following pre-requisites apply: 
 ●  the configura�on to enable buildings must be enabled for Loca�on Manager 
 ●  buildings along with their loca�on field (LOC) must be provisioned in the account. 

 To enable an administrator to provide buildings and associate a list of 
 ERLs to each building, the following Loca�on Manager configura�on 
 se�ngs must be enabled by logging into the ERS Portal and performing 
 the following steps: 

 1  Navigate to  Administra�on  >  Loca�on Manager 2.x  >  Network  . 
 2  Select one of the following on-site op�ons: 
 A  Do not prompt. User loca�on is determined by matching ERS 
 Network Maps. On failure, it prompts the user with a list of building 
 loca�ons. 

 B  Prompt user with a list of building loca�ons. 

 Buildings 

 Buildings  that  are  provisioned  in  ERS  are  displayed  in  911  Loca�on  Manager.  The  user  chooses  the 
 building  and  the  loca�on  they  are  at  currently.  They  are  used  with  the  on-site  manual  mode  of 
 Loca�on Manager. Learn more about  Provisioning Buildings  . 

 Building address 
 In ERS, a building is first added and then an ERL along with their loca�on (LOC field) is associated 
 with the building. Mul�ple ERLs can be associated with the same building. 

 The civic address of the building is the civic address of the first ERL that was associated with the 
 building. Any subsequent ERLs associated with the building must have the exact same civic 
 address. However, the loca�on field (LOC) of the ERL can be different. 



 Edi�ng Building Address 
 To  edit  a  building’s  address,  the  ERLs  that  are  associated  with  it  must  first  be  removed.  Then 
 a new ERL with a different address can be associated with it. 

 The following rules apply when provisioning buildings: 
 ●  The building’s name must be unique within an account. 
 ●  Same building name can exist in two different Sub Accounts 
 under the same deployment account. 
 ●  The building’s name cannot be longer than 70 characters. 
 ●  Accepted characters include alphabets (a-z, A-Z), digits 
 (0-9) and the following special characters: _ - # ( ) ! @ $ % ? ^ *. 
 ●  A building cannot contain more than 500 ERLs. 

 See  “Network Configura�on  ” for possible scenarios  where 911 Loca�on Manager will display the 
 list of buildings. 

 When on-site, user is presented with the list of buildings that were provisioned in the 
 account, as shown in Figure 156 On-site manual mode- list of buildings presented to the user. 

 Figure 156: On-site manual mode- list of buildings presented to the user 

 A�er choosing the building from the drop-down list, the user chooses the Loca�on field 
 from the drop-down list, as shown in Figure 157. 



 Figure 157: On-site manual mode - choosing the building’s loca�on 

 User Visits a Known Off-Site Loca�on 

 When the user visits a known loca�on- that is, a loca�on that the user has already visited an 
 provided their address for, 911 Loca�on Manager will not prompt the caller to re-enter this 
 address. 
 911 Loca�on Manager can remember and auto-detect up to 100 such loca�ons. 
 It discreetly informs the detec�on of the address to the caller through a system tray no�fica�on. 

 Figure 158:  System Tray No�fica�on That the Caller Loca�on is Auto-Detected 

 User Visits a Known On-Site Loca�on 

 When the user visits a known on-site building- that is, the building and a loca�on that was 
 previously chosen by the user, Loca�on Manager will not prompt the user to re-enter this 
 address. 
 It discreetly informs the detec�on of the address to the caller through a system tray no�fica�on, 
 as seen in Figure 159. 



 Figure 159:  On-site building no�fica�on 



 Provisioning Buildings 

 Provisioning of buildings is done through the ERS Portal. 

 1  From the  Provisioning  screen, click the  BUILDINGS  tab and then click  +ADD BUILDING 
 bu�on. See Figure 160. 

 Figure 160: Click +ADD BUILDING to add a new building 

 2  The  Add Building  screen appears, as seen in Figure  161: Adding a new building. 
 Enter a name for the building you want to add and click the NEXT bu�on. See the example 
 below. 



 Figure 161: Adding a new building 

 3  Click  SELECT ERLs  bu�on in the next step. See Figure  162: Selec�ng ERLs for reference. 

 Figure 162: Selec�ng ERLs 

 4  In the  SELECT ERLs  pop-up screen, enter a search term.  List of ERLs that match the search 
 term are displayed. An example is shown in Figure 163: Selec�ng ERLs from displayed list. 

 Figure 163: Selec�ng ERLs from displayed list 

 5  Select the desired ERL and click the  DONE  bu�on.  See Figure 164: Selec�ng ERLs from 
 the list reference. 



 Figure 164: Selec�ng ERLs from the list 



 The ERL associated with the building is displayed as shown in Figure 165: ERL 
 associated with building. Click  Save  to finish saving  the building. 

 Figure 165: ERL associated with building 

 The building that was added is displayed in the Provisioning screen, as shown in Figure 166: 
 Saved building saved in Provisioning screen. Clicking on the ERL ID hyper link provides 
 detailed informa�on on the ERL. 

 Figure 166: Saved building saved in Provisioning screen 



 Administer 911 Loca�on Manager 2.x 

 Loca�on Manager ERLs 

 Administrators can view ERLs provisioned by Loca�on Manager from the ERS Portal 
 Provisioning screen. 
 For example, in Figure 167, the Provisioning Source column displays Loca�on 
 Manager for every ERL that was provisioned via Loca�on Manager. SUBSCRIBERS under 
 ERL Associa�ons displays the user that provided this loca�on to the applica�on. 

 NOTE  Please note that administrators may no�ce ERLs  (with Loca�on Manager as 
 Provisioning Source) that do not have any Subscriber associa�on. These are ERLs 
 that the user provisioned via Loca�on Manager but are not currently located at. 
 When the user revisits this loca�on, ERS portal will display the user’s Subscriber 
 ID under  ERL Associa�ons  . 

 Figure 167: Loca�on Manager ERLs 

 NOTE  Subscribers provisioned via Loca�on Manager  cannot be deleted through the 
 ERS portal. The delete icon is grayed out in the portal as seen in Figure Loca�on Manager ERLs. 
 The batch func�onality can be used to delete Loca�on Manager subscribers. See 
 the ERS User Guide for steps on how to use batch for dele�ng subscribers. 



 Unlink Subscriber 

 If someone in your organiza�on no longer requires the 911 Loca�on Manager func�onality, 
 or if they need to install Loca�on Manager on a different device, you can unlink the 
 applica�on from the subscriber in the ERS portal. When you unlink a subscriber from 
 Loca�on Manager in the ERS Portal, you are asked to provide a loca�on for the associated 
 subscriber. This ensures that the subscriber is s�ll a�ached to a valid ERL in the ERS. 

 To unlink a 911 Loca�on Manager license: 

 1  From the ERS main menu, click  Administra�on  🡪  Loca�on  Manager  . 

 2  From the  Loca�on Manager  screen, choose the  Registra�on  tab. The  Registra�on 
 screen displays, as shown in Figure 181 below. 

 Figure 168: Registra�on Screen Displaying Subscribers and their Associated Licenses Currently in Use 

 3  Locate the end user you wish to unlink either by scrolling through the list of subscriber 
 IDs or by searching for it. 

 4  Click the  Unlink  icon under the  Unlink Subscriber  column. ERS displays a pop-up screen 
 asking you to enter a new address for this subscriber, as shown in Figure 169 below. 



 Figure 169: Choose the ERL 

 5  Choose the appropriate ERL from the list and click CLOSE. The Subscriber is successfully 
 associated to the ERL. 



 Figure 170 



 Figure 171 



 Key configura�on and log files 

 Se�ngs, Logs and .env Files 

 While installing, un-installing or configuring Loca�on Manager, you may need to access or 
 modify the se�ngs, .env or logs files per�nent to the applica�on. 

 The following sec�ons provide OS-specific steps on where these files are located on the 
 user’s worksta�on. 

 Windows 

 Se�ngs File 

 The Se�ngs file is located at:  C:\Users\<username>\AppData\Roaming\911- 
 location-manager 

 Please note that  <username>  refers to the user for  whom the applica�on was 
 installed. 

 Figure 172  : Locating Settings File - Windows 

 Log File 
 Log files are useful when troubleshoo�ng. 

 The log files are located at:  C:\ProgramData\911 Loca�on  Manager 

 See Figure 173 for reference. 



 Figure 173: Locating Log Files - Windows 

 Client Logs 

 Client logs can be found here:  C:\Users\<Username>\AppData\Local\911- 
 location-manager 

 .env File 

 The .env file is located at:  C:\Program Files\Intrado\911  Location Manager 

 See Figure 174 for reference 

 Figure 174: Locating .env File - Windows 

 LM-network-info Log File 

 The lm-network-info.log file is located at:  C:\AppData\Roaming\911-location-manager\ 

 macOS 

 Se�ngs File 

 To locate the se�ngs file: 

 1  Click  Go  ->  Go to Folder  . 

 2  In the  Finder  , enter  /  Users/<username>/Library/Application 
 Support/ 911-location-manager.  The se�ngs file is  displayed as shown 
 in Figure 175. 

 Please note that  <username>  refers to the user for  whom the applica�on was installed. 



 Figure 175: Loca�ng Log Files - macOS 

 Client Logs 

 The client logs are located at:  /Users/<Username>/Library/Logs/911  Location 
 Manager or ( ~/Library/Logs/911 Location Manager 
 )\AppData\Roaming\911-location-manager\ 

 Network Info Logs 

 Loca�on Manager network info logs are located at:  /Users/<Username>/Library/ Logs/LM 
 Network Info 

 .env File 

 To locate the .env file: 

 1  Right-click on  Applica�ons  -->  Loca�on Manager  .  Then choose  Show Package Contents  . 

 2  Open the  Contents  folder. The .env file displays as  shown in Figure 176,  below. 

 Figure 176: Loca�ng .env File - macOS 

 Addi�onal Notes 

 To add Loca�on Manager as a start-up program in macOS: 
 1  Go to  System Preference  and click  Users and Groups  .  See Figure 177. 



 Figure 177: System Preferences - macOS 

 2  Choose  Login Items  and click the  +  bu�on to add 911  Loca�on Manager. See Figure 
 178 for an example. 



 Figure 178: Adding Loca�on Manager to Login Items 



 911 Loca�on Manager 2.x for VDI 
 VMware Horizon’s Virtual Desktop Infrastructure (VDI) refers to the use of virtual machines 
 to provide and manage virtual desktops. 
 911 Loca�on Manager can be deployed via VDI using 2 modes: persistent and non-persistent 
 mode. 

 For installing and opera�ng Loca�on Manager in VDI mode, the VMware 
 Horizon client must be installed prior to proceeding. 

 Deployments with VMware Horizon VDI are supported star�ng with Loca�on 
 Manager release 2.0. 

 Hotspot 

 Refers to a physical loca�on that provides Internet access to wireless devices using WiFi. 
 When users are connected to a hotspot, 911 Loca�on Manager prompts them to enter a 
 loca�on each �me the connec�on to this hotspot is re-established. 

 Supported Opera�ng Systems 

 Loca�on Manager 2.0 is supported on Windows 10 & 11 virtual machines. 

 Important Terms 

 Loca�on Manager Bridge Client  : An intermediary applica�on  to be installed on the thin client. 
 This bridge client sends network informa�on from the thin client (end user’s physical device) to 
 the Loca�on Manager applica�on running on the VM (Virtual Machine). Two types of bridge client 
 files are available and vary based on the opera�ng system:  LM- Bridge-Client.msi  for 
 Windows-based thin clients and  LM-Bridge-Client.pkg  for macOS- based thin clients. 

 Persistent VDI  : In this mode, the user connects to  the same desktop at every login, and they can 
 personalize the desktop according to their requirements. Changes are saved every �me the user 
 logs out. That is, devices in a persistent VDI environment act exactly like personal physical 
 desktops. 

 Non-persistent VDI  : In this mode, users connect to  generic desktops. Any personalized desktop 
 changes are not saved and only last for the dura�on of the user’s session. Loca�on Manager is 
 installed on the golden image and a clone of this image is issued to users. Each golden image is 
 �ed to an Account ID. This mode is used when there is no requirement to maintain customized 
 desktops between user sessions. 

 Thin  Clients  :  Refers  to  physical  end  user  systems.  Designed  for  remote  desktop  user  tasks.  This 
 may  be  a  macOS  or  Windows  opera�ng  system.  For  running  Loca�on  Manager  in  VDI  mode,  the 
 Loca�on  Manager  bridge  client  is  required  to  be  installed  on  each  thin  client  that  is  present  in 
 your deployment. 



 Virtual Machine  : Refers to a host worksta�on within the virtual infrastructure installed on a 
 server. It enables mul�ple different opera�ng systems to run on a single computer 
 simultaneously. 
 References  : h�ps:  //w  ww  .vmware.com/topics/glossary/content/virtual-desktop- 
 infrastructure-vdi.html 

 Important Notes 

 ●  Configure the “User Profile Management Solu�on” to preserve the following directory for 
 all non-persistent VDI users:  C:\Users\<Username>\AppData\Roaming\911- 
 location-manager 
 ●  VMware Horizon Global Policy “Mul�ple sessions per user” (ability for a user to 
 simultaneously use mul�ple desktops in a pool) is not supported. 
 ●  A user can use separate devices with the LM-Bridge client so�ware but not 
 simultaneously. 
 ●  Windows Remote Desktop Services (RDS) hosts are not supported. 
 ●  For Non-Persistent mode deployments, a desktop pool is needed for each unique Account 
 ID. 
 ●  Horizon Client so�ware is required. Connec�ng to VMware Horizon via browser is not 
 supported. 

 Persistent Mode 

 In Persistent Mode, the Loca�on Manager bridge client is installed on the end user’s thin client. 
 The bridge client files can be downloaded from the Loca�on Manager download page on the 8x8 
 support site. Depending on the opera�ng systems present in your deployment, the following files 
 will be provided: 

 ●  LM-Bridge-Client.msi  for Windows-based thin clients 
 ●  LM-Bridge-Client.pkg  for macOS-based thin clients 

 See “  Install the Loca�on Manager Bridge Client  ” for  steps on installing the Loca�on Manager 
 bridge client. 

 On the virtual machine side, the Loca�on Manager executable file will be available for download 
 on: 
 h�ps://support.8x8.com/cloud-phone-service/voice/admin-console/setup/Nomadic_911/Downlo 
 ad_Loca�on_Manager  package which includes: 

 ●  911Loca�onManager.zip (specifically designed for VDI users) 
 ●  911Loca�onManagerSetup.exe (checks if VDI enabled or not; if VDI enabled, then grabs 
 VDI files and installs it on VM) 

 See  “  Install 911 Loca�on Manager 2.x  ”  for steps on  installing the Loca�on Manager applica�on. 

http://www.vmware.com/topics/glossary/content/virtual-desktop-
http://www.vmware.com/topics/glossary/content/virtual-desktop-
https://support.8x8.com/cloud-phone-service/voice/admin-console/setup/Nomadic_911/Download_Location_Manager
https://support.8x8.com/cloud-phone-service/voice/admin-console/setup/Nomadic_911/Download_Location_Manager
https://docs.google.com/document/d/1jKfhz8OxuV0VpPau6bfywESX2KOOVAjI/edit#heading=h.3pp52gy
https://docs.google.com/document/d/1jKfhz8OxuV0VpPau6bfywESX2KOOVAjI/edit#heading=h.3pp52gy


 Non-Persistent Mode 

 In Non-Persistent Mode, the end user that connects to the non-persistent VM on their desktop 
 pool is provided with the snapshot image. Each user’s se�ngs file is saved under their roaming 
 profile and when they log in, they will get their respec�ve se�ngs file. 

 Installing or upgrading of Loca�on Manager in VDI Non-Persistent mode 
 must be performed by the VMware administrator. 

 Similar to Persistent Mode, the Loca�on Manager “bridge” client must be installed on the end 
 user’s thin client. The bridge client files can be downloaded from the Loca�on Manager download 
 page on the 8x8 support site. 

 Depending on the opera�ng systems in your deployment, the following files will be provided: 

 ●  LM-Bridge-Client.msi  for Windows-based thin clients 
 ●  LM-Bridge-Client.pkg  for macOS-based thin clients 

 See  Install 911 Loca�on Manager Bridge Client  for  steps on installing the Loca�on Manager bridge 
 client. 
 On the virtual machine side, the following ac�ons must be performed: 

 ●  The Desktop Pool should have been created. 
 ●  The Golden Image should have been created. 
 ●  The  required  version  ofLoca�on  Manager  should  have  been  installed  on  the  Golden 
 Image. The process to install Loca�on Manager is provided in “  Install 911 Loca�on Manager 2.x  ” 
 ●  A snapshot or clone of the image (including Loca�on Manager applica�on) must be taken. 
 ●  This  snapshot  must  be  published  in  the  Horizon  Admin  console.  When  the  end  user  logs 
 in, they are provided with this snapshot. 



 Install 911 Loca�on Manager Bridge Client 

 This sec�on provides detailed steps on installing the Loca�on Manager bridge client on windows 
 and macOS-based opera�ng systems. 

 Windows 
 To install the bridge client on a Windows-based thin client: 

 1  Download  LM-Bridge-Client.msi  to  the  thin  client  (physical  system  of  the  end  user)  where 
 VMware Horizon client applica�on is installed and connected. 
 2  Double-click .msi file to proceed with the installa�on process. 

 Figure 179: Installa�on of LM-Bridge-Client.msi File on Windows 

 A�er a successful install, the bridge client is available in Windows  Apps & features  , as shown in 
 Figure 180 below. 

 Figure 180: Bridge Client available in Windows Apps & features 



 macOS 
 To install the bridge client on a macOS-based thin client: 

 1  Download  LM-Bridge-Client.pkg  to the macOS thin client  (physical system of the 
 end user) where VMware Horizon client applica�on is installed and connected. 

 2  Double-click .pkg file to proceed with the installa�on process. See Figure 181. 

 Figure 181: Installing Loca�on Manager Bridge Client 

 A successful complete message is displayed as shown in Figure 182. 



 Figure 182: Installa�on Successfully Completed Message 

 A�er installa�on, the bridge client can be found in  /  Library/Application 
 Support/ LM Bridge Client  as shown in Figure 183. 

 Figure 183: LM Bridge Client Location 



 Using 911 Loca�on Manager 2.x 

 This sec�on lists the various scenarios that the 911 Loca�on Manager user encounters. This is 
 intended for informa�on purposes and helps you troubleshoot any issues the user may have. 

 Ge�ng Started - Provide Subscriber ID 

 Upon launching the 911 Loca�on Manager for the first �me, users are prompted to register 
 by entering their so�phone number.  This should be set as their 8x8 Work phone number as a 
 ten digit number (i.e. without a leading 1). 

 Figure 184: 911 Loca�on Manager Registra�on Screen 

 The step links the caller to a specific Loca�on Manager license. This license is given a unique 
 ID in the ERS called the “Loca�on Manager ID”. 

 NOTE: This step only needs to be performed once by the user when the applica�on 
 launches for the first �me. 



 Troubleshoo�ng — Incorrect Phone Number 
 If a user mistypes a so�phone number, the following steps must be followed: 
 1 Close the Loca�on Manager applica�on. Please ensure that the applica�on is not 
 running the background. 
 2 Right-click on the  Se�ngs  file and delete it.  See Figure Dele�ng Se�ngs File for the path. 

 Figure 185: Dele�ng Se�ngs File 

 3  Delete the user (subscriber) from ERS. See ERS User  Guide for steps. 
 4 Restart Loca�on Manager and provide the correct phone number. 



 User Loca�on Tracking in 911 Loca�on Manager 2.x 

 User Visits a New Off-Site Loca�on 
 When the user visits a new and unfamiliar loca�on, 911 Loca�on Manager detects this and 
 prompts for an address, as displayed in Figure 187. 

 Figure 187: Screen Presented to the Nomadic Emergency Caller to Enter Current Address 

 In Loca�on Manager releases prior to 2.0, the address is displayed as shown in Figure 188. 
 Please note that some addresses may undergo auto-correc�on. 
 For Loca�on Manager 2.0 and above releases, there is a minor delay in processing the address to 
 ensure be�er accuracy of the user-provided address. 



 Figure 188: Address Saved Message - Loca�on Manager 2.0 and above versions 

 For Loca�on Manager release 2.x and above, the user has the op�on to choose whether they are 
 connected to a hotpot. 'A user can be connected through the same hotspot from various 
 loca�ons. To resolve this issue, users can enable the op�on “Always ask for a loca�on when using 
 this connec�on”. 
 When this op�on is enabled, Loca�on Manager will prompt the user every �me the user 
 reconnects to this par�cular hotspot. See Figure 189. 



 Figure 189: Op�on for user to choose if they are connected to a hotspot 

 911 Loca�on Manager Detects User to be On-Site 
 When the subscriber is on-site, 911 Loca�on Manager does not prompt the caller for an 
 address. It automa�cally assigns an address, based on the network map. 

 When the user clicks the 911 Loca�on Manager icon, the address determined through 
 network maps is displayed. The user cannot modify this address. See Figure 191. 



 Figure 191: On-Site User’s Loca�on Displayed on 911 Loca�on Manager Screen 

 On-Site User’s Loca�on Could Not Be Determined 
 When the user is on-site but their loca�on could not be determined, the message in Figure 192 is 
 displayed. This could be due to the fact that network maps have not been properly configured. 



 Figure 192: Message Displayed When User’s Loca�on Undetermined 

 Star�ng with Loca�on Manager 2.x release, the user on a sta�c extended office network is 
 presented with the capability to manually enter an address if no match is found with 
 network map. See Figure 193 User on a Sta�c Extended Office Network. 



 Figure 193: Message Displayed When User’s Loca�on Undetermined 

 For users with a mobile extended office network, the user is presented with the op�on to 
 flag a connec�on to always prompt for an address. See User on a Mobile Extended Network. 

 Figure 194: User on a Mobile Extended Network 



 Promp�ng Behavior 

 This sec�on applies to Loca�on Manager 2.x versions and above. 

 Loca�on Manager can be configured to prompt the user or do not prompt the user according 
 to an organiza�on’s requirements. The following scenarios are possible and configura�on to 
 prompt or stay silent is possible to perform in the ERS portal. Procedural steps on how to 
 setup Loca�on Manager 2.x for these scenarios are provided in “  Configure and Manage 
 Loca�on Manager 2.x  ”. 

 Scenario I  : Configure  Off-site  to  Prompt user to enter  a loca�on  and  On-site  to  Prompt the 
 user to enter a loca�on 

 Use this configura�on if Loca�on Manager does not need to detect whether the user is 
 onsite or off-site. In this case, the applica�on does not check whether the user is using an 
 FQDN or VPN connec�on. The user is prompted to provide a loca�on when they change their 
 network. 

 Scenario II  : Configure  Off-site  to  Prompt user to  enter a loca�on  and  On-site  to  Do not 
 prompt  .  User Loca�on determined by matching ERS Network  Maps 

 Use this configura�on if you want the user’s loca�on to be determined by using ERS network 
 maps. In this case, Loca�on Manager client performs On-Site/Off-Site detec�on, by resolving 
 the user’s FQDN and checking if their device is connected via VPN. The user is prompted 
 based on the following: 

 ●  If Loca�on Manager detects the user as being off-Site, it prompts the user to enter a 
 loca�on. 
 ●  If Loca�on Manager detects the user as being on-Site, it does not prompt the user to 
 enter a loca�on. The loca�on is automa�cally determined by matching network maps. 

 Scenario III  : Configure  Off-site  to  Prompt user to  enter a loca�on  and  On-site  to  User 
 loca�on determined by matching ERS Network Maps  .  On failure, prompt the user with a 
 list of building loca�ons. 

 Use this configura�on if you want the user’s loca�on to be determined by using ERS network 
 maps or provide the ability for the user to choose the building they are located at. In this 
 case, Loca�on Manager performs On-Site/Off-Site detec�on, by resolving the user’s FQDN 
 and checking if their device is connected via VPN. The user is prompted based on the 
 following: 

 ●  If Loca�on Manager detects the user as being off-Site, it prompts the user to enter a 
 loca�on. 
 ●  If Loca�on Manager detects the user as being on-site, it does not prompt the user to 
 enter a loca�on. The loca�on is automa�cally determined by matching network maps. 
 ●  If the user’s loca�on cannot be determined by network maps, the user is prompted 
 with a list of buildings to choose from. See Figure below. 



 Figure 195: Manual on-site mode- choosing from list of buildings 

 Scenario IV  : Configure  Off-site  to  Prompt user to  enter a loca�on  and  On-site  to  Prompt user 
 with a list of building loca�ons 

 In this configura�on: 

 ●  If Loca�on Manager detects the user as being off-Site, it prompts the user to enter a 
 loca�on. 
 ●  If Loca�on Manager detects the user as being on-site, it prompts the user to select 
 from the list of buildings that were provisioned in ERS. 



 Network Requirements 

 Certain parameters may need to be configured in your enterprise network to enable 
 Loca�on Manager. 

 Ac�on  items  such  as  modifying  the  enterprise  network  may  be  geared 
 towards  an  organiza�on’s  IT  personnel  rather  than  the  ERS  Portal 
 administrator. So, use discre�on in alloca�ng tasks. 

 Ports, Protocols and Host Names 

 Loca�on Manager only supports TLS 1.2 protocol. TLS 1.0, TLS 1.1 and SSL are not supported. 

 Table: Network Connec�vity Informa�on 

 Protocols  Ports  FQDN  IP Addresses 

 TLS 1.2  HTTPS (TCP/443)  Produc�on URL: 
 h�ps://admin.e911.8x8.co 
 m/ 

 ●  208.71.179.31 
 ●  208.71.176.31 

 Protocols Ports FQDN IP Addresses 

https://admin.e911.8x8.com/
https://admin.e911.8x8.com/


 Chapter  8 
 Filter  and  Export 
 Records 

 Contents 
 Overview  181 
 Setup and Apply Filters  182 
 Saving Filters and Displaying Records  184 
 Expor�ng Results  185 
 Edi�ng or Dele�ng a Saved Filter  185 



 Overview 

 Given the large number of records an account can have, ERS provides various filtering and 
 expor�ng capabili�es through the  Call Details Records  and  Provisioning  screens. 

 A�er filtering records, you can then export the records into a comma-separated values 
 (.CSV) text file. Furthermore, you can schedule automa�c genera�on of reports. For 
 instance, you can configure ERS to generate a record of all calls processed by the Security 
 Desk at the end of every month. 

 The procedure and the steps used to filter, generate a report, and schedule the 
 periodic genera�on of reports are the same for provisioning data (done through 
 the  Provisioning  screen) and for call record data  (done through the  CDRs List 
 screen). 

 To filter and export records: 

 Step One  -- Setup filters to narrow down the search  results. 

 Step Two  – Save your filter choices. 

 A�er saving your filter choices, you can choose to apply the filters right away and download 
 the results as a CSV file. Alterna�vely, you can schedule a report (Step Three) to download 
 the results at a later �me. 

 Step Three  – Setup a report schedule. 



 Setup and Apply Filters 

 The ERS portal contains two screens containing data that lend themselves to filtering, 
 expor�ng, and automa�c periodic file genera�on:  Provisioning  and  Call Details Records  . 

 The instruc�ons below use the  Call Detail Records  screen as an example, but the 
 procedure is the same for records available on the  Provisioning  screen. 

 ERS contains and displays a large amount of data. To enable users to easily view, edit, and 
 audit data, ERS contains various filters that are instrumental in narrowing down the search 
 results. This way, you can retrieve only the data you need and make the required changes. 

 For example, as an ERS admin, using filters, you can easily retrieve a list of unprovisioned 
 calls made from your account for the past month. 

 1  Access the screen where you want to filter records. Click on  Monitoring  🡪 
 Call Detail Records  , as shown in Figure 196 below. 

 Figure 196: Choosing Call Detail Records from Monitoring menu (Call Details Records example shown) 

 2  The  Call Details Records  screen displays. By default,  the available filter menu choices 
 and the call detail records for the current account are displayed. 

 When you access the  Call Details Records  screen from  a Level 1 account, CDRs 
 belonging to all your Deployment and Sub Accounts are displayed. To search by a 
 specific account, you can enter the account’s name in the Search bar and press 
 Enter  . 



 3  Under  Filter  , apply the desired filters to narrow  down the CDRs by  Call Type, 
 Call Destination, Call Status,  and  Last Updated  date.  See Figure 238 
 for an example. 

 The filter criteria and choices vary based on the ERS screen. For instance, the  Call 
 Details Records  screen contains  Call Type  ,  Call Destination  ,  Call 
 Status  , and  Last Updated  filters. Whereas, the  Provisioning  screen contains 
 Responder Type  ,  Routing Status  ,  Address Status,  and  Last 
 Updated  filters. All the filter choices are described  in  Appendix D: “CDR Search 
 and Filter Parameters”  . 

 By default, ERS contains a default filter called  All  Records  . Applying this filter 
 displays all records belonging to the current account, based on the screen. 

 Figure 197: Filtering CDRs List 

 4  Click the  Filter  bu�on. ERS retrieves all CDR results  that match the filter criteria you 
 selected, and the screen updates to reflect the matching results. 



 Saving Filters and Displaying Records 

 You can also save your filter choices. This can save �me if you want, for example, to 
 repeatedly retrieve the list of all unprovisioned calls in a month. 

 To save your filter criteria: 

 1  A�er choosing your filters, as described in  “Setup  and Apply Filters”  above, click on the 
 Save As  bu�on. 

 Figure 198: Choose Filters and Click Save As 

 2  In the  Save As  pop-up screen, enter a name for the  filter and click on the  Save  bu�on. 

 Figure 199: Enter a Name to Iden�fy the Saved Filters 

 The filter is saved and available under  My Saved Filters  ,  in the  Call Details Records 
 screen. 



 Expor�ng Results 

 A�er applying the required filters, you can download the results you see on your screen 
 into a CSV file. 

 To export results: 

 1  Click on  Export  bu�on from the CDR List screen. See  Figure 200. 

 Figure 200: Click on the Export bu�on to generate a CSV file with all the results that were retrieved a�er filtering 

 2  The  Export  screen appears. Enter an appropriate file  name and click  OK  . 

 The export file is generated and stored in the  File  Manager.  When required, you may click on 
 the file to download it. on top right of the screen. 

 Edi�ng or Dele�ng a Saved Filter 

 Once you save a filter, you can: 

 ●  Edit the filter name 
 ●  Delete the filter 



 Edi�ng or dele�ng a saved filter: 

 1  Click the  My Saved Filters  drop-down icon, and select  Manage Filters  . 

 Figure 201: Click on Manage Filters to edit or delete a saved filter 

 2  From the  Manage Filters  pop-up screen, click on the  filter’s name to edit it. This is 
 shown in Figure 202 below: 

 Figure 202: Click on the Filter’s Name to Edit 

 3  The filter name becomes an editable field. Enter a new name and click the check mark. 
 Make Changes to the Filter Name and Click the Check Mark Icon 

 4  To delete a filter, click on the associated delete icon. 

 5  A�er making the required changes to the filter, click the  Save  bu�on. 
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 Overview 

 The  ERS  portal  contains  various  audi�ng  and  monitoring  func�ons  that  enable  you  to  keep 
 track of ac�vity in the ERS. 

 In  the  ERS,  various  events  trigger  the  crea�on  of  a  record.  These  events  include  the  addi�on 
 of  an  ERL  or  subscriber  record,  calls  processed  by  the  ERS,  and  ERS  portal  user  logins.  These 
 records are stored in the ERS portal as: 

 ●  Call  Details  Records:  enabling  you  to  review  the  details  of  each  call  processed  by  the 
 ERS. 

 ●  Provisioning Logs:  enabling you to audit provisioning  ac�vity related to your account. 
 ●  HELD Service Status:  enabling you to view and audit  the transac�ons that occur 

 between the ERS and the HELD phone. 
 ●  Login History  : enabling you to view user ac�vity  on the portal. 



 Call Detail Records 

 When a call is processed by the ERS, a record of the call is saved and is called a Call Detail 
 Record or  CDR  . 

 The  Call Details Records  screen lists all the calls  origina�ng from your account including 
 provisioned and unprovisioned calls. All informa�on related to the calls such as your Account 
 Name, Account ID, ERL ID, and Subscriber ID are displayed in this screen. 

 Each call detail record also contains a link to its  CDR Details  screen. This screen contains 
 addi�onal informa�on related to your call. For example, the reason a call was routed to the 
 ECRC as opposed to the PSAP. 

 To view a call detail record, go to  Monitoring  🡪  Call Detail Records  . 

 CDR Details 

 To obtain more details related to a specific call, click on  CDR Details  icon from the 
 Actions  column, as shown in Figure 244. 

 Figure 203: Click the CDR Details Bu�on From the Ac�ons Column 



 The  Details  screen is displayed, as shown in Figure  204 below. 

 Figure 204: Details Screen Displaying Details Relevant to the Rou�ng of a Specific Call 

 The  Details  screen provides more details regarding  the call flow and call rou�ng 
 informa�on. Fields displayed in this screen vary depending on the type of call and the 
 account configura�on. Explana�on of each field and possible values are provided in  “CDR 
 Details Table”  . 

 Furthermore,  the  Details  screen  also  provides  the  Info  Message  field.  The  Info 
 Message  provides  details  as  to  why  the  call  was  routed  to  the  ECRC.  There  are  various 
 reasons as to why a call is routed to the ECRC. They are: 

 ●  Account is configured to direct calls with a specific address status to the ECRC 
 ●  Call originated from an ERL that does not have PSAP coverage 
 ●  ERL’s address status dictates that the call should be routed to the ECRC 

 See  “Info Message Field”  for a detailed descrip�on. 



 Provisioning Logs 

 The  Provisioning Logs  screen provides a list of all  provisioning changes made in your 
 account. This includes the crea�on, modifica�on, and dele�on of fixed ERLs as well as 
 caller-reported ERLs, subscribers, subnets, switches, wireless access points and Sub 
 Accounts. 

 The  Provisioning Logs  op�on is available from the  ERS main menu only 
 from Deployment and Sub Accounts. 

 To access  Provisioning Logs  : 

 1  From the ERS portal main menu, choose  Monitoring  🡪  Provisioning Logs 

 The  Provisioning Logs  screen displays, as shown in  Figure 205 below with all the changes 
 made in your account. The  Ac�on  column iden�fies  the nature of the modifica�on. 

 Figure 205: Provisioning Logs Screen 

 You can also filter and search records displayed in this screen. 



 HELD Service Status 

 The  HELD Service Status  screen provides records of  the informa�on exchanged between 
 HELD-compliant desk phones and the ERS. This includes informa�on about the HELD 
 requests that are sent to the ERS from the phone and the responses that the ERS sends to 
 the phone. 

 Records of HELD transac�ons are kept for a maximum for 30 days in the ERS. 
 They are deleted a�er this �me frame. 

 To view the status of the HELD transac�ons: 

 1  From the ERS portal main menu, choose  Monitoring  🡪  HELD Service Status.  See 
 Figure 206. 

 Figure 206: Choosing HELD Service Status Op�on from Main Menu 

 The  HEL D Service Status  screen displays, as shown  in Figure 248 with all the HELD 
 transac�ons that occurred in your account. The  Status  column iden�fies whether the HELD 
 request was valid or invalid. For a complete descrip�on of the columns displayed in this 
 screen, see  “HELD Service Status Field Descrip�ons”  . 



 Figure 207: HELD Service Status Screen 

 2  In  this  screen,  you  can  perform  the  following  ac�ons: 
 A      Apply filters to truncate the list of entries. 

 ◆  Example  1:  To  view  the  list  of  invalid  HELD  requests,  choose  Invalid  under 
 the  Status  filter  and  then  click  the  Filter  bu�on.  The  screen  updates  to 
 display only invalid HELD transac�ons. See Figure 208 for an example. 



 Figure 208: Filtering Search Results in HELD Service Status Screen 

 ◆  Example 2: To view the list of HELD transac�ons where the ERL was found 
 using the Subnet-ERL associa�on, choose  Subnet  from  the  ERL Found 
 filter op�on and click  Filter  . The screen updates  to display only HELD 
 transac�ons where the phone’s loca�on was found using the Subnet-ERL 
 associa�on that was pre-provisioned in the network map. See Figure 209 for an 
 example. 

 Figure 210: Filtering Search Results in HELD Service Status Screen 

 B  Clear the filters by clicking the  Reset Filter  bu�on. 
 C  View the ERL that was discovered for the phone by clicking the hyperlink under the 

 ERL ID Returned  column. See Figure 211 for an example. 



 Figure 211: Hyperlink under ERL ID Returned Column 

 You can search for a specific IP Address by entering the value in the  Search  text box. See 
 Figure 212 for an example. 

 Figure 212: Searching by IP Address 

 D  View any warnings or no�ces that the ERS displays regarding the HELD 
 transac�ons. See Figure 213 for an example. 

 I  Some HELD requests sent in the last 24 hours could not 
 be processed properly.  See details  . 
 When you click on the  See Details  hyperlink, the screen  updates to only 
 display HELD transac�ons with  Status  as  Invalid  . 

 II  In the last 24 hours, some phones could not retrieve a 
 location due to missing data.  See details  . 
 When you click on the  See Details  hyperlink, the screen  updates to only 
 display HELD transac�ons whose  ERL Found  status is  Not Found.  That is, 
 ERS could not determine the phone's loca�on and a 9-1-1 call from the phone 
 will be routed to ECRC. This message is displayed when the network map was 
 not properly provisioned in the ERS account or the phone did not provide the 
 required data in the HELD request to permit loca�on determina�on. 



 Figure 213: Warnings and No�ces Displayed in HELD Service Status Screen 
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 General Informa�on 

 Table 9: General Informa�on Field Defini�ons 

 Field Name  Descrip�on  Example 

 Account Name  The name of the account. Name must 
 have a minimum of 1 and maximum 100 
 characters. All special characters are 
 accepted. 

 ABC Group of Industries 

 Account Type  Type of account. This field cannot be 
 edited and configured by Support. 

 Enterprise SIP 

 NOC Contact  NOC number that can be called by the 
 ECRC under exigent circumstances. For 
 example, if a call is unprovisioned, and the 
 caller cannot confirm their address, the 
 ECRC will call this number to try to 
 confirm the emergency address. 

 Account ID  The account ID is auto-generated at the 
 �me of account crea�on. The account ID 
 varies by each account and is not 
 inherited by Deployment or Sub Account 
 from the Level 1 account. 

 Emergency Calls  The email and SMS address (es) 
 configured to receive emergency calls 
 no�fica�ons. 

 email: 
 jane.smith@ABCcompany.com 

 SMS:  5147452143@a�.txt.com 

 Maintenance Ac�vi�es  The email and SMS address (es) 
 configured to receive maintenance 
 no�fica�ons 

 email: 
 jane.smith@ABCcompany.com 

 SMS:  5147452143@a�.txt.com 

 NOC Contact  NOC number that can be called by the 
 ECRC under exigent circumstances. For 
 example, if a call is unprovisioned, and the 
 caller cannot confirm their address, the 
 ECRC will call this number to try to 
 confirm the emergency address. 

mailto:jane.smith@ABCcompany.com
mailto:5147452143@att.txt.com
mailto:jane.smith@ABCcompany.com
mailto:5147452143@att.txt.com


 Table 9: General Informa�on Field Defini�ons (Con�nued) 

 Field Name  Descrip�on  Example 

 PSAP  Public Safety Answering Point. An agency 
 responsible for answering 911 calls for 
 emergency assistance from police, fire, and 
 ambulance services. When selected as a 
 delivery method, a two-way 
 communica�on is established between the 
 caller and the PSAP operator. 

 Security Desk  An organiza�on’s internal security 
 personnel. When selected as a delivery 
 method,  a  two-way communica�on is 
 established between the caller and the 
 internal security desk personnel. 

 System Alerts  The email address (es) configured to 
 receive opera�onal alerts related to your 
 service. 

 Test Calls  Any call made by dialing the Test call 
 Direct Inward Dialing (DID) will be routed 
 to an Interac�ve Voice Recording (IVR) 
 that informs you of the status of your 
 account, the status of your address, and 
 the loca�on coverage. 

 Three way  A call delivery method that when chosen 
 routes the call to the Security Desk as well 
 as the PSAP. A three-way communica�on 
 is established between the caller, PSAP 
 operator, and the Security Desk 
 personnel. 

 Unprovisioned Calls  The email address (es) configured to 
 receive unprovisioned call no�fica�ons 



 ERL Name, Civic Address, and Geo-Coordinates 

 Table 10: ERL Name, Civic Address, and Geo-Coordinates Field Defini�ons 

 Field Name  Descrip�on  Example 

 City  Name of the city or 
 township 

 Alphanumeric, 32 characters maximum, 
 including numerical characters. 
 Examples:  New York  ,  Los Angeles  , 
 Chicago 

 Country  A 2-le�er country iden�fier.  2-characters maximum. 
 The only valid op�ons are:  US  or  CA 

 ERL Name  The  name  of  the  customer. 
 This  field  will  appear  on  the 
 PSAP screen as the “Name”. 

 1 to 32 characters 
 Alphanumeric 
 Accepted special characters include [# @ & 
 * ( ) - _ + , . : ; ” ’ /] 

 Find or enter Lat/ 
 Long 

 Radio Bu�on to enter a 
 loca�on using La�tude and 
 Longitude Geo-Coordinate 
 Informa�on to define a 
 loca�on—par�cularly a 
 loca�on that does not have 
 a civic address, such as an 
 oil rig. 

 Radio bu�on—Select (checked) or 
 deselect (unchecked) 

 House Number  House number including  800, 101-236, 101-236A 
 the House Number suffix  10 characters maximum. 

 Alphanumeric 
 Accepted special characters include . : / _ - 

 Label  The ERL label is not sent to 
 the PSAP. It provides 
 addi�onal iden�fying 
 informa�on about a 
 loca�on. It is o�en used to 
 define a group of loca�ons. 

 Alphanumeric 0 to 80 characters, including 
 spaces and the following characters _-,.#'()/ 
 The same ERL label can be assigned to 
 mul�ple loca�ons (ERLs) and do not need 
 to be unique. 



 Table 10: ERL Name, Civic Address, and Geo-Coordinates Field Defini�ons (Con�nued) 

 Field Name  Descrip�on  Example 

 La�tude  Used in Google Maps, 
 La�tude can be entered 
 into the Google Map search 
 field to define an 
 Emergency Response 
 Loca�on. 

 A numeric decimal value represen�ng a 
 geo-coordinate global posi�on. Expressed 
 as a posi�ve or nega�ve decimal. A 
 posi�ve La�tudinal decimal represents 
 North of the Equator; nega�ve represents 
 South of the Equator. 

 Example:  1  5.23456, -15.23456 

 Loca�on  Informa�on  that  provides  a 
 more  specific  descrip�on  of 
 the loca�on. 

 Alphanumeric from 1 to 60 characters (20 
 characters or less is recommended) 
 Special characters include [# @ & * ( ) - _ + , . 
 : ; ” ’ /] 

 Example: Suite 200, Floor 2 

 Note: Due to PSAP display limita�ons, 
 some addresses may be truncated 
 at the PSAP to 20 characters or less. 
 If possible, it is a best prac�ce to 
 use shorter addresses for E911. It is 
 recommended to test with the local 
 PSAPs before going into produc�on. 

 Longitude  Used in Google Maps, 
 Longitude can be entered 
 into the Google Map search 
 field to define an 
 Emergency Response 
 Loca�on. 

 A numeric decimal value represen�ng a 
 geo-coordinate global posi�on. Expressed 
 as a posi�ve or nega�ve decimal. A 
 posi�ve longitudinal decimal represents 
 East of the Equator; nega�ve represents 
 West of the Equator. 

 Example:  30.23456, -30.23456 

 State/Province  The state or province of the 
 loca�on. 

 2 characters maximum. The valida�on is 
 country specific. Examples:  CO, QC 



 Table 10: ERL Name, Civic Address, and Geo-Coordinates Field Defini�ons (Con�nued) 

 Field Name  Descrip�on  Example 

 Street/Road Name  Primary road or street 
 Due to PSAP display 
 limita�ons, an error may be 
 returned for any values 
 submi�ed that are over 48 
 characters  . It is a best 
 prac�ce to provision the RD 
 field between 1-48 
 characters. 
 For more informa�on, see 
 Appendix C: “  ERS Civic 
 Address Valida�on  ”  . 

 ZIP Code  US ZIP Code or CA Postal 
 Code 

 US 
 A five-digit zip code. Must include a 
 leading zero, if the zip code has one. 
 Example:  07827  is acceptable, 7827 is not. 

 CA 
 A six-digit, alphanumeric postal code. 
 Capitals le�ers and spaces are acceptable. 
 Example:  H2X 1R3 



 Provisioning Source 

 Provisioning Source  column provides informa�on on  the method that a specific ERL was provisioned 
 into the ERS records. 

 Table 11: Provisioning Source Possible Values 

 Possible Value  Descrip�on 

 ERS Interfaces  ERL was provisioned by one of the following methods: 
 ■  ERS Portal 
 ■  ERS SOAP Methods 
 ■  Batch func�onality 

 Loca�on Manager  ERL was provisioned via the Loca�on Manager applica�on. 

 Remote User Loca�on Service  ERL was provisioned through the Remote User Loca�on 
 service. 



 Rou�ng Op�ons 

 Table 12: Rou�ng Op�ons Field Defini�ons 

 Field Name  Descrip�on  Example 

 Language  When Country is chosen as US 
 when adding an ERL, this op�on is 
 not displayed. 

 When Country is chosen as Canada 
 (CA) when adding an ERL, two 
 language op�ons are displayed: 
 English and French. 

 Custom Callback  The Custom Callback is a Direct 
 Inward Dial (DID) number that is 
 used as the caller ID sent to the 
 PSAP. 
 The Custom Callback field can be 
 used to over-ride the global 
 callback se�ng, when you need to 
 allocate a custom callback number 
 on a per-ERL basis. For example, 
 you can use a custom number to 
 route a PSAP callback to a central 
 answering point, security desk, or 
 recep�onist. 

 10-digit number 



 Table 12: Rou�ng Op�ons Field Defini�ons (Con�nued) 

 Field Name  Descrip�on  Example 

 Delivery Method  An ERL-level delivery method that 
 instructs how an emergency call 
 will be routed. 

 Three op�ons: 
 PSAP Direct:  A PSAP Direct call is 
 routed directly to the PSAP. 
 Three-way:  A three-way call 
 establishes a connec�on between 
 the caller, a PSAP, and the security 
 desk. 
 Security Desk:  An emergency call is 
 delivered directly to the security 
 desk. The call is not directed to the 
 PSAP. 
 Note: If you have chosen to 

 override the ERL Security 
 Desk DID, the Security Desk 
 DID configured here will not 
 take precedence. In such an 
 instance, then the Security 
 Desk DID configured at the 
 dial plan will apply. 

 Emergency Call 
 No�fica�on 

 Email or SMS addresses that will 
 receive system no�fica�ons when 
 an emergency call is made. It is 
 highly recommended to use email 
 distribu�on lists for easier 
 maintenance. 

 Note: To receive no�fica�ons via 
 SMS, you must be 
 subscribed to an email-to- 
 text service with your 
 telephony provider. The 
 SMS no�fica�ons are in the 
 form of abridged email 
 alerts. 

 Email:  johnsmith@company.com 

 SMS  :  5147452143@txt.a�.net 

 ERL ID  A unique iden�fier that the ERS 
 system uses to access the ERL. 
 Specifying an ERL ID is op�onal. If 
 an ERL ID is not provided, ERS will 
 auto-generate one. 
 Note: We recommend that you use 
 the ERL Label to group ERLs since 
 they need not be unique. 

 Alphanumeric 1 to 36 characters 
 including spaces and the following 
 characters: _-.'() 

 Auto-generated format: 63DA2355- 
 A0FB-4B19-9FDA-839DCF81E2BA 

 Example: All employees on Floor 3. 

mailto:johnsmith@company.com
mailto:5147452143@txt.att.net


 Table 12: Rou�ng Op�ons Field Defini�ons (Con�nued) 

 Field Name  Descrip�on  Example 

 ERL Label  The ERL Label is not sent to the 
 PSAP. It provides addi�onal 
 iden�fying informa�on about a 
 loca�on. It is o�en used to define a 
 group of loca�ons. 

 Alphanumeric 0 to 80 characters, 
 including spaces and the following 
 characters _-,.#'()/ 

 The same ERL label can be assigned 
 to mul�ple loca�ons (ERLs) and do 
 not need to be unique. 

 No�fica�on 
 Display 

 Either the original or a remapped 
 phone number that displays at the 
 security desk. 

 Original:  The original 10-digit DID or 
 the extension number of the caller 
 displays as the callback number. 
 Remapped:  Remapped  callback 
 number  that  shows  the  10-digit 
 number  from  Extension-Bind,  or 
 custom callback number. 

 Security Desk DID  10-digit phone number that is used 
 to reach the enterprise Security 
 Desk. 

 10-digit number 

 Security Desk 
 Mute 

 Only applicable if the delivery 
 Method  is set to  Three-way  . The 
 se�ng is applicable for the 
 dura�on of the call. 

 Op�ons:  Unmute  or  Mute 



 Subnets 

 Field  Descrip�on  Format and Example 

 Subnet Name  Name for the Subnet. 
 Enter an easily 
 iden�fiable name for 
 your subnet. 

 Example: Basement Office 

 Subnet Mask  IP address of the 
 Subnet that is 
 associated to the ERL. 

 Must be in standard IPv4 address format. 

 Example: 192.168.92.2/24 



 Wireless Access Points 

 Field  Descrip�on  Format and Example 

 Wireless Access 
 Point Name 

 Name of the Wireless Access Point  Example: Floor 1 

 BSSID  Wireless Access Point’s BSSID that is 
 associated to the ERL. 

 Must be in standard MAC 
 address format. 

 Example: 34:8a:ae:68:87:ef 

 Access Point ID  System-generated ID for the Wireless 
 Access Point. 



 Switches and Ports 

 Field  Descrip�on  Example 

 Switch Name  Name of the switch.  Example: Conference Room 

 Chassis ID  Chassis ID of the switch.  Up to 256 alphanumeric and special 
 characters are accepted. 

 Acceptable formats 
 include: 
 ■  Hostname 

 Examples: 
 Host Name: Floor1.enterprise.com 

 ■  IP Address 
 ■  MAC Address  IP Address: 192.168.92.3 

 MAC Address: 11:22:33:44:55:66 

 Port Name  Name of the port.  Example: Coffee Room, Gi01/9/8 

 Port ID  Switch Port or port 
 associated to an ERL. 
 Acceptable formats 
 include: 
 ■  IP Address 

 Up to 256 alphanumeric and special 
 characters are accepted. 

 Examples: 
 IP Address: 192.168.92.3 

 ■  MAC Address 
 ■  Port Name  MAC Address: 11:22:33:44:55:66 
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 Batch Provisioning History 

 Table 14: Batch Provisioning History 

 Column Name  Descrip�on 

 Batch Files  This column lists the names of all the batch files that were uploaded 
 into the system. 

 Batch Log  This column lists the batch log files and error log files that were 
 generated during the provisioning process. 

 Date Loaded  This column gives the day, date, and the �me the batch file was 
 uploaded into the ERS. 

 Status  This column gives the final status of the batch files that were 
 provisioned. 

 Records  This column refers to the number of records that were provisioned. 

 Successes  This column refers to the number of successful records provisioned. 

 Errors  This column refers to the number of erroneous records. 

 Ac�ons  This column displays the various ac�ons you can perform. 



 Batch Provisioning Log Codes 

 ERS generates a log file in CSV format to record the results of the batch opera�ons and to 
 provide feedback on the result of the opera�on. ERS also generates an “error log” if rows 
 failed valida�on. Table 15 describes the operators that appear in the  OP  column of the CSV 
 file; Table 16, lists the messages displayed a�er batch processing, including error messages. 

 Table 15: Operators used in Batch Results 

 Operator  Descrip�on 

 A  Add or Modify 
 D  Delete 
 X  Delete an ERL and its associated subscribers and 

 any subnets 

 M  Move a subscriber or subnet from one ERL to 
 another 

 Table 16: Batch Provisioning Log Codes 

 Batch Results  A  D  X  M 

 Valida�on Successful. <string from valida�on result>  X 

 Successfully Validated Loca�on. Automa�cally corrected 
 address to MSAG format.’ 

 X 

 ERL created.  X 

 ERL modified.  X 

 ERL modified and added to the VPC.  X 

 ERL modified and deleted from the VPC.  X 

 ERL added to the VPC.  X 

 ERL deleted from the VPC.  X 

 ERL Deleted.  X  X 

 ERL cannot be deleted. Subscribers are s�ll assigned to the 
 ERL. 

 X 

 No changes required.  X 

 ERL record does not exist.  X 

 Record does not have the correct number of fields.  X 

 Opera�on is invalid. 



 Table 16: Batch Provisioning Log Codes (Con�nued) 

 Batch Results  A  D  X  M 

 Valida�on Failed < Detailed results string from Valida�on 
 request > 

 X 

 Crisis Email format is not valid.  X 

 Security Desk DID format is not valid.  X  X 

 Security Desk Mute op�on value is not valid.  X 

 No�fica�on Display Op�on value is not valid.  X 

 Custom Callback DID format is not valid.  X 

 Subscribers cannot be moved from one ERL type to another.  X 
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 Overview 

 The Emergency Rou�ng Service (ERS) validates the accuracy of the address you enter when 
 you add an Emergency Response Loca�on (ERL). During the address valida�on process, ERS 
 tries to match the civic address informa�on you entered to the address records already 
 present in the Master Street Address Guide (MSAG) authority records. The MSAG is a list of 
 all known valid address loca�ons within a 911 service area. If the civic address informa�on 
 you entered matches a known MSAG record, then the ERS returns a “Valid” status and you 
 can add the emergency loca�on address record to ERS. 

 In some cases when an address is validated, the system automa�cally corrects the address 
 informa�on. An example showing a corrected address is shown in Figure 214 below. 

 Figure 214: An ERL Address Record That is Automa�cally Corrected During Address Valida�on 



 Level of Service 

 When an address is validated, level of service indicates the  Responder Type  ,  Routing 
 Status  ,  and  Address Status  . 

 Table 17: Level of Service Types 

 Service Level 
 Type 

 Descrip�on 

 Responder Type  Indicates the final des�na�on of the call. 
 PSAP:  The call will be routed directly to the PSAP. 
 ECRC:  The call will first be routed to the Emergency  Call Relay Center (ECRC) to 
 then be transferred to the PSAP. This is usually the case for remote PSAPs that are 
 not served directly by an Enhanced 911 selec�ve router. 

 Rou�ng Status  Indicates whether the PSAP or the ECRC receives the caller’s address informa�on at 
 call �me. 
 Enhanced:  The PSAP receiving the call will also automa�cally  receive the civic address 
 and loca�on informa�on associated with the call. 
 Basic:  The PSAP receiving the call will not receive  the loca�on of the caller. The 
 address and loca�on informa�on will have to be provided verbally to the 911 call 
 taker. 
 None:  There is no coverage for this loca�on and the  call will first be routed to the 
 ECRC to then be transferred to the PSAP. 

 Address Status  Indicates the accuracy of the address informa�on entered. 
 Valid:  The address provided is valid and matches with  the MSAG records. See 
 “Overview”  . This is a permanent state and will not  change. 
 Pending-Civic:  The address has failed to match any  of the records present at the 
 MSAG authority. This could be due to an error in the House Number or Street 
 Name. It has been submi�ed to the DIU for processing. This is not a permanent 
 state and a�er review, will be changed. For more informa�on, see  “Address Status 
 Post-Processing”  . 
 Pending-Geo  : The address has failed valida�on and  could not be geocoded. This 
 address is then sent to the DIU for processing. This is not a permanent state and 
 a�er review, will be changed. For more informa�on, see  “Address Status Post- 
 Processing”  . 
 Pending-MSAG:  Address is valid but the MSAG authority  does not have this 
 address in its records. This might happen when the address belongs to a new 
 housing development or a similar scenario. A no�ce is sent to the MSAG authority 
 to add this address to their records. A�er processing, the address status becomes 
 “Corrected”. See  “Address Status Post-Processing  . 



 Note:  The ECRC handles unprovisioned and failover  911 calls. The ECRC is staffed by 
 APCO-cer�fied emergency call takers who confirm the caller’s loca�on and transfer 
 the call. 

 Address Status Post-Processing 

 Addresses  that  return  a  status  other  than  “Valid”  must  be  processed  and  corrected  by  the 
 DIU.  See  “Overview”  .  Some  statuses,  even  a�er  DIU  processing,  may  require  ac�on  on 
 your part. 

    Invalid-Civic:  The address was processed by the DIU  but they could not correct it. The 
 address informa�on was either missing the House Number or the Street Name. 
    Invalid-Geo:  The address was processed by the DIU  but the address s�ll fails to 
 geocode. 
    Corrected:  The address has been corrected by the DIU.  No further ac�on is required. 
    Corrected-Other  :  The  address  informa�on  was  corrected  by  the  DIU.  Geo-coordinates  were 
 manually  entered  by  the  DIU  but  an  MSAG  match  could  not  be  found.  The  record  will  not  be 
 added to the MSAG authority. 

 The  following  table  maps  the  ini�al  value  of  the  address  status  to  the  final  value  seen  on 
 the ERS portal a�er processing by the DIU: 

 Ini�al address status a�er valida�on  Final address status a�er processing 

 Pending –Civic 
 Corrected 

 Invalid-Civic 

 Pending-Geo 
 Corrected 

 Invalid-Civic 

 Invalid-Geo 

 Corrected-Other 
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 CDR List Field Descrip�ons 

 The  CDR List  page shows the emergency calls made from  your account. By default, all of 
 the emergency calls made from your account are displayed. 

 Table 18: CDR List Field Descrip�ons 

 Field  Descrip�on 

 Address Informa�on  Civic address informa�on associated with the call. Alterna�vely, 
 this can also be Geo-coordinate (la�tude and longitude) 
 informa�on used to define a loca�on and provision the ERL 
 along with any op�onal address informa�on. 

 Start Time  Start �me for the call. Provided in this format: Day Month Date 
 Time Timezone Year. 
 Example: Fri Mar 11 09:44:11 EST 2018 

 Company Name  Name of your company provided at the �me of account 
 crea�on. 

 Call Type  Type of call that was processed. Possible values are: 
 ■  Callback  : Call made by the PSAP or ECRC operator to  reach 

 the caller, if required. 
 ■  CRN  : Back-door call made by customer in case SIP 

 connec�vity to the ERS is lost. 
 ■  911  : Call made by dialing 9-1-1. 
 ■  Security Desk  : Call made to the organiza�on’s Security  Desk. 
 ■  Test  : Call made by dialing a pre-configured test call  number. 
 ■  Three Way  : Call that takes place between the caller,  PSAP 

 operator, and the Security Desk personnel. 
 ■  PSAP Link  : Call made by the ECRC operator in order  to 

 transfer the 911 caller to the PSAP. 

 Call Status  Outcome of the call. Possible values are: 
 ■  Canceled:  The call was terminated by the caller. 
 ■  Completed  : The call was terminated a�er it was answered  by 

 the PSAP. 
 ■  Connected  : The call was answered by the PSAP and the  caller 

 is currently connected to the PSAP. 
 ■  Dialing  : The processing was completed and the call  rou�ng 

 module is dialing the call des�na�on. 
 ■  Failed  : The call was terminated before it could be  answered 

 by the PSAP. 
 ■  Failed Over  : The call has failed over to the other  data center. 
 ■  Incoming:  The call was received by the call rou�ng  module 

 and is being processed. 
 ■  Ringing  : The call is ringing at the PSAP. 



 Table 18: CDR List Field Descrip�ons (Con�nued) 

 Field  Descrip�on 

 Dura�on(s)  The dura�on that the call lasted (in seconds). 

 Subscriber ID  Subscriber ID of the caller. 

 ERL ID  ERL ID of the caller. 

 Address Informa�on  Address informa�on associated with the call. 

 Callback Number  10-digit callback number of the caller, if applicable. 

 Call Des�na�on  Indicates the des�na�on of the call. Possible values are: 
 ■  ECRC:  the call was routed to the ECRC. 
 ■  PSAP:  the  call was routed to the PSAP. 
 ■  VPSAP  : the call was routed to the VPSAP. 
 ■  Security Desk  : the call was routed to the Security  Desk. 
 ■  ECRC+Security_Desk  : the call was routed to the ECRC  as well 

 as the Security Desk. 
 ■  PSAP+Security_Desk:  the call was routed to the PSAP  as 

 well as the Security Desk. 
 ■  VPSAP+Security Desk  : the call was routed to the VPSAP  as 

 well as the Security Desk. S 
 ■  Test  : the call was a test call. 

 Provisioned Call  Yes  or  No  to indicate whether the call was provisioned  or 
 unprovisioned. 

 Ac�ons  CDR Details are available under this column. See  “CDR  Details 
 Table”  . 



 CDR Details Table 

 Note:  The fields marked with an asterisk (*) below  are also present in the  CDR List  screen. 

 Table 19: CDR Details Screen Field Descrip�ons 

 Field  Descrip�on and Possible Values (where applicable) 

 Account Name*  Name of your company provided at the �me of account crea�on. 

 Account ID*  Iden�fier for your account. 

 Call Received*  Time that the call was received. 

 Call Answered  Time that the call was answered. 

 Call Terminated  Time that the call was terminated. 

 Call Dura�on*  Dura�on that the call lasted, in seconds. 

 Call Type*  Type of call that was processed. 

 Call Status*  Status of the call that was processed. 

 Account Mode  Mode that the account is currently in, depending on the account 
 configura�on. Possible values: 
 Live 
 Demo 

 SIP Call ID  Iden�fier for the SIP call. 

 Info Message  Field displays the reason why the call was routed to the ECRC. Only 
 populated when the call is routed to the ECRC; otherwise it is blank. 

 VIA Header  Can be used to trace the account from where the call originated as 
 well as the path of the call. 

 Incoming DNIS  Dialed Number Iden�fica�on Service contains the callback number of 
 the caller or the Subscriber ID. 

 Incoming FROM  Field that displays the origina�ng informa�on related to the call. 

 Incoming CONTACT  Field that can be used to trace the account from where the call 
 originated as well as the path of the call. 

 Incoming PAI  The P-Asserted-Iden�ty that comes in with the call. Depending on 
 your account configura�on se�ngs, this field most o�en contains the 
 caller’s Subscriber ID or the callback number. 



 Table 19: CDR Details Screen Field Descrip�ons (Con�nued) 

 Field  Descrip�on and Possible Values (where applicable) 

 Incoming E911-USER- 
 INFO 

 SIP header can be used for one of the following: 
 ■  To include the caller’s IP address and is used to iden�fy the subnet 

 to which the IP address belongs to. 
 ■  To include the caller’s geo-coordinate informa�on (la�tude and 

 longitude) for enterprises that do not wish to send geo- 
 coordinates in the PIDF-LO. 

 Incoming Geo- 
 Loca�on 

 Geo-coordinates (la�tude, longitude) that were sent at call �me. 

 Incoming SDP Session 
 Name 

 This is the name of the SDP session in the incoming SIP Invite. 
 In ERS, it is used to iden�fy a HELD-compliant device that does not 
 send a Loca�onUri at call �me. 

 Call Des�na�on*  The des�na�on of the call. 

 Callback Number  The callback number associated with the call. 

 ERL ID*  ERL ID of the subscriber who placed the call. 

 Name <NAM>*  Name of the ERL associated with the subscriber who placed the call. 

 House Number 
 <HNO>* 

 House Number of the ERL associated with the subscriber who placed 
 the call. 

 Street/Road <RD>*  Street name or the road name of the ERL associated with the 
 subscriber who placed the call. 

 Loca�on*  Loca�on of the ERL associated with the subscriber who placed the 
 call. 

 City/Town <A3>*  City or township of the ERL associated with the subscriber who placed 
 the call. 

 State <A1>*  State (or province) of the ERL associated with the subscriber who 
 placed the call. 

 Zip Code <PC>*  Zip or postal code of the ERL associated with the subscriber who 
 placed the call. 

 Country*  Country name of the ERL associated with the subscriber who placed 
 the call. 

 La�tude  A numeric decimal value represen�ng a geo-coordinate global 
 posi�on. Expressed as a posi�ve or nega�ve decimal. A posi�ve 
 La�tudinal decimal represents North of the Equator; nega�ve 
 represents South of the Equator. 



 Table 19: CDR Details Screen Field Descrip�ons (Con�nued) 

 Field  Descrip�on and Possible Values (where applicable) 

 Longitude  A numeric decimal value represen�ng a geo-coordinate global 
 posi�on. Expressed as a posi�ve or nega�ve decimal. A posi�ve 
 longitudinal decimal represents East of the Equator; nega�ve 
 represents West of the Equator. 

 User-Provided Lat/ 
 Long 

 Yes indicates that the ERL was provisioned using La�tude and Longitude 
 Geo-coordinates. 

 Provisioned*  Yes or No to indicate whether the call was provisioned or 
 unprovisioned. 

 Subscriber ID  Iden�fier of the subscriber that made the call. 

 Security Desk 
 Des�na�on 

 Applicable only for calls made to a Security Desk. Provides the 
 Security Desk DID that was configured for your account. 

 Security Desk Status  Outcome of the three-way or Security Desk call. Possible values are: 
 ■  Canceled:  The call was terminated by the 911  caller. 
 ■  Completed:  The  call  was  terminated  a�er  it  was  answered  by  the 

 Security Desk and PSAP, or only the Security Desk. 
 ■  Connected:  The  call  was  answered  by  the  Security  Desk  and  PSAP 

 or  only  the  PSAP  and  the  911  caller  are  currently  connected  to  the 
 respec�ve par�es. 

 ■  Dialing  :  The  processing  was  completed  and  call  rou�ng  module  is 
 dialing the call des�na�on. 

 ■  Failed  :  The  call  was  terminated  before  it  could  be  answered  by  the 
 appropriate par�es. 

 ■  Failed Over:  The call has failed over to the other  data center. 
 ■  Incoming:  The  call  was  received  by  the  call  rou�ng  module  and  is 

 being processed 
 ■  Ringing:  The  call  is  ringing  at  the  Security  Desk  and  PSAP  or  only 

 the Security Desk. 

 Security Desk Call 
 Dura�on 

 Dura�on in seconds that the Security Desk call lasted for. Applicable 
 only for Three-Way and Security Desk calls. 

 Security Desk Call 
 Date Answered 

 Day, date, and �me that the Security Desk call was answered. 
 Applicable only for Three-Way and Security Desk calls. 
 Ex: Fri May 4 17:07:37 EDT 2018 

 Security Desk Call 
 Date Terminated 

 Day, date, and �me that the Security Desk call was terminated. 
 Applicable only for Three-Way and Security Desk calls. 

 Note:  The  Via Header  ,  Incoming DNIS  ,  Incoming FROM  ,  Incoming CONTACT 
 and  Incoming PAI  fields are SIP headers that are present  in the SIP message 
 that comes in at call �me. 



 Info Message Field 

 The  Info Message  field in the  CDR Details  page provides  addi�onal informa�on about 
 why the emergency call was routed to the ECRC. The  Info Message  field is only 
 populated if the call was routed to the ECRC, otherwise it is blank. 

 Table 20: Info Message Table 

 Info Message  Descrip�on 

 Account configura�on - route 
 to ECRC with basic loca�on 

 The call was routed to the ECRC since the subscriber’s account 
 is configured in this manner. Addi�onally, the subscriber’s 
 loca�on is not displayed at the ECRC terminal and the 
 subscriber is asked to verbally confirm their loca�on. 

 Account configura�on – route 
 to ECRC with enhanced 
 loca�on 

 The  call  was  routed  to  the  ECRC  since  the  subscriber’s  account 
 is  configured  in  this  manner.  However,  the  subscriber’s  loca�on 
 is automa�cally displayed at the ECRC terminal. 

 ERL has no PSAP coverage – 
 route to ECRC 

 The call was routed to the ECRC since the subscriber’s loca�on 
 is not served by any PSAP. 

 ERL not found – route to ECRC  The call was routed to the ECRC since the subscriber’s loca�on 
 informa�on was not found in the ERS database. To fix this issue 
 and ensure call is routed to the PSAP, please re-provision this 
 subscriber’s loca�on. 

 Address in Invalid-Geo Status 
 – route to ECRC 

 The call was routed to the ECRC since the subscriber’s address 
 was in “Invalid-Geo” status. See  “Address Status Post- 
 Processing”  for more informa�on. 

 Address in Pending-Geo 
 status - route to ECRC 

 The call was routed to the ECRC since the subscriber’s address 
 was in “Pending- Geo” status. See  “Level of Service”  for more 
 informa�on. 

 Expired/Unassigned 
 Extension Bind DID - route to 
 ECRC 

 The call was routed to the ECRC since the call could not be 
 processed by the ERS due to the following reasons: 
 ■  PSAP has called the subscriber back with an expired 

 number. 
 ■  Automated call from a number that is unallocated. 

 Address in Pending-Geo 
 status - route to ECRC 

 The call was routed to the ECRC since the subscriber’s address 
 was in “Pending- Geo” status. See  “Level of Service”  for more 
 informa�on. 
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 Provisioning Log Field Descrip�ons 

 Table 21: Provisioning Log Screen Field Descrip�ons 

 Field  Descrip�on 

 Account ID  ID of the account under which a modifica�on was made. 
 Example: When a Sub Account is added, the Deployment 
 account ID under which the Sub Account is created is displayed 
 in the Account ID column. 
 Example: When a subscriber is added to a Sub Account, the Sub 
 Account’s ID is displayed here. 

 Account Name  Name of the account under which modifica�on was made. 
 Example: When an ERL is added to a Sub Account, the Sub 
 Account’s name is displayed in this field. 

 Item  Type of ERS data that was modified. Possible values are: 
 ■  Account 
 ■  Loca�on 
 ■  Subscriber 
 ■  Subnet 
 ■  Wireless Access Point 
 ■  Switch 
 Example: When an ERL is modified, the term “Loca�on” is 
 displayed in this field. 
 Example: When a subnet is associated to an ERL, the term 
 “Subnet” is displayed in this field. 

 ID  Displays the iden�fier pertaining to the data that was modified. 
 Example: When a subscriber is added, the subscriber ID is 
 displayed here. On the other hand, if a Sub Account is created, 
 the Sub Account ID is displayed here. 

 Address  Could be one of the following: 
 ■  Loca�on informa�on associated to the ERL or subscriber. This 

 field is not populated when a Sub Account is created or 
 modified. 

 ■  “Determined at call �me” is displayed for subscribers whose 
 address is determined when the call is received by the ERS. 
 No address informa�on is stored in the ERS for these 
 subscribers. 

 Loca�on  Op�onal addi�onal loca�on informa�on that was provided 
 when the ERL was modified. This field is not populated when a 
 Sub Account is created or modified or for subscribers whose 
 address is determined at call �me. 



 Table 21: Provisioning Log Screen Field Descrip�ons (Con�nued) 

 Field  Descrip�on 

 Name  Name of the account to which the modifica�on was made. 

 When modifica�ons are made to the ERS provisioning data— 
 that is, ERLs, subscribers, subnets or switches—the  Name 
 column and the  Account Name  column are the same. 

 However, when a Sub Account is created, the Name column 
 displays the new Sub Account name; whereas, the Account Name 
 displays the Deployment account name to which the Sub Account 
 was added. 

 Ac�on  Displays the exact ac�on performed that warranted the crea�on 
 of this record. Possible values are: 
 ■  Added  : When informa�on is added to the account 
 ■  Modified  : When informa�on is modified 
 ■  Deleted  : When informa�on is deleted from the account 
 ■  REFERRAL COMPLETE  : When the Data Integrity Unit (DUI) 

 updates addresses with “Pending.” This ac�on also creates a 
 log. 

 User  The ERS Portal user who made the modifica�on. If the 
 modifica�on was made by a nomadic emergency caller, this 
 field displays “Loca�on Manager”. Possible values are  : 
 ■  User name of the ERS Portal user 
 ■  SOAP API:  when the SOAP API user updates their loca�on 
 ■  Loca�on Manager:  when the caller updates their loca�on 

 using the 911 Loca�on Manager applica�on. 
 ■  HELD auto-registra�on:  when auto-registra�on feature  was 

 ac�vated in the account. 
 ■  SYSTEM:  when the DUI updates loca�ons from “Pending” 

 status to “Corrected” status. 

 Date  Date and �me the modifica�on was made. 



 Provisioning Log Filter Parameters 

 Table 22: Provisioning Log Filter Parameters 

 Field  Descrip�on and Possible Values (where applicable) 

 Item  Filter by: 
 ■  Account 
 ■  Loca�on 
 ■  Subscriber 
 ■  Subnet 
 ■  Wireless Access Point 
 ■  Switch 

 Ac�on  Filter by: 
 ■  Added 
 ■  Modified 
 ■  Deleted 
 ■  Referred 

 Date  Pick a specific month from the drop-down list. 

 Hide SOAP API User  On  or  Off 
 When checked, modifica�ons made by a SOAP API user are not 
 included in the provisioning logs. 

 Include Sub Accounts  On  or  Off 
 When checked, the Provisioning Logs will include the Sub Accounts 
 that are associated with the Deployment account from which you are 
 genera�ng the Provisioning Logs. 
 Note: The  Include Sub Accounts  filter is only available  for 

 Deployment accounts. 

 Reset Filter  Removes all configured filters. 
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 Field Descrip�ons 

 Table 23: HELD Service Status Field Descrip�ons 

 Field  Descrip�on  Formats and Examples 

 NAI  Subscriber’s iden�fying informa�on that was sent 
 in the HELD request. 

 Possible Formats  : 
 ■  subscriber@fqdn 
 ■  subscriber@ip 
 ■  subscriber 

 Examples  : 
 ■  5147452143@192.168.10.190 

 Received  Date and �me the HELD Request was received by 
 the ERS. 
 Format: YYYY-MM-DD HH:MM:SS 

 Format  : YYYY-MM-DD 
 HH:MM:SS 

 Example  : 2021-03-12 12:30:35 

 Status  Status of the HELD Request. 
 Possible Values: 
 ■  Valid:  The HELD request was valid and 

 processed by the ERS. 
 ■  Invalid - HELD Disabled  : The HELD Service 

 op�on was not ac�vated on your account. 
 Invalid - XML Parsing Error:  The XML 
 request could not be parsed since it was not 
 RFC5985- compliant. 

 ■  Invalid - Not Authorized  : The account is not 
 authorized to use the HELD service since the 
 cer�ficate provided is invalid or has been 
 disabled. 

 LOC Type Value  Type of loca�on informa�on the phone requested 
 from ERS in the HELD request. 
 Possible Values: 
 ■  loca�onURI 

mailto:5147452143@192.168.10.190


 Table 23: HELD Service Status Field Descrip�ons 

 Field  Descrip�on  Formats and Examples 

 LOC Type Exact  Accuracy of the loca�on informa�on requested. 
 This value in conjunc�on with the  LOC Type 
 Value  determine the values that ERS should 
 return in the HELD Response. 
 Possible Values: 
 ■  True 
 ■  False 
 Note: Please note that even though ERS can 

 process HELD requests with  LOC Type 
 Exact  value as  False  , it is 
 recommended to send this value as  True  . 

 IP Address  IP address sent in the HELD Request.  Example  : 198.168.8.101 

 BSSID  BSSID sent in the HELD Request.  Example  : 11:22:33:44:66:77 

 Chassis ID  Chassis ID sent in the HELD Request.  Example  : 88-5a-92-6a-8a-80 

 Port ID  Port ID sent in the HELD Request.  Example  : Gi2/0/17 

 MAC Address  MAC Address sent in the HELD Request.  Example  : 64-16-7f-1b85-e6 



 Table 23: HELD Service Status Field Descrip�ons 

 Field  Descrip�on  Formats and Examples 

 ERL Found  Network element that the ERS used to find the 
 phone’s loca�on. ERS finds the ERL by matching the 
 network element sent in the HELD request to the 
 pre-provisioned network map in the account. 
 Possible Values: 
 ■  Subnet  : IP address sent in the HELD Request 

 was matched to a subnet provisioned in the 
 account. 

 ■  Wireless Access Point:  BSSID sent in the HELD 
 Request was matched to the Wireless Access 
 Point provisioned in the account. 

 ■  Switch  : Chassis ID that was sent in the HELD 
 request was matched to a switch provisioned in 
 the account. 

 ■  Port  : Port ID that was sent in the HELD request 
 was matched to the port (if available) or the 
 switch (under which the port was added) 
 provisioned in the account. 

 ■  Not Found  : ERS could not find a match between 
 the network element sent in the HELD request 
 and the pre-provisioned network map. 

 ERL ID 
 Returned 

 ERL ID of the phone’s loca�on found by ERS by 
 matching the network element in the HELD 
 request with the pre-provisioned network map. 
 This ERL ID was sent to the phone in the HELD 
 response. 
 Possible Values: 
 ERL ID  : ERL ID of the phone, determined by ERS 
 ECRC  : ERS was unable to find a match. 9-1-1 call 
 from this phone will be routed to ECRC. 
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 Important Concepts and Guidelines in LM 1.x 

 On-Site vs Off-Site 
 On-site users are physically present at the enterprise’s loca�on. On the contrary, off-site 
 users are not physically present at the enterprise loca�on. They typically connect and access 
 the company’s resources via a VPN connec�on. 

 911 Loca�on Manager determines whether the user is on-site or off-site based on the 
 configured  "FQDN"  and  "Subnet"  . 

 Off-site subscribers are prompted to self-report their loca�on whereas on-site subscribers 
 will have their loca�on determined automa�cally. 

 On-Network vs Off-Network 
 When a user is on-network, it means they are connected to the organiza�on’s internal 
 network- irrespec�ve of whether they are on-site or off-site. Off-site users typically use a 
 VPN connec�on to access the organiza�on’s internal network- these users are considered 
 on-network. 

 A user is considered off-network when they are not connected to the organiza�on’s network. 

 911 Loca�on Manager determines whether the user is on-network or off-network by 
 a�emp�ng to reach the enterprise’s internal  "FQDN"  . 

 FQDN 
 An FQDN or Fully Qualified Domain Name that can be reached only when the user is on- 
 network, is configured. If 911 Loca�on Manager can reach this internal FQDN, then the user 
 is determined to be on-network. 

 But the user could be on-network but off-site. This is why  "Subnet"  configura�on should be 
 considered. 

 Subnet 
 Off-site  users  generally  connect  to  an  organiza�on’s  network  via  a  VPN  connec�on.  These 
 VPN  connec�ons  are  added  as  subnets.  When  911  Loca�on  Manager  determines  that  the 
 users are located on these subnets, then these users are considered off-site. 

 Registra�on 
 All users need to provide their phone number to 911 Loca�on Manager upon ini�al 
 installa�on. This links the user to the specific instance of the applica�on- this is called 
 “Registra�on”. 

 How does 911 Loca�on Manager Work? 

 Is the user on the enterprise network? 
 911 Loca�on Manager a�empts to reach the configured FQDN. 

 ●  If the FQDN cannot be reached or has not been configured, 911 Loca�on Manager 
 considers the user to be off-site and prompts the user for their address. 



 ●  If the FQDN can be reached, 911 Loca�on Manager considers the user 
 to be on- network and proceeds to check if there are any subnets 
 configured. 

 Is the user on-site or off-site? 
 911 Loca�on Manager checks to see if it is connected to any of the subnets configured in 
 ERS under Loca�on Manager to see whether it should ignore the on-site behavior and 
 prompt the user for their loca�on. 

 ●  If the user is on the subnet and “Prompt for Loca�on” is enabled, then 911 
 Loca�on Manager prompts the user for their address. 

 ●  If the user is not on the configured subnets, 911 Loca�on Manager decides 
 that the user is on-site. It then proceeds to examine the associated ERS 
 account for a network map. 

 The subnets checked by Loca�on Manager to determine whether it considers itself 
 to be on-site or off-site are configured in the Loca�on Manager 
 page of ERS and should not be confused with the subnets under 
 the Provisioning page. 

 Determining the User’s Loca�on 
 To determine the subscriber’s on-site loca�on, 911 Loca�on Manager first iden�fies whether 
 the user is connected via a wired or WiFi connec�on. 

 ●  For subscribers using a wired connec�on, 911 Loca�on Manager first iden�fies the 
 subscriber’s IP address. Then, using the subnet-ERL associa�on configured as a part of the 
 network map, the subscriber’s address is determined. 
 ●  For subscriber’s using a WiFi connec�on, 911 Loca�on Manager iden�fies the subscriber 
 device’s BSSID. Then, using the WiFi Access point’s BSSID to ERL associa�on configured as a 
 part of the network map, the subscriber’s address is determined. 

 If 911 Loca�on Manager can reach the enterprise’s FQDN but cannot find its 
 network map, then the subscriber is  not  prompted for  their address and the 
 call is routed to the ECRC. 



 Setup Instruc�ons for LM 1.7 

 Step 1: Choose your User Scenario 

 Iden�fy the 911 Loca�on Manager use case that best describes your enterprise. See 
 “User Scenarios”  . 

 Step 2: Provision Subscribers and Network Maps 

 Provision all required data, based on your specific 911 Loca�on Manager scenario. This 
 can include ERLs,, network maps and network se�ngs depending on the 911 Loca�on 
 Manager use case determined for your enterprise. Provisioning instruc�ons are 
 provided separately in  “Step-by-Step Provisioning  Instruc�ons”  . 

 Step 3: Configure 911 Loca�on Manager 

 To get 911 Loca�on Manager up and running, you must set licenses, setup network and 
 related configura�on. See  “Configure 911 Loca�on  Manager”  . 

 Step 4: Install 911 Loca�on Manager 

 See  “Install 911 Loca�on Manager” 



 User Scenarios for LM 1.7 

 This sec�on lists the various scenarios for which 911 Loca�on Manager 1.7 can be used. 

 On-Site Users 

 On-site users are employees or subscribers that will  not  work remotely. They always work 
 within the premises of their organiza�on and connect to their enterprise network. 

 Example 1  : An enterprise with employees that will  not work remotely. They are free to 
 move around with their laptops within their enterprise’s network boundaries. This 
 enterprise’s network map is provisioned in the ERS Portal. 911 Loca�on Manager’s network 
 configura�on is configured in the ERS Portal to ensure on-site employees are not 
 prompted. 

 Example 2  : A clinic where nurses and doctors always  need to be present and work within the 
 clinic’s premises. This clinic’s network map is provisioned in the ERS Portal. 911 Loca�on 
 Manager’s network configura�on is configured in the ERS Portal to ensure on-site employees 
 are not prompted. 

 Work flow for this use case involves: 

 1.  Adding FDQN  of the enterprise. When 911 Loca�on Manager  can reach this FQDN, the 
 user is not prompted. See  “Configure Network”  for  more informa�on. 

 2.  Adding ERLs  into your enterprise account to define  areas describing your network 
 configura�on. See  “Step-by-Step Provisioning Instruc�ons”  . 

 For instance, if you have divided your enterprise network into each subnet for each 
 floor of the building, then you can add one ERL for each floor. 
 On the other hand, if you have 5 Access Points providing WiFi connec�on to your 
 employees, then you can add the loca�on of these access points as five separate ERLs. 

 3.  Associa�ng Subnets to ERLs  to define wired network  connec�ons of your enterprise. 
 When the user registers, 911 Loca�on Manager determines their IP address. This IP 
 address is matched to one of the pre-provisioned subnets. Then, the ERL associated to 
 the matched subnet is pre-determined as the user’s loca�on. See  “Step-by- Step 
 Provisioning Instruc�ons”  . 

 For example, associate a subnet to the ERL Floor # 1. 

 4.  Associa�ng Access Points to ERLs  to define WiFi access  points present in your 
 enterprise’s network. When the user connects to the WiFi network, 911 Loca�on 
 Manager determines their BSSID. This BSSID is matched to one of the pre-provisioned 



 access point BSSIDs. Then the ERL associated to the matched Access Point is pre- 
 determined as the user’s loca�on. 

 For example, associate the conference room’s Access Point to the ERL you added for the 
 conference room. 

 What happens when the user clicks on 911 Loca�on Manager? 
 911 Loca�on Manager automa�cally assigns the on-site user’s loca�on. Upon clicking 911 
 Loca�on Manager from the system tray, the following message is displayed to the user: 

 Figure 215: On-site User’s Loca�on 

 The on-site user cannot modify their loca�on. 

 What happens when the user makes a 9-1-1 call? 
 Wired  connec�on  :  911  Loca�on  Manager  determines  the  loca�on  by  matching  the  user’s  IP 
 address  to  the  subnet  in  the  network  map.  The  ERL  that  this  subnet  was  associated  to  is 
 displayed as the subscriber’s loca�on at the PSAP. 

 WiFi connec�on  : 911 Loca�on Manager determines the  loca�on by matching the 
 subscriber’s BSSID to the access points in the network map. The ERL that was associated to 
 this access point is displayed as the subscriber’s loca�on at the PSAP. 



 Off-Site Users 

 The Off-site only use case supports employees that perform 100% of their work remotely. 
 These employees may connect to your enterprise network via a VPN tunnel. In this case, the 
 911 Loca�on Manager will always prompt the user when they move to an unknown loca�on. 

 Alterna�vely, these may be employees for whom you do not want to enable 911 Loca�on 
 Manager when they are on-site. This may be due to the fact that you have already 
 provisioned your on-site employees as fixed subscribers. That is, the fixed subscribers are 
 already provisioned as per  “Scenario A: Fixed Subscribers”  . 

 Example  : A company that consists en�rely of sales  personnel that are always remote. It 
 does have a small office with a recep�onist and payroll personnel. These personnel are 
 provisioned in the ERS as “fixed subscribers”. The sales personnel have installed 911 
 Loca�on Manager on their laptops. They are always prompted to enter their loca�on when 
 they are in an unknown loca�on. 

 In this case, no configura�on needs to be performed. Installing 911 Loca�on Manager on 
 the off-site user’s worksta�on is sufficient. 

 What happens when an off-site user makes a 9-1-1 call? 
 9-1-1 call from an off-site user is directed to the PSAP with the user-provided address. 

 Combina�on of On-Site and Off-Site Users 

 This use case supports enterprises with a combina�on of on-site and off-site users. 

 Example 1:  Sales personnel that travel frequently  for trade shows or to customer sites. 
 These employees switch back and forth between traveling and staying on-site, as required. 
 When off-site, 911 Loca�on Manager will prompt them for an address. When on-site, it will 
 stay silent since their address is determined using network maps. 

 Example 2  : A three-story building housing both on-site  and off-site employees. These on- 
 site employees use a wired as well as a WiFi network connec�on. 911 Loca�on Manager 
 stays silent for on-site employees even when they disconnect from their wired connec�on 
 and connect to a WiFi connec�on, for example, from a conference room. 

 Work flow for this use case involves: 

 Adding  FDQN  of  the  enterprise.  When  911  Loca�on  Manager  can  reach  this  FQDN,  the  user 
 determined to be on the enterprise network. Refer to  “Step 2 Configure the FQDN”  . 

 Adding Subnets  and se�ng them to “Prompt for user  loca�on”. These subnets are reserved 
 for providing VPN tunnels of users that are on the enterprise network but are off-site. See 
 “Step 3 Configure subnets”  for more informa�on. 

 Adding ERLs  into your enterprise account to define  areas describing your network 
 configura�on. 

 For instance, if you have divided your enterprise network into each subnet for each floor 
 of the building, then you can add one ERL for each floor. 
 On the other hand, if you have 5 Access Points providing WiFi connec�on to your employees, 
 then you can add the loca�on of these access points as five separate ERLs. 

 Associa�ng Subnets to ERLs  to define wired network  connec�ons that your employees will 
 connect to from these desks. 911 Loca�on Manager matches the user’s IP address to this 



 subnet and determines the user’s loca�on. 

 Associa�ng Access Points to ERLs  to define WiFi access  points that your employees will be 
 connected to using their wireless devices, such as laptops. 911 Loca�on Manager matches 
 the user’s BSSID to the BSSID of the access point and determines the user’s loca�on. 

 For example, associate the conference room’s Access Point to the ERL you added for the conference 
 room. 



 Configure 911 Loca�on Manager 

 Configure Network 
 To enable 911 Loca�on Manager to detect a user’s on-site loca�on, you must configure FQDN 
 and op�onally subnets as required in the  Network  tab  . 

 To configure network se�ngs for 911 Loca�on Manager: 

 Step 1 Choose the appropriate configura�on 

 In the  Network  tab, choose between one of the following  op�ons: 

 ■  On-site only 
 ■  On-site/Off-site 
 ■  Off-site only 

 Figure 216: Choosing On-site only Op�on for 911 Loca�on Manager 

 Step 2 Configure the FQDN 

 Provide your enterprise’s FQDN and click +, as shown in Figure 217. 

 Note that providing the FQDN is  mandatory  for the  On-Site Only  and  On-site/Off-site 
 scenario. 

 Figure 217: Adding the Enterprise’s FQDN 

 Step 3 Configure subnets 

 Provide specific subnets and choose whether the user needs to be prompted when they are 



 at these subnets. Click  Save  to complete the configura�on. 

 For instance, if you have chosen  On-site/Off-site  in  Step 1  , you can add the VPN tunnel 
 subnets here and configure 911 Loca�on Manager to prompt. Off-site but on-network 
 users whose IP address falls within this subnet will be prompted. 

 Figure 218: Configure Subnets 

 Configure Add-On Op�ons 
 You can add the following op�onal se�ngs to 911 Loca�on Manager. When the 911 
 Loca�on Manager is installed, it contains the default se�ngs enlisted. 

 Table 8: 911 Loca�on Manager Op�onal Se�ngs 

 Add-on op�ons  Descrip�on  Default se�ng 

 So�phones  Prompt user for their loca�on only 
 when 8x8 Work Desktop is running. 

 None 

 Hide Exit Op�on  To hide or display the  Exit  op�on when 
 the caller right-clicks the applica�on icon 

 Enabled 

 Block So�phone if no 
 valid address 

 To terminate 8x8 Work Desktop if the user 
 provides an invalid address 

 Disabled 

 Hide Skip Op�on  To hide or display the  Skip  bu�on so 
 the caller can skip providing their 
 address 

 Enabled 

 Terms of Use  Customizable “Terms of Use” to display 
 to the caller 

 None 

 Customizable 
 no�fica�on 

 Customizable no�fica�ons to display to 
 the caller 

 Default messages 
 provided; can be edited 

 You can also install 911 Loca�on Manager first and then configure its behavior. 
 The configura�on se�ngs will be applied to the applica�on when the applica�on 



 connects to the ERS. 

 Manage So�phones 

 You can configure 911 Loca�on Manager to detect when 8x8 Work Desktop is  running on the 
 user’s worksta�on by specifying its executable name in the Loca�on Manager  Behavior 
 screen. 

 Desktop O/S  8x8 Work Process Name 

 Windows  8x8 Work.exe 

 MacOS  8x8 Work 

 If configured then Loca�on Manager prompts the user for a loca�on only when 8x8 Work 
 Desktop is running on the user’s computer. 

 If not configured then Loca�on Manager prompts the user for a loca�on regardless of 
 whether or not 8x8 Work Desktop a is running on their computer. 

 This configura�on also relates to the  Block Softphone  if no valid address 
 provided  feature to determine the applica�on’s behavior.  That is, if you do specify the 
 8x8 Work Desktop process name and enable  Block softphone  if no valid 
 address provided  se�ng, 911 Loca�on Manager will. 

 Block so�phone usage 

 Through the  Block softphone if no valid address  se�ng,  you can block the 
 user’s Work Desktop if an invalid address is provided. By default, this op�on is disabled. 

 The user’s Work Desktop is not blocked un�l the registra�on process is 
 complete. That is, as long as the phone number is not provided, 8x8 Work 
 Desktop is not blocked even if the op�on is enabled. 
 Please refer to  “Registra�on”  for more informa�on  on registering Loca�on 
 Manager. 

 Impact on 8x8 Work Desktop 

 When  this  se�ng  is  enabled,  the  8x8  Work  desktop  is  closed  if  the  user  does  not  provide  a 
 valid  address  to  911  Loca�on  Manager.  System  tray  no�fica�ons  with  the  following 
 messages are displayed to the caller. 



 Figure 219: System Tray No�fica�on to Caller When 911 Loca�on Manager closes 8x8 Work Desktop 

 Configure “Hide exit op�on” 

 Through the  Hide Exit Option  se�ng, you can choose  whether or not to let your 
 users exit the 911 Loca�on Manager applica�on. By default, this se�ng is enabled, which 
 means the  Exit  op�on is  not  displayed to users. This  prevents them from right-clicking 
 and choosing  Exit  . 

 If you disable this se�ng, callers can right-click and choose  Exit  , thereby termina�ng the 
 process. Users can s�ll close the applica�on using the  X  on the top right corner of the  911 
 Loca�on Manager  screen but this will not terminate  the applica�on process. 

 To edit this se�ng: 

 1  Check or uncheck the  Hide exit option  check box in  the Loca�on Manager 
 Configura�on  screen as shown in Figure 220. 

 Figure 220: Edi�ng “Hide exit op�on” Func�onality 

 2  Click on the  Save  bu�on at the bo�om of the screen  to retain your changes. 

 Impact to the user 

 When the  Hide Exit  op�on is enabled, users cannot  exit the applica�on by right clicking 
 its icon. 

 Disabled (default) se�ng: 

 Figure 221: Applica�on Tray Before Enabling Se�ng 



 Enabled se�ng: 

 Figure 222: 911 Loca�on Manager Applica�on Tray A�er Enabling Se�ng 

 Configure “Hide skip op�on” 

 Through the  Hide skip option  , you can configure 911  Loca�on Manger to force the 
 user to provide their loca�on. This is the applica�on’s default se�ng. 

 You can change this se�ng to display to the caller a  Skip  bu�on on the  911 Loca�on 
 Manager  screen. When users click this bu�on, they  can avoid entering an address. 

 For example, users that frequent a coffee shop for just a few moments can skip entering an 
 address. 

 When  users  re-visit  this  loca�on,  911  Loca�on  Manager  remembers  this  se�ng  and  will  not 
 prompt  the  caller  for  a  loca�on.  When  an  emergency  call  is  placed  under  this  condi�on,  it  is 
 routed to the ECRC. 

 However, it will display the following tray no�fica�on to remind users of this se�ng and 
 give them the chance to decide to remain in this state or provision their address. This will 
 ensure their safety in case they decide to stay in this loca�on longer and wish to provide 
 their emergency loca�on. 

 Figure 223: Tray No�fica�on Displayed to Caller 



 To edit this se�ng: 

 1  Check or uncheck the  Hide skip option  check box in  the Loca�on Manager 
 Configura�on  screen as shown in Figure 224 below. 

 Figure 224: Edi�ng Hide Skip Func�onality 

 2  Click on  Save  bu�on on the bo�om of the screen to  retain your changes. 
 Impact to the user 

 If the  Hide skip option  is not selected (disabled),  the caller can avoid entering an 
 address by clicking on the  Skip  bu�on on the  911  Loca�on Manager  screen, as shown in 

 Figure 225. 
 Figure 225: “Skip” Bu�on Displayed to Caller in the 911 Loca�on Manager Screen 



 When the  Hide skip option  is selected (enabled), the  caller no longer sees the  Skip 
 bu�on, as shown in Figure 226 below: 

 Figure 226: 911 Loca�on Manager Screen Displayed to Caller Without “Skip” Bu�on 

 Customize Terms of Use 

 You can customize the  Terms of Use  screen displayed  to your callers. You can also configure 
 the display frequency of the  Terms of Use  screen. 

 By default, the 911 Loca�on Manager does contain any in-built  Terms of Use  screen text. 

 You must enter relevant text in the  Terms of Use  text  box. Configuring only 
 the display frequency but leaving the text box empty will not display any Terms of 
 Use to the caller. 

 To  configure the Terms of Use: 

 1  Click on  Terms of Use  tab from the  Loca�on Manager  screen. The  Terms of Use  screen 
 displays as shown in Figure 227. 



 Figure 227: Loca�on Manager Terms of Use Default Se�ngs 

 1  Choose the  Display Frequency  , as required. An example  is shown in Figure 228. 
 Frequency choices are: 
 A  Never  : The screen is never displayed to the caller. 
 B  First Time  : The screen is displayed when the user  opens 911 Loca�on Manager for 

 the first �me. 
 C  Always  : The screen is always displayed to the user,  upon each interac�on with the 

 911 Loca�on Manager. That is: 
 ◆  Upon star�ng the configured so�phone 
 ◆  Upon changing networks.  For example, moving to a new  loca�on  . 
 ◆  Upon opening the applica�on 

 D  Daily  : The screen is displayed to the user every “X”  days. 
 More specifically, upon the first interac�on with the 911 Loca�on Manager since 
 the number of days configured for daily frequency expired: 
 ◆  Upon star�ng the configured so�phone 



 ◆  Upon changing networks 
 ◆  Upon opening the applica�on 

 For example: Terms of Use frequency is set as  Daily  and every  3 days  . 911 Loca�on 
 Manager displays the Terms of Use every 3 days un�l one of the requirements is met. If a 
 user visits a new loca�on on 21  st  November and stays  there for the next 5 days, the Terms of 
 Use will be displayed to the user once on the 21  st  of November and then again on the 24  th  of 
 November. If, for some reason, the caller decides to leave this new loca�on on the 22  nd  of 
 November and visits another new loca�on, the Terms of Use will be displayed to the caller 
 again, even though 3 days have not elapsed. From then on, if the user stays at this loca�on, 
 the Terms of Use is displayed on the 25  th  November,  28  th  November and so on. 

 Figure 228: Choosing Terms of Use Display Frequency (Example is Daily, Every 3 Days) 

 Note:  By default, the display frequency is set as  Never  . 

 2  Enter your organiza�on’s Terms of Use under  Terms  of Use  text box. An example is 
 shown in Figure 229. 

 Figure 229: Entering Terms of Use in Legal Disclaimer Box 

 3  Enter the  Terms of Use Button Text  . This is the bu�on  the user has to click to 
 accept the Terms Of Use of the 911 Loca�on Manager. 



 Figure 230: Configurable Bu�on Name 

 Note:  By default, the bu�on name is set as  I Agree  . 

 4  Click on the  Save  bu�on on the bo�om of the screen  to retain your changes. 

 Customize No�fica�on Messages 

 You can configure custom messages to be displayed to callers. 

 Default messages are provided. You can edit these messages or enter new messages that 
 you want to display to the caller. 

 To edit these messages: 

 1  Click on the  Messages  tab from the  Loca�on Manager  screen. The  Messages  screen 
 displays as shown in Figure 231. 

 Figure 231: Messages Screen to Configure Text Displayed to User (Top Two Messages Shown) 

 2  Click in the  No location Set  box and enter your custom  text. An example is shown 
 below. 



 Figure 232: Edi�ng Message Text (Applica�on Terminated Example Shown) 

 3  If you are not content with the text, you can click on  Reset to default  . 

 4  Click the  Save  bu�on at the bo�om of the screen  to retain these changes. 



 Install 911 Loca�on Manager 1.7 

 Requirements 

 Prior to installing 911 Loca�on Manager, ensure that your worksta�ons meet the 
 following opera�ng system requirements: 

 ●  Windows 7 and higher 
 ●  Mac OS X version 10.10 and higher (64-bit systems only) 

 Loca�on Manager applica�on is not compa�ble in systems 
 where “Use random hardware addresses” feature has been 
 turned on. 

 To disable random hardware addresses: 
 1  In your Windows system, go to  Start  >  Network and  Internet  > 

 WiFi  . 

 2  Under  Random Hardware Addresses  , ensure the se�ng 
 is turned off. 

 Installa�on Steps 

 To install 911 Loca�on Manager: 

 3  Download the installa�on file from the following 8x8 
 Support ar�cle: 
 h�ps://support.8x8.com/cloud-phone-service/voice/ 
 admin-console/setup/Nomadic_911/Download_Locat 
 ion_Manager 

 4  Double click on the file and accept the End User License agreement to 
 complete the installa�on. 

 A�er the 911 Loca�on Manager is installed, it appears in the system tray menu 
 of the user’s worksta�on. The 911 Loca�on Manager icon is shown below, as it 
 appears to the user (Windows): 



 Figure 233: 911 Loca�on Manager Icon Displayed in the System Tray Menu of a Caller’s Worksta�on 



 Administer 911 Loca�on Manager 1.7 

 Unlink Subscriber 

 If someone in your organiza�on no longer requires the 911 Loca�on Manager func�onality, 
 or if they need to install Loca�on Manager on a different device, you can unlink the 
 applica�on from the subscriber in the ERS portal. When you unlink a subscriber from 
 Loca�on Manager in the ERS Portal, you are asked to provide a loca�on for the associated 
 subscriber. This ensures that the subscriber is s�ll a�ached to a valid ERL in the ERS. 

 To unlink a 911 Loca�on Manager license: 

 1  From the ERS main menu, click  Administra�on  🡪  Loca�on  Manager  . 

 2  From the  Loca�on Manager  screen, choose the  Registra�on  tab. The 
 Registra�on  screen displays, as shown in Figure 234  below. 

 Figure 234: Registra�on Screen Displaying Subscribers and their Associated Licenses Currently in Use 

 3  Locate the end user you wish to unlink either by scrolling through the list of 
 subscriber IDs or by searching for it. 

 4  Click the  Unlink  icon under the  Unlink Subscriber  column. ERS displays a 
 pop-up screen asking you to enter a new address for this subscriber, as shown in Figure 235 
 below. 



 Figure 235: Enter an Address Before Unlinking a Caller from Their Self-Reported Loca�on 

 5  Enter an address and click  Validate  . ERS performs  the same address valida�on procedure as 
 when you provision an address through the  Provisioning  screen. 



 Figure 236: Enter the Address and Click Validate 

 6  ERS validates the address and asks for confirma�on to finish saving the address 
 and unlinking the subscriber from the 911 Loca�on Manager applica�on. 



 Figure 237: Warning Message Displayed A�er Clicking the Unlink Icon 

 7  Click the  Save and unlink  bu�on to finish unlinking  the subscriber from the 911 
 Loca�on Manager applica�on. ERS displays that the 911 Loca�on Manager license is 
 now ready to be reused for another subscriber. 

 Viewing Applica�on Usage Details 

 You can view the following applica�on usage details in the  Registra�on  screen: 

 ●  Subscriber IDs of the users 
 ●  The applica�on so�ware version installed 
 ●  Date that the user registered to the 911 Loca�on Manager applica�on 
 ●  ERS-assigned Loca�on Manager ID 

 Figure 238 

 View User Details 

 The ERS Portal administrator can: 

 ●  View the emergency loca�on set by the caller 
 ●  Check whether or not the user provided an emergency address 

 ●  Check whether or not the user clicked “Skip” 
 ●  Check if the user has moved to a silent zone 

 The user’s self-reported loca�on can be viewed in the  Provisioning  screen. 

 You cannot edit a loca�on set by the user. The  Edit  bu�on (pencil icon) is not 
 available for subscribers who use the 911 Loca�on Manager. 



 If you delete the ERL record for a 911 Loca�on Manager user, the ERL and 
 subscriber record are also removed from the ERS and the subscriber is 
 unlinked from the 911 Loca�on Manager applica�on. 

 Other scenarios the user encounters that have an effect on their loca�on are also recorded 
 in the  Provisioning  screen. Three such scenarios are  possible (listed below) and they are 
 listed as the first three rows in the  ERLs  tab. 

 ●  User did not provide a loca�on  : When the user does  not provide their loca�on to the 
 911 Loca�on applica�on, the  Provisioning  screen  ERL Address  field displays the following 
 message:  No address. No address set by subscriber  in Loca�on Manager  . 

 Upon choosing this ERL row, you can also see all the subscribers who have chosen to not 
 enter their address in the applica�on. 

 ●  User is on-site and on-network  : When 911 Loca�on  Manager detects that the caller is 
 on-site and on-network, the  ERL Address  field displays  the address that was discovered 
 using network maps. 

 Upon choosing this ERL row, all subscribers that are detected on-site and on-network are 
 displayed to the right of the screen. 

 ●  User clicked “Skip” and did not provide a loca�on  :  When the caller avoids entering an 
 address by choosing  Skip  , the ERL address field is  populated with the following 
 message:  No address. Subscriber skipped se�ng an  address in Loca�on Manager  . 



 Using 911 Loca�on Manager 1.7 

 This sec�on lists the various scenarios that the 911 Loca�on Manager user encounters. This 
 is intended for informa�on purposes and helps you troubleshoot any issues the user may 
 have. 

 Ge�ng Started - Provide Subscriber ID 

 Upon launching the 911 Loca�on Manager for the first �me, users are prompted to register 
 by entering their so�phone number.  This should be set as their 8x8 Work phone number as a 
 ten digit number (i.e. without a leading 1). 

 Figure 239: 911 Loca�on Manager Registra�on Screen 

 This step links the user’s device to their subscriber in the ERS portal with a unique Loca�on 
 Manager ID. 

 This step only needs to be performed once by the caller when the applica�on launches 
 for the first �me. 



 Accept License Agreement 

 In most cases, users will be presented with a license agreement. You can customize this 
 according to your organiza�on’s needs, as men�oned earlier. 

 Figure 240 below shows an example. 

 Figure 240: Sample Terms of Use Displayed to Users 



 User Loca�on Tracking in 911 Loca�on Manager 1.7 

 User Visits a New Off-Site Loca�on 

 When the user visits a new and unfamiliar loca�on, 911 Loca�on Manager detects this and 
 prompts for an address, as displayed in Figure 241. 

 Figure 241: Screen Presented to the Nomadic Emergency Caller to Enter Current Address 

 911 Loca�on Manager Detects User to be On-Site 

 When the subscriber is on-site, 911 Loca�on Manager does not prompt the caller for an 
 address. It automa�cally assigns an address, based on the network map. 

 When the user clicks the 911 Loca�on Manager icon, the address determined through 
 network maps is displayed. The user cannot modify this address. See Figure 242. 



 Figure 242: On-Site User’s Loca�on Displayed on 911 Loca�on Manager Screen 

 On-Site User’s Loca�on Could Not Be Determined 

 When the user is on-site but their loca�on could not be determined, the message in 
 Figure 243 is displayed. This could be due to the fact that network maps have not been 
 properly configured. 



 Figure 243: Message Displayed When User’s Loca�on Undetermined 

 User Visits a Known Off-Site Loca�on 

 When  the  user  visits  a  known  loca�on-  that  is,  a  loca�on  that  the  user  has  already  visited 
 and  provided  their  address  for,  911  Loca�on  Manager  will  not  prompt  the  caller  to  re-enter 
 this address. 

 911 Loca�on Manager can remember and auto-detect up to 100 such loca�ons. 

 It  discreetly  informs  the  detec�on  of  the  address  to  the  caller  through  a  system  tray 
 no�fica�on. 

 Figure 244: System Tray No�fica�on That the Caller Loca�on is Auto-Detected 


