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1. FAQ Quick Links 
 
If you have a specific question about 8x8 and its data protection practices, then you can click 
on the FAQ "Quick Links" below to read the specific FAQ you would like answered.  Otherwise, 
if you want to review these FAQs in full, then please keep reading! 
 
What does 8x8 do? 
Why is data protection law relevant to 8x8 and its Customers? 
Who must comply with data protection law? 
Are 8x8 Customers controllers or processors of their employees' personal information? 
Is 8x8 a controller or a processor of End Users' personal information? 
What does it mean for 8x8 to be a processor in practice? 
What does it mean for 8x8 to be a controller in practice? 
As a controller, can 8x8 do whatever it wants with the End User's personal information? 
Will End User personal information ever be transferred outside Europe? 
How does 8x8 comply with EU data export rules? 
Do we need to sign model clauses with 8x8? 
What security measures does 8x8 apply to protect End User personal information? 
Can we audit 8x8's security measures? 
How do we approve 8x8’s subcontractors who process End User personal information? 
How will 8x8's services assist us, should we need to respond to a request from an End User 
exercising any of its rights under data protection law? 
How do we update our 8x8 Service Agreement to comply with the GDPR? 
 
2. What does 8x8 do? 
 
8x8 provides unified cloud communications and customer engagement services to its 
corporate clients ("Customers").  These services include virtual private branch exchanges and 
virtual contact centres.  These services are provided directly to Customers and are used by 
Customer's employees or clients (the "End Users"). 
 
3. Why is data protection law relevant to 8x8 and its Customers? 
 
Data protection law in the European Union ("EU") gives individuals the right to control how 
their personal information is used and places legal obligations on organisations that collect, 
use and share personal information to safeguard such information.  Current EU data 
protection law derives from the Data Protection Directive 95/46/EC (the "Directive"), which 
has been implemented into the national laws of each of the EU Member States in broadly the 
same way.  From 25 May 2018, EU data protection law will change, and shall instead derive 
from the General Data Protection Regulation ("GDPR").  The requirements of the GDPR will 
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be enforced in each EU Member State, subject to specific local law derogations permitted 
under the GDPR. 
 
EU data protection law is relevant to 8x8 and its Customers because, in the course of providing 
the services, 8x8 must necessarily collect, use and disclose personal information about End 
Users and the individuals they contact – such as their name, contact details and content of 
communications.  These FAQs explain more about how EU data protection law applies in the 
context of 8x8's services and the measures that 8x8 takes to comply, and to help its clients to 
comply, with the EU data protection requirements. 
 
4. Who must comply with data protection law? 
 
European data protection law establishes the concepts of “controllers” and “processors”. The 
distinction between these two roles is really important: current European data protection law 
imposes statutory obligations on controllers to protect data, meaning that only controllers 
can be liable (under law) for data protection breaches.  Under the GDPR, however, processors 
will be directly liable under law in relation to certain obligations for the first time. 
 
To explain the difference between these two roles: 
 

• Controllers:   A "controller" is an entity which alone or jointly with others determines 
the "purposes and means" of the processing of personal information (or, put another 
way, "why and how" personal information is processed). In practice, the key aspect of 
this definition is the ability to decide how personal information is being collected, 
stored, used, altered and disclosed. As explained above, controllers have specific 
statutory responsibilities under European data protection law, and these 
responsibilities are overseen and enforced by national data protection authorities. 
 

• Processors:   By contrast, a processor is an entity that processes personal information 
only on behalf of a controller and strictly in accordance with its instructions, normally 
pursuant to a service agreement. Data processors do not have any decision-making 
autonomy when processing personal information.  Under the GDPR, processors will 
have direct statutory obligations (for example, in relation to putting in place 
appropriate technical and organisational security measures to protection personal 
data) and will be obliged to agree to certain contractual terms with the controllers 
they service – meaning they can be both contractually liable for data protection 
breaches and liable under law. 

 
5. Are 8x8 Customers controllers or processors of their employees' personal 

information? 
 
Every business is a controller of its employees' personal information – the business 
necessarily has to make its own decisions "why and how" employees' information is used for 
employment administration purposes.  Each Customer is therefore always a controller of its 
employees' personal information. 
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6. Is 8x8 a controller or a processor of End Users' personal information? 
 
As in most service relationships, 8x8 is primarily the processor of the personal information it 
processes for its Customers in relation to the provision of 8x8's services.  However, 8x8 is also 
a controller of certain End User personal information and, as a controller, 8x8 is directly 
responsible for ensuring compliance with data protection laws in relation to such processing. 
 
To explain, while 8x8 primarily acts as a processor and has no control over the types of 
personal information that Customers may provide to 8x8 during the provision of 8x8's 
services, 8x8 does use certain personal information that is provided to it by its Customers for 
its own internal purposes, such as billing and invoicing, quality control and assurance, service 
support and development and analytics. 
 
7. What does it mean for 8x8 to be a processor in practice? 
 
In practice, 8x8's role as a processor means: 
 

• Customers will determine how and why 8x8 processes End User personal data in 
relation to the provision of the services.  For example, Customers will decide what 
personal information will be included in communications made via the 8x8 services.  
 

• Under the GDPR, both Customers and 8x8 will have direct responsibility and liability 
for certain obligations.  Furthermore, as 8x8 will be required to accept certain 
contractual data protection obligations within its service contract with Customers (the 
"Service Agreement") and to statutory data protection requirements, there is greater 
protection for the End User. 

 
8. What does it mean for 8x8 to be a controller in practice? 
 
In practice, 8x8's role as a controller means: 
 

• 8x8 is directly responsible for compliance with applicable data protection 
requirements.  In relation to this type of processing, Customers will not be responsible 
or liable for complying with EU data protection requirements and 8x8 will be 
responsible for 8x8's security and use of End User personal information.  For example, 
8x8 is responsible for ensuring compliance with European data export requirements 
when transferring End User personal information outside the EEA. 

 
9. As a controller, can 8x8 do whatever it wants with the End User's personal 

information? 
 
No.  8x8 is only permitted to use End User personal information as agreed in the Service 
Agreement and as set out in 8x8's Privacy Policy. 
 
10. Will End User personal information ever be transferred outside Europe? 
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If our Customers are located outside of Europe, then yes – of course! 
 
Aside from that, please note that 8x8 is a US headquartered company and so processes End 
User's personal information outside Europe, including in the US, for different purposes 
including reporting services, accounting and invoicing.  We also work with international 
service providers who help us to manage and deliver our services; however, they do so under 
strict contractual terms to ensure they protect the privacy and security of End User personal 
information. 
 
While End User personal information may be accessed from and processed outside of Europe, 
the majority of EU End User personal information is stored in Europe.   
 
11. How does 8x8 comply with EU data export rules? 
 
8x8 has implemented a group-wide set of "standard contractual clauses" (also called "model 
clauses").  This is a standard form data export agreement that has been approved by the 
European Commission for legitimizing transfers of personal data from the EU to non-EU 
countries. 
 
In addition, 8x8 Inc. has signed up to the Privacy Shield framework (see: 
https://www.privacyshield.gov/participant?id=a2zt0000000Gn5eAAC&contact=true).  In 
practice, this means that 8x8 in the US will be considered a "safe" recipient, offering adequate 
level of protection to the End User personal information that is transferred from Europe to 
the US. 
 
12. Do we need to sign model clauses with 8x8? 
 
No.  8x8 is a UK entity and already has in place group-wide standard contractual clauses and 
the Privacy Shield certification. 
 
13. What security measures does 8x8 apply to protect End User personal information? 
 
8x8 is committed to ensuring that End User personal information is secure.  8x8 implements 
appropriate technical and organisational security measures to protect End User personal 
information against: (i) accidental or unlawful destruction; and (ii) loss, alteration, 
unauthorised disclosure or access. 
 
In particular, 8x8 has in place administrative, physical, and technical safeguards implemented 
in accordance with 8x8’s existing data security program, which includes: 
 

• limiting access to information on 8x8’s information system media to authorized users 
only; 

• limiting physical access to 8x8’s information systems and related equipment to 
authorized individuals only; 
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• regular assessments of information security risks to 8x8’s information systems and 
associated information processing activities and of the effectiveness of information 
security controls in 8x8’s information systems; 

• training of 8x8’s managers and users of 8x8’s information systems regarding the 
information security risks associated with their activities and applicable laws and 
policies; and 

• imposition of formal sanctions for 8x8 personnel failing to comply with 8x8’s 
information security policies and procedures. 

 
In addition, 8x8 certifies with Cyber Essentials that 8x8's information systems are protected 
by industry standard defence systems.  Regular vulnerability scans and penetration tests are 
carried out and 8x8 has a consistent patching policy.  In relation to data storage, 8x8 carries 
out risk assessment of threats from point of inception of new data, through transit channels, 
to ultimate places of storage and back-up. Physical, technological and organisational reviews 
of logical and physical data protection mechanisms for customer data have been assessed for 
suitability, and are re-assed during change control to ensure ongoing compliance with GDPR 
requirements. 
 
14. Can we audit 8x8's security measures? 
 
8x8 is regularly audited against ISO27001, ISO 9001:2015 and Cyber Essentials standards by 
independent third-party auditors.  Upon Customer's reasonable request, 8x8 can provide 
Customers with a summary copy of our audit reports. 
 
8x8 cannot accommodate on-premises audits by Customers, but does take full responsibility 
to ensure the security of all Customer and End User data.  8x8 complies with ISO27001, ISO 
9001:2015 and Cyber Essentials and conducts several audits throughout the year that provide 
assurances that 8x8's controls are properly and securely managed. 
 
 
15. How do we approve 8x8’s subcontractors who process End User personal 

information? 
 
As 8x8 is a ‘one-to-many’ cloud service provider, 8x8 must have the freedom to operate its 
supply chain as it requires in order to provide its services to its Customers as a whole. 
However, 8x8 takes its data protection obligations seriously and assumes full responsibility 
for its supply chain. Furthermore, 8x8 will provide an up-to-date list on its website of all 
subprocessors, which it shall update with any changes at least 10 days prior to the change. If 
a Customer raises any reasonable privacy concerns prior to the change, 8x8 will discuss the 
issue with the Customer with the aim to find a reasonable and mutually acceptable solution. 
However, if 8x8 determines that it must continue and appoint such subprocessor, the 
Customer will be entitled to terminate its contract with 8x8. This mechanism provides a 
reasonable and balanced solution for 8x8 Customers and is in compliance with the GDPR 
requirements. 
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16. How will 8x8's services assist us, should we need to respond to a request from an 
End User exercising any of its rights under data protection law? 

 
8x8 products provide various functionalities to enable Customers, as controllers, to self-serve 
should they receive data subject requests from End Users. These include functionalities that 
enable Customers to export raw data files and delete data records and data files where and 
when necessary. Should you require specific assistance which cannot be supported by these 
functionalities, a support ticket can be raised through the standard 8x8 customer support 
process. 8x8 takes its data protection responsibilities seriously and will always provide 
reasonable and timely assistance to support Customers as required under data protection 
law; however, such requests (if supportable) may carry an administrative charge depending 
on the amount of time and effort required. Please also note that 8x8 does not guarantee it 
can provide data in a format suitable for direct import into any third-party systems, nor that 
the format of that data will remain unchanged over time. We would also note that any data 
8x8 holds in its capacity as a controller would not fall under such requests, nor would any 
deletion request for data 8x8 is required or permitted to retain for legal or regulatory 
purposes. 
 
17. How do we update our 8x8 Service Agreement to comply with the GDPR? 
 
Protecting customer data and complying with data protection laws is 8x8’s priority, and 
accompanying this document is 8x8’s GDPR-ready contract amendment (the “GDPR 
Amendment”). As you will see, these provisions balance the risk presented by the GDPR as 
between you as a data controller and 8x8 as a data processor, ensure you have comfort that, 
as a data controller, our contractual arrangements include the requisite prescribed 
provisions, and are appropriately tailored to the services that 8x8 provides. Implementing the 
GDPR Amendment is easy and straightforward - simply sign and return the document as 
instructed. 
 
We note that as 8x8 is a cloud-based service provider, which operates on a one-to-many 
model, 8x8 cannot review customer documentation on a per customer basis and require the 
GDPR Amendment to be the terms upon which we ensure both parties continue in 
compliance with the GDPR. In addition to the volume of individual agreements 8x8 would 
need to review, such an approach would disrupt 8x8’s business model and will be impossible 
to flow down to our supply chain model. 
 
 


